








DETR-R50

Benign
Internlmage
DETR-R50
AFOG
InternImage
DETR-R50 e
AFOG-V
InternImage
DETR-R50
AFOG-F
Internlmage

Figure 9. Example images for Benign, AFOG, AFOG-V, and AFOG-F scenarios with victims R50 (DINO) and InternImage (DINO).
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Figure 11. Comparison of Benign and AFOG-disrupted predictions on five images with two similar architectures, DETR-R50 and DETR-
R101. Despite similar architectures, AFOG produces different malicious behavior by probing for unique vulnerabilities in each model.
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Figure 12. Comparison of Benign and AFOG-disrupted predictions on five images with ViTDet, EVA, and DETA. Although AFOG shows
strong attack performance against various other classes across the five images, it also struggles to disrupt the "Person” class in the third
and the fifth examples.
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Figure 13. Comparison of Benign and AFOG-disrupted predictions on five example images with Deformable-DETR, ConvNeXt, and
Swin-L. AFOG exhibits widely varying behavior for different models on the same image, such as against image three (Rows 4-6, Col. 3).

We also indicate two instances where AFOG failed to disrupt Swin-L’s performance, highlighted in red.






