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Generalization-Preserved Learning: Closing the Backdoor to Catastrophic
Forgetting in Continual Deepfake Detection

Supplementary Material

Algorithm 1 Generalization-Preserved Learning
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Figure 1. We propose to simulate the physics-based exposure pro-
cess using a shared neural network Fo in a progressive manner.

Require: Feature extractor F(z,6;), classifier C(z,6,),
base watermark generator G(z, 0}'°""), dataset se-
quence S = {Dq, ..., D }, clusters Ciear, Crake

Ensure: Optimized watermark generator G (z, 0 dearn)

1. fort=2,..., K do
2 Initialize 777, gL learn « gi=tlearn
3: for mini-batch (z,y) € D; do
4 Generate feature:
0l = ¢ + \,G(z, Qé’f”)
zw,learn =g+ )\gg(l,7 oz,learn)

001 A. Architecture of the Watermark Generator Aearn — F(gwilearn g )
)
002 The architecture of the watermark generator is designed as a > Compute total loss: )
. . . . . 71 = Softmax (C(F(z/"*,0;),6.))
003 lightweight convolutional network to efficiently adapt incre- learn — Sof C(F (v le’mfl ’gc 0
004 mental data without modifying the backbone network. As g = Softmax(C(F (z ,01),0c))
i Fi : : Las= -V [y log oo™ + (1 = y;) log(1 — mlearn)]
005 shown in Fig. 1, the generator consists of multiple convolu- cls i=1 [Yi 108 T; oA Yi) 108 i
006 tional layers with progressively reduced spatial resolution. Lnce = —log e"p(_d”gp c d%/ll{! ) oA
. . . . . ., —am I ]
007 It begins with an input resolution of 299 x 299 and under- Al ’
. . Etotal = Ecls + Anceﬁnce
008 goes sequential downsampling through three 3 x 3 convo- . .
) . 6: Adjust gradient
009 lutional layers, each followed by a 2 x 2 max pooling op- fiz Alearn (y12)
010 eration. The feature maps increase in channel depth from 3 Ly = Zj 0 (yj |z) log 7di@ (y;|x)
011 to 8, 16, and finally 32, allowing the generator to extract hi- Grask = Vegle“m Liotal
012 erarchical representations of the input image. The final out- Ghase = vg;alem'" Lx1
013 put is gthree—chapnel re?sidual mask of size 37 x 37, which Gaiign = Gask — Akl%Gbase
014 is applied to the input image to generate the watermarked 7. Update watermark generatorf
015 version. This lightweight design ensures minimal computa- gtlearn _ ptlearn _ 1Glaiign
016 tional overhead while effectively aligning incremental data 8 end f(gn. g
017 distributions. 9. end for
10: return trained watermark generator G(x, §.-1*™™)
ois  B. Algorithm for Generalization-Preserved
019 Learning
020 As sh . Aleorithm 1 d sl address this issue and enhance comparability across differ- 033
S Shown 1 Algorithm 1, We provide a concisely sum- ent network architectures or optimization methods, a “filter ~ 034
021 marized algorithm for better comprehension in the detailed RPN . :
ol ] ¢ th 4G lization.p d normalization” strategy can be employed. This technique 035
022 Enp ementatlon of the proposed Generalization-Freserve normalizes each direction vector at the filter level so that its 036
023 carning. scale matches that of the original weights, thereby eliminat- 037
. ing the impact of parameter scale variations. Specifically, 038
024 C. Calculation of the Loss Landscape for a neural network with parameters 6, a random direction 039
025 To analyze the loss landscape, a reference parameter point vector d is first g'ener'ated w1th' dimensions identical to 6. 040
- . . . Then, each filter in d is normalized to have the same norm 041
026 0* is first determined, typically corresponding to the op- h dine filter in @ ven by: 042
027 timal parameters obtained after training a neural network as the corresponding Hier v, as given by:
028 to convergence. Next, two independent direction vectors, ¢ 16,41
029 and 7, are selected, usually sampled randomly from a Gaus- dij < di; | d-7 K 043
. . . . 1,
030 sian distribution to ensure randomness. However, due to the J
031 differences in parameter scales may lead to visualizations where d; ; represents the jth filter of the ith layer ind, and 044
032 of the loss landscape that are not directly comparable. To I - || denotes the Frobenius norm. The normalized direc- 045
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