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Abstract

Unified physical-digital face attack detection aims to de-
velop a universal model capable of simultaneously detect-
ing both digital and physical spoofing attacks. However, ex-
isting training datasets generally lack comprehensive cov-
erage of diverse attack types, which limits the generaliza-
tion ability of detection models and hinders their effective-
ness in real-world applications. To address this limitation,
we released a significantly expanded dataset, UniAttack-
Data+, at the 6th Face Anti-Spoofing Workshop @ICCV
2025. The dataset includes 2,875 participants from three
major demographic groups—Africa, East Asia, and Central
Asia—and contains 18,250 real videos collected under di-
verse lighting conditions, backgrounds, and acquisition de-
vices. For each participant, 54 types of attacks were simu-
lated, comprising 14 physical and 40 digital attack variants,
resulting in a total of 679,097 high-quality forged videos.
Based on this dataset, we organized a Unified Attack De-
tection Challenge, which attracted 137 participating teams,
with 12 teams advancing to the final round. The final
rankings were determined based on results re-verified by
the organizers. This paper reviews the challenge by intro-
ducing the dataset construction, protocol definitions, eval-
uation metrics, and competition results, and analyzes the
top-performing algorithmic solutions, while also outlining
future directions for unified physical-digital attack detec-
tion. Challenge Website: https://sites.google.
com/view/face-anti-spoofing-challenge/
welcome/challengeiccv2025?authuser=0

*Equal contributions.
†Co-Corresponding Author.

1. Introduction

Face Anti-Spoofing (FAS) is an important component to en-
sure the security and reliability of biometric authentication
systems [19, 25]. The current mainstream attack methods
can be divided into two categories: physical forgery attacks
[7, 22, 39, 40] and digital forgery attacks [14, 15, 17]. Phys-
ical attacks mainly include printing attacks, replay attacks,
and 3D mask attacks, where attackers forge faces through
physical media to deceive the recognition system. Such at-
tacks usually introduce visible artifacts, such as color dis-
tortion, moiré, and reflected light spots, which provide cer-
tain detection clues. In contrast, digital forgery attacks are
more covert. Common forms include identity manipulation,
adversarial samples, and synthetic images based on gener-
ative adversarial networks. They often silently tamper with
facial images at the pixel level, making them difficult to de-
tect by the human eye or traditional algorithms. Although
there have been many advances in the research of physical
attack detection and digital forgery detection, most current
methods still treat the two as independent tasks and lack
a unified modeling and evaluation framework. This frag-
mented research paradigm limits the generalization ability
of the detection model and is not conducive to unified de-
fense against diverse attacks in actual deployment.

Unified physical-digital face attack detection aims to de-
velop a universal model capable of simultaneously detect-
ing both digital and physical spoofing attacks [4, 6, 8, 11,
26, 37]. JFSFDB [37] proposes the first joint FAS and
forgery detection benchmark, which combines visual ap-
pearance and rPPG physiological signals for authentica-
tion through a dual-branch physiological network and a
weighted fusion strategy. UniAttackDetection [8] proposes
a unified attack detection framework based on visual lan-
guage models, which effectively learns unified and specific
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Team Affiliation

Facevengers Tencent YouTu Lab &
Shanghai Jiao Tong University

TeleAI Tele-AI
AKLab akuvox
bklzhn ID R&D
CMSR OnePower
FaceGuardians incode
Tohoku Aoki Lab Tohoku University
GCD-UdL University of Lleida
LNL Seoul Women’s University
asakatsu2025 Shizuoka University
Siren Shield Chung-Ang University
BU-S UniFAS Hong Kong Baptist University

Table 1. List of qualified teams and affiliations for this challenge.

knowledge features through a teacher-student hint module,
a unified knowledge mining module, and a sample-level
hint interaction module. [11] significantly improves the
model’s detection ability for ”unseen” attack types through
data augmentation technology of simulated physical attack
clues and digital attack clues. This method won the first
place in the ”Unified Physical-Digital Face Attack Detec-
tion” task of the 5th CVPR 2024 FAS Challenge, proving its
effectiveness and generalization ability in cross-attack type
detection. The MoAE-CR [4] framework effectively uti-
lizes category information to improve attack detection per-
formance by introducing a hybrid attack expert module at
the feature level and a disaggregation module and a cluster-
ing distillation module at the loss level. Based on the idea
of hierarchical cue adjustment, HiPTune [26] adaptively se-
lects and integrates classification criteria from different se-
mantic spaces by constructing a visual cue tree and a dy-
namic cue interaction module to improve the robustness of
the model against various attacks.

However, existing training datasets generally lack com-
prehensive coverage of diverse attack types, which lim-
its the generalization ability of detection models and hin-
ders their effectiveness in real-world applications. To ad-
dress this limitation, we released a significantly expanded
dataset, UniAttackData+, at the 6th FAS Workshop @ICCV
2025. The dataset includes 2,875 participants from three
major demographic groups—Africa, East Asia, and Central
Asia—and contains 18,250 real videos collected under di-
verse lighting conditions, backgrounds, and acquisition de-
vices. For each participant, 54 types of attacks were simu-
lated, comprising 14 physical and 40 digital attack variants,
resulting in a total of 679,097 high-quality forged videos.
As shown in Tab.1, we organized a Unified Attack De-
tection Challenge, which attracted 137 participating teams,
with 12 teams advancing to the final round.

The contributions of this paper are summarized as:

• We organized this challenge based on the UniAttack-
Data+ dataset, demonstrating its effectiveness as a valu-
able resource for advancing research in Unified Physical-
Digital Attack Detection.

• We conduct a systematic analysis of the technical solu-
tions submitted by the participating teams, and, drawing
from the insights gained through this competition, pro-
pose potential avenues for future research in the field of
unified face attack detection.

2. Related Work
Face Anti-spoofing (FAS) datasets for Challenges. The
Print-Attack [1] dataset is specifically constructed to in-
vestigate the vulnerability of 2D face recognition (FR) sys-
tems to printed photo attacks. It contains 400 video sam-
ples, including 200 genuine access attempts and 200 print
attacks, involving 50 subjects. The dataset also includes
a standardized evaluation protocol and an example motion
analysis algorithm, demonstrating how the correlation be-
tween facial motion and the surrounding scene can be lever-
aged for attack detection. The Replay-Attack [5] dataset
consists of 1,300 video clips featuring various attack types
across 50 subjects, all recorded under both controlled and
challenging illumination conditions. It simulates real-world
scenarios in which FR systems may be deceived through the
replay of high-resolution facial images or videos using dif-
ferent media: printed photos (print attacks), iPhone screens
(mobile attacks), and iPad screens (high-definition attacks).
The dataset is divided into three mutually exclusive iden-
tity subsets for training, development, and testing, provid-
ing a standardized framework for training and evaluating
spoof detection algorithms under diverse attack conditions.
The OULU-NPU [2] dataset contains 5,940 high-resolution
videos from 55 subjects, covering three shooting environ-
ments, six smartphone models, and multiple demonstration
attack methods. To evaluate the robustness of the algo-
rithm in dealing with unknown attacks and environmental
changes, OULU-NPU designed four well-defined evalua-
tion protocols, each of which introduces at least one ”un-
seen condition” in the test set, such as new devices, new
backgrounds, or new attack types, so as to more realisti-
cally reflect the generalization ability of the method in prac-
tical applications. The CASIA-SURF [40] dataset con-
tains 21,000 multimodal videos from 1,000 subjects, each
of which contains RGB, depth, and infrared information,
aiming to promote the development of multimodal FAS re-
search. The research team also proposed a novel multi-
modal multiscale feature fusion method, which strategically
weights multiscale features to enhance the performance of
channels with higher information content while suppress-
ing modal features with more noise at a specific scale. The
CASIA-SURF CeFA [21] is a dataset for studying racial
bias in FAS, covering data from 1,607 individuals from
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three races and three modalities, and including both 2D
and 3D attack types. A notable feature of this dataset is
that it clearly annotates racial information, providing reli-
able support for systematic research on racial bias issues.
The CASIA-SURF HiFiMask [22] aims to make up for
the limitations of existing 3D mask attack detection bench-
marks. It contains more than 54,600 video data, collected
from 75 individuals wearing 225 high-fidelity masks, using
seven different types of sensors. This dataset is committed
to bridging the gap between academic research and actual
security needs of FR systems, with higher authenticity and
challenges. Based on HiFiMask, the authors further pro-
posed a novel Contrastive Context-aware Learning frame-
work, which fully exploits the contextual information in
the data pairs between real faces and high-fidelity disguised
faces to enhance the supervisory signal in the adversarial at-
tack detection task. The CASIA-SURF SuHiFiMask [7] is
a large-scale dataset for FAS research, which aims to im-
prove the security of FR systems in remote surveillance
scenarios. The dataset covers attack samples of 101 indi-
viduals of different ages in 40 different surveillance envi-
ronments, systematically reflecting the complex conditions
in real surveillance scenarios. SuHiFiMask is characterized
by its high degree of restoration of common surveillance
challenges (such as low-resolution images, environmental
noise, etc.). UniAttackData [8] data realizes the unified
modeling and evaluation of physical and digital attacks for
the first time, covering 1,800 subjects. Each subject expe-
rienced 2 physical attacks and 12 digital attacks. The at-
tack methods used were all advanced methods in the past
three years, which fully reflects the real threats and chal-
lenges faced by the current FAS system. However, exist-
ing training datasets generally lack comprehensive cover-
age of diverse attack types, which limits the generalization
ability of detection models and hinders their effectiveness
in real-world applications. To address this limitation, we
released a significantly expanded dataset, UniAttackData+
[26], at the 6th FAS Workshop @ICCV 2025. The dataset
includes 2,875 participants from three major demographic
groups—Africa, East Asia, and Central Asia—and contains
18,250 real videos collected under diverse lighting condi-
tions, backgrounds, and acquisition devices. For each par-
ticipant, 54 types of spoofing attacks were simulated, com-
prising 14 physical and 40 digital attack variants, resulting
in a total of 679,097 high-quality forged videos.

Evolution of Face Anti-Spoofing. Early single-modal
methods [33, 36] typically utilized CNN to extract image
features and used binary classification to identify fake faces.
Domain Generalization FAS [3, 9, 10, 12, 13, 16, 18, 27,
29–32, 34, 42–46] is committed to not only performing well
on training data domain, but also being effective on un-
seen domain. Although domain generalization compensates
for the disadvantages of single-modal methods in unknown

domains to a certain extent, its ability to handle diverse
and complex data is still limited, and it cannot fully utilize
the complementary information between different modali-
ties. Multi-modal methods [28, 35] have proven to be effec-
tive in alleviating the above problems with the motivation
of indistinguishable fake faces may exhibit quite different
properties under the different spectrums. Despite the suc-
cess, they require consistent modal inputs during the test-
ing phase as during the training phase, making it impossi-
ble to deploy relevant algorithms on a large scale in prac-
tical scenarios. Flexible Modal FAS [20, 23, 24, 38, 41]
aims to improve the model’s adaptability to any given de-
ployed modality. Unified physical-digital face attack de-
tection aims to develop a universal model capable of si-
multaneously detecting both digital and physical spoofing
attacks [4, 6, 8, 11, 26, 37]. JFSFDB [37] proposes the
first joint FAS and forgery detection benchmark, which
combines visual appearance and rPPG physiological sig-
nals for authentication through a dual-branch physiologi-
cal network and a weighted fusion strategy. UniAttackDe-
tection [8] proposes a unified attack detection framework
based on visual language models, which effectively learns
unified and specific knowledge features through a teacher-
student hint module, a unified knowledge mining module,
and a sample-level hint interaction module. [11] signifi-
cantly improves the model’s detection ability for ”unseen”
attack types through data augmentation technology of sim-
ulated physical attack clues and digital attack clues. This
method won the first place in the ”Unified Physical-Digital
Face Attack Detection” task of the 5th CVPR 2024 FAS
Challenge, proving its effectiveness and generalization abil-
ity in cross-attack type detection. The MoAE-CR [4] frame-
work effectively utilizes category information to improve
attack detection performance by introducing a hybrid at-
tack expert module at the feature level and a disaggregation
module and a clustering distillation module at the loss level.
Based on the idea of hierarchical cue adjustment, HiPTune
[26] adaptively selects and integrates classification criteria
from different semantic spaces by constructing a visual cue
tree and a dynamic cue interaction module to improve the
robustness of the model against various attacks.

3. Challenge Overview
Challenge Protocol & Evaluation Metrics. As shown in
Tab.2, the UniAttackData+ dataset comprises 2,875 iden-
tities from three major demographic groups—Africa, East
Asia, and Central Asia—and includes a total of 697,347
video segments (each with at least 25 frames), collected
under diverse lighting conditions, backgrounds, and acqui-
sition devices. Among them, 18,250 are live face videos,
while 679,097 are fake videos generated through 54 types
of attacks per subject, including 14 physical and 40 dig-
ital variants (55,950 physical and 623,147 digital attack
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Dataset
Attack Type

(each ID) # Datasets / Data # ID Physical Attacks Digital Attacks

Dataset Name No. # Categories No.

GrandFake Incomplete 6 sets: 789,412 (I)
(Live: 341738, Fake: 447674) 96,817 SiW-M 128,112 (I) Adv (6) 116,641 (I)

DeepFake (6) 202,921 (I)

JFSFDB Incomplete 9 sets: 27,172 (V)
(Live: 5,650, Fake: 21,522) 356

SiW 3,173 (V)

DeepFake (4) 13,752 (V)

3DMAD 85 (V)
HKBU 588 (V)
MSU 210 (V)

3DMask 864 (V)
ROSE 2,850 (V)

UniAttackData Complete 1 set: 28,706 (V)
(Live: 1,800, Fake: 26,906) 1,800 CASIA-SURF

CeFA 5,400 (V) Adv (6) 10,706 (V)
DeepFake (6) 10,800 (V)

UniAttackData+ Complete 3 set: 697,347 (V)
(Live: 18,250, Fake: 679,097) 2,875

CASIA-SURF 6,000 (V) Adv (16) 266,576 (V)
CeFA 9,000 (V) DeepFake (17) 242,859 (V)

HiFiMask 40,950 (V) Generation (7) 113,712 (V)

Table 2. UniAttackData+ surpasses all other datasets in scale and diversity. “V” and “I” indicate video- and image-based counts, respec-
tively. The numbers following each attack type in the “# Catagories” row represent the number of algorithms included in that category.

videos). We adopt Protocol 3 from the dataset paper [26]
as the evaluation standard for the competition. Under this
protocol, models are typically trained on relatively sim-
ple attack types and tested on more advanced and com-
plex ones, aiming to assess their generalization ability from
simple to sophisticated attacks. The dataset used in this
study adopts a unified three-level coding scheme to anno-
tate all samples, aiming to distinguish between live faces
and various types of presentation attacks. Live samples
are uniformly labeled as 0 x x, representing live faces col-
lected under natural conditions. Attack samples are cate-
gorized into two main types: Physical Attacks (1 x x) and
Digital Attacks (2 x x). Physical Attacks include 2D at-
tacks (1 0 x), such as Print (1 0 0), Replay (1 0 1), and
Cutouts (1 0 2); as well as 3D attacks (1 1 x), including
Transparent Mask (1 1 0), Plaster Mask (1 1 1), and Resin
Mask (1 1 2). Digital Attacks are further divided into three
subcategories: Digital Manipulation (2 0 x), including At-
tribute Edit (2 0 0), Face Swap (2 0 1), and Video-Driven
(2 0 2); Digital Adversarial (2 1 x), including Pixel-Level
(2 1 0) and Semantic-Level (2 1 1) attacks; and Digital
Generation (2 2 x), including ID Consistent (2 2 0), Style
(2 2 1), and Prompt-based (2 2 2) generation attacks.

In evaluating the performance for this challenge, we
adopted the ISO/IEC 30107-3 metrics, which include the
Attack Presentation Classification Error Rate (APCER),
the Normal/Bona Presentation Classification Error Rate
(NPCER/BPCER), and the Average Classification Error
Rate (ACER). These metrics quantify the detection sys-
tem’s accuracy in identifying live and fake face presenta-
tions. The determination of ACER for the test set relies on
the Equal Error Rate (EER) established during the develop-
ment phase. Additionally, we used the Area Under Curve
(AUC) metric as an additional performance measure, as-
sessing model discrimination between fake and real samples
across thresholds. Rankings were primarily based on the
ACER, with AUC as a secondary criterion, to thoroughly
evaluate each algorithm’s efficacy against spoofing attacks.

Challenge Process and Timeline. The challenge was held
on the CodaLab platform, including two phases as follows:
Development Phase (May 20, 2025 – June 13, 2025): Dur-
ing this phase, participants were provided with a labeled
training set for model development and an unlabeled val-
idation set for performance evaluation. Participants were
allowed to submit predictions on the validation set mul-
tiple times and receive real-time feedback via the leader-
board, enabling iterative optimization of their methods. Fi-
nal Phase (June 13, 2025 – June 28, 2025): The organiz-
ers released the ground-truth labels of the validation set and
provided an unlabeled test set. Participating teams were re-
quired to submit predictions on the test set, using models
trained exclusively on the training set. It is important to
emphasize that the use of the test data for training purposes
was strictly prohibited. The final submission on the Co-
daLab platform was considered as the official entry. The
final rankings were determined based on the performance
of the submitted code on the test set, as evaluated by the
organizers. To ensure reproducibility, winning teams were
required to publicly release their code under the appropri-
ate license and submit a detailed technical report describing
their solution in order to be eligible for the prizes.

4. Competition solutions

We focus on summarizing and analyzing the algorithmic
strategies of the top 10 ranked teams.
4.1. Facevengers. To address the challenge of detecting
both physical and digital face attacks in a generalized set-
ting, the Facevengers team proposes a unified semantic and
texture feature analysis framework. Their solution centers
around the complementary strengths of CLIP for seman-
tic features and Variational Autoencoders (VAE) for mod-
eling generalized texture representations. To enhance the
model’s generalization ability on synthetic attacks, VAE is
employed to construct paired reconstructed images, helping
the model learn texture patterns characteristic of generative
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Figure 1. Overall framework of the Facevengers team, which inte-
grates a VAE-based texture representation module with a LoRA-
enhanced CLIP backbone to unify semantic and texture features
for generalized face attack detection.

forgeries. In parallel, semantic representations extracted via
CLIP are leveraged to improve robustness against seman-
tically obvious 3D physical attacks such as those involv-
ing masks. To better fuse semantic and texture features,
LoRA is integrated into the backbone (ViT-Large), allow-
ing efficient fine-tuning without disrupting CLIP’s original
semantic encoding ability (as illustrated in Fig. 1). During
training, a combined dataset including the ChaLearn train-
ing set, MSCOCO 2017, and VAE-reconstructed images is
used. Without relying on external tools or facial segmen-
tation modules, this method exhibits strong generalization
and unbiased detection performance, even when exposed to
previously unseen attacks.
4.2. TeleAI. To tackle the challenges posed by the di-
verse nature of attack cues across physical and digital cate-
gories, the TeleAI team proposes a multimodal contrastive
learning centered around semantic anchor modeling. Their
method establishes robust associations between visual fea-
tures and descriptive textual concepts, enabling the model to
distinguish between various known and unseen attack types
through semantically grounded representations (as shown
in Fig. 2). For each attack category, this team manually
designs five descriptive prompts which are encoded using
the CLIP text encoder, forming class-specific semantic an-
chors. Face images are processed by a visual encoder fine-
tuned via Low-Rank Adaptation (LoRA), which maintains
efficient adaptation with reduced computational cost. The
core training strategy employs a contrastive loss to promote
alignment between visual features and their corresponding
text anchors, while simultaneously distancing these features
from other spoof types. Notably, to improve model robust-
ness and generalization, TeleAI employes several targeted
data augmentation strategies. A novel H.264 compres-
sion augmentation is applied to mimic real-world compres-
sion artifacts. In addition, the team uses advanced AIGC-
based generative models (PulID, ConsistentID, InstantID)
to synthesize diverse digital attack examples, as well as
3D-rendered resin mask attacks via the Infinity framework
to simulate complex physical spoofing scenarios. By in-

Figure 2. The TeleAI team leverages contrastive learning to pull
image tokens closer to their corresponding text anchors while
pushing them away from anchors of other spoof types — espe-
cially unseen types. This fully exploits the strong vision-language
alignment capability of CLIP to enhance generalization.

corporating semantic anchors, multimodal alignment, and
generation-based augmentation, this framework achieved
generalization among unified face attack detection task.

4.3. AKLab. To address the domain gap between valida-
tion and test sets, the AKLab team proposes a lightweight
semi-supervised framework that leverages local feature ge-
ometry and neighborhood diffusion. Their method, titled
KNN-based Neighborhood Diffusion, avoids relying on ex-
tensive labeled test data and instead builds upon a reli-
able validation-based anchor mechanism to identify live
faces within the test set. This team first trains a ResNet34
backbone model using all available training and validation
data (excluding live faces from the validation set). Dur-
ing data preprocessing, Short-Cut Refinement Face Detec-
tor (SCRFD) is used for face detection and alignment (ex-
cluding the test set), and a 5-crop augmentation is applied
to the ”Live” and physical attack samples to improve data
diversity. For training, only standard augmentations such as
random cropping and horizontal flipping are adopted. The
model is trained with a 5-class classification head, covering
multiple spoof subtypes. After training, the model is used
to extract feature embeddings for test samples and a small
set of 13 known live samples from the validation set. These
embeddings are then projected into 2D using t-SNE, where
the live validation faces naturally forms a distinct cluster
(as illustrated in Fig. 3). To enhance robustness, AKLab
applies a KNN-based outlier removal step to these valida-
tion samples and computes a refined KNN centroid. Using
this center as a reference, the 100 nearest test feature points
are identified and labeled as live faces. To determine op-
timal feature space clustering, the team introduces a novel
InAndR metric, which considers three factors: 1) the rela-
tive compactness of the KNN cluster, 2) the inclusion ratio
of the validation samples within the cluster, and 3) the inter-
center distance normalized by cluster spread. This strategy
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Figure 3. A distinct cluster emerges in the semi-supervised frame-
work (AKLab), well-separated from the remaining data and corre-
sponding to validation live faces.

allows the team to tune their detection threshold based on
geometric properties rather than direct supervision.
4.4. bklzhn. The bklzhn team introduces several notable
innovations to improve generalization in unified face attack
detection. Central to their approach is a pairwise train-
ing strategy based on cosine similarity between live and
spoof samples, ensuring semantically meaningful super-
vision through real data rather than synthetic approxima-
tions. By filtering live-attack pairs using a tunable thresh-
old, their method emphasizes high-quality relational su-
pervision, avoiding noisy or misleading examples. To en-
hance robustness without overfitting to spoof-specific ar-
tifacts, they employ an asymmetric augmentation strategy
that applies diverse transformations only to live samples
while keeping spoof images unmodified. This prevents
the model from learning augmentation-induced artifacts as
spoof cues. Furthermore, their model benefits from dual-
task supervision, combining focal loss for spoof detection
with supervised contrastive loss for discriminative feature
embedding. To improve regularization, CutMix is incorpo-
rated during training, helping the model generalize better
under occlusion or distribution shifts.
4.5. CMSR. The CMSR team introduces a novel con-
ceptual perspective for understanding physical face attacks.
Instead of treating physical attacks (e.g., print, replay)
as entirely fake samples, they propose modeling them as
a superposition of “real face information” and “physical
forgery traces”. This fundamental insight shifts the goal
from binary classification to recovering the intrinsic au-
thenticity embedded within spoofed images. Building on
this framework, CMSR develops targeted image processing

Figure 4. Tohoku Aoki Lab uses pre-trained DINOv2 with regis-
ters and a binary classification head.

techniques such as bilateral filtering to selectively suppress
forgery artifacts (moiré patterns, reflections, and color dis-
tortions) while preserving and enhancing live facial struc-
tures. These refined physical attack samples are repurposed
as high-quality synthetic augmentations for real faces, en-
abling the model to learn more discriminative live cues
under challenging conditions. This forgery decomposi-
tion–based augmentation strategy is implemented without
relying on external data and significantly improves general-
ization and live-face recall. Their work presents a promis-
ing direction for semantic reinterpretation and reuse of at-
tack data, bridging the gap between physical realism and
machine-level representation learning.
4.6. FaceGuardians. FaceGuardians proposes ARTEMIS:
Artefact-centric Robust Training with Engineered Masks
and Identity Suppression, a framework that explicitly fo-
cuses on spoof artifact learning rather than identity repre-
sentation. The backbone of ARTEMIS is a frozen DINOv2
(ViT/L), from which high-level embeddings are extracted
and optimized using a combination of hypersphere loss, bi-
nary cross-entropy loss, and triplet loss. These losses push
live samples onto a unit-radius sphere while forcing spoofs
away, thereby achieving identity-agnostic feature separa-
tion. To eliminate the “identity → spoof” shortcut often
exploited in spoof detection, ARTEMIS injects syntheti-
cally generated spoofs for every live image in the training
set. These include over 5,000 high-fidelity 3D-mask ren-
ders based on 68-landmark alignment, as well as identity-
agnostic adversarial examples generated using tools like
PhotoMaker and ConsistentID. These synthetic spoofs pre-
serve visual diversity while breaking the identity correla-
tion. The framework follows a two-stage pipeline. First,
a large teacher model is trained on full-resolution images
using the aforementioned multi-loss scheme. Then, knowl-
edge is distilled into a compact ViT-Base student model
through feature-matching and distillation losses. This yields
a lightweight model with 86M parameters that retains the
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Figure 5. The RFPCNet (RGB-Frequency-PointCloud Network)
is a novel face anti-spoofing solution that integrates spatial, fre-
quency, and geometric cues through a three-branch architecture.

teacher’s generalization ability.
4.7. Tohoku Aoki Lab. Tohoku Aoki Lab introduces a sim-
ple yet effective framework built upon the self-supervised
vision transformer model DINOv2 with registers. Their
approach leverages pre-trained DINOv2 weights and inte-
grates a lightweight binary classification head, while freez-
ing most of the encoder parameters to preserve general vi-
sual features. As shown in Fig. 4, the architecture appends
a linear projection and classification head to the register-
enhanced DINOv2 backbone. To enhance learning under
class imbalance and domain shift, the team adopts Focal
Loss with a gamma value of 2 and equal class weights, em-
phasizing harder samples. Although no additional data or
multi-modal input is used, the team highlights the poten-
tial extensibility of register-enhanced DINOv2 to broader
ViT-based face attack detection tasks, laying groundwork
for future work in low-data or domain-shifted scenarios.
4.8. GCD-UdL. To address the significant class imbal-
ance between live and attack samples, the GCD-UdL team
proposes a novel Iterative binary training strategy that pri-
oritizes high-frequency fraud classes in the early learning
phases. This method is specifically designed to improve
generalization under imbalanced training conditions and to
enhance the model’s robustness against diverse attack types.
Instead of directly training on all spoof classes simultane-
ously, the team decomposes the attack category into mul-
tiple binary classification tasks, where the model is ini-
tially trained to distinguish live samples from the most fre-
quent attack class. Once this phase converges or reaches
15 epochs, a new attack class is introduced, and training
continues iteratively. This reverse-frequency schedule con-
tinues until all attack types are included, concluding with a
final consolidation phase that fine-tunes the model using all

Figure 6. The RFPCNet (RGB-Frequency-PointCloud Network)
is a novel face anti-spoofing solution that integrates spatial, fre-
quency, and geometric cues through a three-branch architecture.

attack classes. This strategy avoids the need for full dataset
rebalancing and integrates well with transfer learning se-
tups. By iteratively exposing the model to attack classes in
a structured manner, the method effectively reduces class
bias and prevents catastrophic forgetting.
4.9. LNL. To effectively capture diverse spoofing cues
across spatial, frequency, and geometric domains, team
LNL proposes a novel multi-branch architecture named RF-
PCNet. The model integrates three complementary modali-
ties (RGB textures, frequency-domain signals, and 3D geo-
metric structures) to enhance robustness against both phys-
ical and digital attacks. As shown in Fig. 5, RFPCNet in-
cludes an RGB branch with Central Difference Convolution
(CDC) modules embedded before and after a DenseNet-
121 backbone, improving sensitivity to micro-texture dis-
tortions and edge artifacts. A second branch processes FFT-
based magnitude maps extracted from grayscale images us-
ing another DenseNet-121 to detect periodic attack patterns.
The third branch, based on a ResNet-18 encoder, predicts
3D point clouds from RGB inputs, which are then super-
vised using Chamfer loss against offline-generated pseudo
ground-truth 3DPCs obtained via 3DDFA V2. These pre-
dicted 3D point clouds are further encoded by a PointNet
to extract geometric depth features. To adaptively inte-
grate the multi-modal cues, a gated fusion module is intro-
duced. This module dynamically weights the importance of
pooled RGB-frequency features and 3D point cloud features
based on learned confidence scores. The network is trained
in a multi-task setting, combining spoof classification and
3D reconstruction with a loss function composed of Cham-
fer distance and weighted cross-entropy. In particular, live
samples are assigned triple weight to address class imbal-
ance, and a balanced sampling strategy ensures proportional
representation of different attack types. While the design
introduces additional computational cost due to 3D point
cloud generation and multi-branch inference, the method
demonstrates strong generalization across attack modalities,
highlighting the advantage of combining spatial, frequency,
and geometric representations in a unified framework.
4.10. asakatsu2025. To address the severe class imbal-
ance and performance trade-off in face attack detection,
team asakatsu2025 proposes a ViT-based framework with
an ACER-optimized loss function that directly targets the
Average Classification Error Rate as primary evaluation
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Team Contact ACER(%)↓ AUC(%)↑ ACC(%)↑ EER(%)↓
Facevengers Ke-Yue Zhang (zkyezhang@tencent.com) 0.144 99.93 99.71 6.22
TeleAI Qi Zhang (zhangq139@chinatelecom.cn) 0.178 99.99 99.64 7.34
AKLab Zehua Lan (zehua.lan@akuvox.com) 0.53 99.46 99.97 48.60
bklzhn Denis Kondranin (denis.kondranin@idrnd.net) 2.10 97.90 98.93 4.60
CMSR Ming Liu (liuming2@cmsr.chinamobile.com) 4.62 98.22 96.01 8.59
FaceGuardians Efim Boieru (efim.boieru@incode.com) 8.11 97.33 90.14 24.84
Tohoku Aoki Lab Mika Feng (mika@aoki.ecei.tohoku.ac.jp) 11.07 94.80 90.47 61.32
GCD-UdL Vı́tor da Silva (vitor.dasilva@udl.cat) 25.22 89.60 92.35 38.64
LNL Yunseo Lee (yunseo528@swu.ac.kr) 26.24 82.72 86.20 28.96
asakatsu2025 Jin Jie (ohki@sec.inf.shizuoka.ac.jp) 29.49 73.05 61.22 84.60
Siren Shield Taehoon-Kim (kimth@vilab.cau.ac.kr) 31.54 69.52 82.94 61.55
BU-S UniFAS Pongchi Yuen (csyangji@comp.hkbu.edu.hk) 32.81 73.34 70.11 8.60

Table 3. Final team results on ACER, AUC, ACC, and EER. ↓ / ↑ indicate that smaller/larger scores correspond to better performance.

metric. Their approach integrates a series of innovations
in loss design, data sampling, and augmentation tailored
specifically for the face attack detection task. As shown
in Fig. 6, the pipeline adopts a Vision Transformer (ViT-
Base-Patch16-224) pre-trained on ImageNet-21k. Before
training, input images are filtered using MediaPipe face
detection to remove samples without valid faces, enhanc-
ing training quality. In the data augmentation stage, the
model incorporates FAS-specific transformations, such as
color distortion, reflection simulation, hand trembling, and
low-resolution degradation, applied with various probabili-
ties. The central contribution lies in their ACER-optimized
loss, which combines traditional cross-entropy loss with a
hinge-based formulation that explicitly optimizes APCER
and BPCER:

LCombined = λCELCE + λACERLHingeACER , (1)

LHinge ACER = λAPCERLAPCER + λBPCERLBPCER.
(2)

Here, the APCER loss focuses on penalizing false positives,
while the BPCER loss prioritizes preserving live sample
predictions, both regulated by tunable margin-based hinge
terms. The team sets λAPCER = 0.2 and λBPCER = 0.8
to emphasize live sample preservation, aligning with real-
world deployment needs. To mitigate class imbalance,
the method uses 10:1 class-weighted training in favor of
live samples and implements a WeightedRandomSampler
to ensure equal representation across batches. They also
employ cosine annealing with warmup and BPCER-based
early stopping to stabilize training and avoid overfitting.

5. Conclusion
In the ICCV 2025 Challenge on Unified Physical-Digital
Face Attack Detection, the Facevengers team secured first
place with an outstanding ACER of 0.144%, significantly
outperforming the runner-up TeleAI (0.178%) and demon-
strating strong generalization capabilities. Their success

lies in the integration of CLIP-based semantic features
with VAE-based texture modeling, combined with efficient
LoRA fine-tuning, enabling robust performance against un-
seen attack types. TeleAI followed closely, achieving the
best AUC (99.99%) through a multimodal contrastive learn-
ing approach and a semantic anchor mechanism, validat-
ing the effectiveness of its text-vision alignment strategy.
Notably, AKLab achieved an ACER of 0.53% under lim-
ited resources by employing a semi-supervised KNN-based
neighborhood diffusion method, highlighting the potential
of geometric features in label-scarce scenarios. In contrast,
teams relying on traditional CNNs or single-modality in-
puts (e.g., LNL, asakatsu2025) generally exhibited ACER
scores above 20%, primarily due to their limited capacity
to capture cross-attack commonalities. Overall, the combi-
nation of semantic-texture pre-trained models (e.g., CLIP)
and lightweight fine-tuning techniques has emerged as the
most effective paradigm for unified detection, while data
augmentation and cross-modal alignment remain key to en-
hancing robustness. Looking ahead, unified detection tasks
based on multimodal large models (e.g., Qianwen) are ex-
pected to advance toward stronger cross-modal understand-
ing and generalization. By integrating visual, textual, and
auditory cues, such models can better capture complex at-
tack patterns and adapt to unseen scenarios. Techniques like
large-scale pretraining, prompt learning, and contrastive
learning with semantic anchors will further enhance robust-
ness and interpretability. We hope UniAttackData+ and the
insights from this challenge will inspire future research on
more generalizable face attack detection systems.
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