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Abstract

While noise is commonly considered a nuisance in com-
puting systems, a number of studies in neuroscience have
shown several benefits of noise in the nervous system from
enabling the brain to carry out computations such as prob-
abilistic inference as well as carrying additional informa-
tion about the stimuli. Similarly, noise has been shown
to improve the performance of deep neural networks. In
this study, we further investigate the effect of adding noise
in the knowledge distillation framework because of its re-
semblance to collaborative subnetworks in the brain re-
gions. We empirically show that injecting constructive noise
at different levels in the collaborative learning framework
enables us to train the model effectively and distill desir-
able characteristics in the student model. In doing so,
we propose three different methods that target the common
challenges in deep neural networks: minimizing the per-
formance gap between a compact model and large model
(Fickle Teacher), training high performance compact ad-
versarially robust models (Soft Randomization), and train-
ing models efficiently under label noise (Messy Collabo-
ration). Our findings motivate further study in the role of
noise as a resource for learning in a collaborative learning
framework.

1. Introduction

Noise permeates every level of the nervous system, from
the perception of sensory signals to the generation of mo-
tor responses [13]]. Despite its pervasiveness, noise has
been predominantly viewed as a nuisance in computing sys-
tems [35]. Recently, though, there has been a shift in neuro-
science and a number of studies argue for the beneficial role
of noise [[13} 135} 137]]. Multiple noise sources contribute to
trial-to-trial variability, variations in neural responses to the
same stimuli, which can be considerably different across
stimuli, suggesting that it could also provide an important
contribution to the information conveyed by the neural re-

*Equal contribution.

sponses about the stimuli [48]. Instead of a mere conse-
quence of inherently stochastic processes on the molecular
level, noise and trial-to-trial variability can be considered
as salient components of the computational strategy of the
brain [35]]. The brain exploits noise to carry out computa-
tions, such as probabilistic inference through sampling [35]].
Furthermore, neural networks that have been formed in the
presence of noise will be more robust and explore more
states, which will facilitate learning and adaptation to the
changing demands of a dynamic environment [13]].

Analogously, numerous empirical studies have shown
that noise plays a crucial role in effective and efficient train-
ing of neural networks [62]. Noise has been used as a com-
mon regularization technique to improve the generalization
performance of overparameterized deep neural networks
(DNNs) by adding it to the input data, the weights, or the
hidden units [[L} 5 [17, 50, 51, 56]. Many noise techniques
have been shown to improve generalization such as Dropout
[50] and injection of noise to the gradients [6, 41]. Previ-
ous studies also showed that noise is crucial for non-convex
optimization [26, 32, 58}, 163]]. Zhou et al. [62] showed that
noise enables the gradient descent algorithm to efficiently
escape from the spurious local optimum and converge to a
global optimum.

All of these studies suggest that noise can indeed be a
critical resource for learning. To further investigate the role
of noise, we focus on the knowledge distillation framework
because of its resemblance to the collaborative learning be-
tween different regions in the brain. It also enables training
high-performance compact models for efficient real-world
deployment on resource-constrained devices. Knowledge
distillation involves training a smaller model (student) un-
der the supervision of a larger pre-trained model (teacher)
and consistently provides generalization gains. Despite the
promising performance gain, there is still a significant gen-
eralization gap between the student and teacher. Conse-
quently, an optimal method of capturing knowledge from
the larger model and transferring it to a smaller model re-
mains an open question. Inspired by trial-to-trial variability
in the brain, we introduce variability through noise at the
input level, supervision signal from the teacher, or target
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level. We propose novel ways of injecting noise into the

knowledge distillation framework as general and scalable

techniques and exhaustively evaluate their performance.
Our contributions are as follows:

* We empirically show that noise can be used as a criti-
cal resource for learning in the knowledge distillation
framework and evaluate the effect of injecting con-
structive noise at different levels of the framework.

* “Fickle Teacher" (FT), a novel approach to simulate
trial-to-trial response variability of biological neural
networks. The method exposes the student to the un-
certainty of the teacher which results in consistent gen-
eralization improvement over the vanilla knowledge
distillation method (from 94.28% to 94.67%).

* “Soft Randomization" (SR), a novel approach for in-
creasing robustness to input variability. The method
considerably increases the capacity of the model to
learn robust features with even small additive noise
with a minimal loss in generalization compared to
Gaussian data augmentation (GA). On SVHN, SR
achieves 93.39% generalization with 51.39% robust-
ness compared to GA’s 93.22% generalization and
25.94% robustness for o = 0.2.

* “Messy Collaboration" (MC), an approach for using
target variability as a strong deterrent to cognitive bias.
We show the effectiveness of MC in learning with
noisy labels.

2. Methodology

In this section, we provide details for the methods rele-
vant to our study.

2.1. Knowledge Distillation.

Hinton e al. [23]] proposed to use the final softmax func-
tion with a raised temperature and use the smooth logits
of the teacher as soft targets for the student. The method
involves minimizing the Kullback-Leibler divergence be-
tween the smoother output probabilities:

L= (1-a)Lep(S(x),y)+ar*Drr(ST(2)||T7(z)) (1)

where Lo g denotes cross-entropy loss, 7 and « are the hy-
perparameters which denote softmax temperature and bal-
ancing ratio. S(.) denotes the softmax output of student,
S7(.) and T7(.) denote the student’s and teacher’s softmax
output with raised temperature, respectively.

2.2. Out-of-Distribution Generalization

Neural networks tend to generalize well when the test
data comes from the same distribution as the training

data 11, 20]. However, models in the real world often
have to deal with some form of domain shift which ad-
versely affects the generalization performance of the mod-
els [25,133, (39, 149]. Therefore, test set performance alone is
not the optimal metric for evaluating the generalization of
the models in the test environment. To measure the out-of-
distribution performance, we use the ImageNet images from
the CINIC dataset [[10]. CINIC contains 2100 images ran-
domly selected for each of the CIFAR-10 categories from
the ImageNet dataset. Hence, the performance of models
trained on CIFAR-10 on these 21000 images can be consid-
ered as an approximation for a model’s out-of-distribution
generalization performance.

2.3. Adversarial Robustness

Deep Neural Networks are highly vulnerable to care-
fully crafted imperceptible perturbations designed to fool
a neural network by an adversary [4,153]]. This vulnerability
poses a real threat to the deep learning model’s deployment
in the real world [29]]. Robustness to these adversarial at-
tacks has therefore gained a lot of traction in the research
community and progress has been made to better evaluate
robustness to adversarial attacks [8), 116} 38|] and defend the
models against these attacks [36} 61]].

To evaluate the adversarial robustness of models in this
study, we use the Projected Gradient Descent (PGD) attack
from Madry et al. [36]. The PGD attack initializes the ad-
versarial image with the original image with the addition of
arandom noise within some epsilon bound, ¢. For each step,
it takes the loss with respect to the input image and moves
in the direction of loss with the step size and then clips it
within the epsilon bound and the range of the valid image.
In all of our experiments, we use [, attack with 0.031 ep-
silon bound, 0.03 step size. We use the notation PGD-N for
an N steps PGD attack and report the worst performance of
5 random initialization runs.

2.4. Natural Robustness

While robustness to adversarial attack is important from
a security perspective, it is an instance of a worst-case distri-
bution shift. The model also needs to be robust to naturally
occurring perturbations which it will encounter frequently
in the test environment. Recent works have shown that
Deep Neural Networks are also vulnerable to commonly oc-
curring perturbations in the real world which are far from
the adversarial examples manifold. Hendrycks et al. [22]
curated a set of real-world, unmodified, and naturally oc-
curring examples that cause classifier accuracy to degrade
sharply. Gu et al. [18]] measured model’s robustness to the
minute transformations found across video frames which
they refer to as natural robustness and found state-of-the-art
classifiers to be brittle to these transformations. In our study
we use robustness to the common corruptions and perturba-
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tions proposed by Hendrycks et al. [21]] in CIFAR-C as a
proxy for natural robustness. We evaluate average robust-
ness to the 19 distortions across 5 severity levels. Further-
more, we calculate mean Corruption Accuracy (mCA) over
the 19 distortions. Following [18] we use a fine-grained
measure of natural robustness, by computing accuracy on
the corrupted image conditional on the clean image being
classified correctly.

3. Experimental Setup

To study the effect of injecting noise in the knowledge
distillation framework, we use Hinton method [23]] which
trains the student by minimizing the Kullback—Leibler di-
vergence between the smoother output probabilities of the
student and teacher. In all of our experiments we use the
balancing parameter « = 0.9 and softmax temperature
7 = 4 which are commonly used in knowledge distillation
literature [S5) |59]. We conduct our experiments on Wide
Residual Networks (WRN) [60]]. Unless otherwise stated,
we normalize the images between 0 and 1 and use the stan-
dard training scheme as used in [55,159]: SGD with 0.9 mo-
mentum; 200 epochs; batch size 128; and an initial learning
rate of 0.1, decayed by a factor of 0.2 at epochs 60, 120 and
150. We conduct our experiments on CIFAR-10 [28] and
SVHN [42], with WRN-40-2 with 2.2M parameters as the
teacher, and WRN-16-2 with 0.7M parameters as the stu-
dent because of their pervasiveness in literature. We also
compare all the methods with the baseline which refers to
WRN-16-2 trained alone with standard cross-entropy loss.
In all of our experiments, we train each model for five dif-
ferent seed values. For the teacher, we select the model with
the highest test accuracy and then use it to train the student
again for five different seed values and report the mean and
1 std for our evaluation metrics. For a fair comparison, we
train the knowledge distillation methods under the same ex-
perimental setup using the publicly available code.

4. Empirical study of Noises

In this section, we propose injecting different types of
noise in the student-teacher collaborative learning frame-
work and analyze their effect on the performance of the stu-
dent.

4.1. Fickle Teacher

Trial-to-trial response variability in the brain can be con-
siderably different across stimuli, suggesting that it could
also provide an important contribution to the information
conveyed by the neural responses about the stimuli [48]].
Similarly, in deep neural networks, dropout [S0] which ran-
domly switches off a subgroup of hidden units results in
response variability and can be used to obtain principled
uncertainty estimates for an input image [15]. We, there-

fore, propose to use the response variability resulting from
keeping the dropout in the teacher model active to simu-
late the trial-to-trial response variability in the brain. Fickle
Teacher (FT) involves first training the teacher with dropout
and in the subsequent step keeping the dropout active in the
teacher while distilling knowledge to the student. This re-
sults in variability in the supervision signal from the teacher
to the student for the same input across different epochs,
thereby exposing the student to its uncertainty. It is impor-
tant to note that the student itself does not use dropout. The
teacher, on the other hand, not only uses dropout during
its training but also keeps it active when providing supervi-
sion to the student in order to provide additional informa-
tion about the uncertainty of its prediction on a particular
data point.

We systematically change the dropout rate used for train-
ing the teacher and study its effect on the generalization per-
formance of the student. Because of the variability in the
teacher’s supervision signal, the student needs to be trained
for more epochs in order for it to converge and be effec-
tively exposed to the uncertainty of the teacher. We use the
same initial learning rate of 0.1 and a decay factor of 0.2 as
per the standard training scheme. For a dropout rate of 0.1
and 0.2, we train for 250 epochs and reduce the learning rate
at 75, 150, and 200 epochs. For dropout rate 0.3, we train
for 300 epochs and reduce the learning rate at 90, 180, and
240 epochs. Finally for a dropout rate of 0.4 and 0.5, due to
the increased variability, we train for 350 epochs and reduce
the learning rate at 105, 210, and 280 epochs. We show the
efficacy of our approach by comparing it with the state-of-
the-art knowledge distillation methods under the same ex-
perimental settings. Following the parameters used in the
paper, we use 5 = 1000 for Attention (AT) [59]], v = 3000
for Similarity Preserving (SP) [S5] whereas for Relational
Knowledge Distillation (RKD), we use Arxp—p = 25 and
ArkD—4 = 50.

Table [1] shows that FT improves the in-distribution and
out-of-distribution generalization on CIFAR-10 as well as
the robustness to common corruptions. Notably, even when
the accuracy of the teacher decreases after a dropout rate of
0.2, the student accuracy still improves up to a dropout rate
of 0.4. FT provides similar generalization gains for SVHN.
For FT-0.5, the student even outperforms the teacher.

Furthermore, since it is a common practice to add Hin-
ton loss on top of other distillation methods, Table [2] com-
pares the effect of adding Hinton vs FT on top of the other
distillation methods. The higher generalization gains with
FT across all the distillation methods show that it better
complements these methods compared to Hinton. For re-
lational knowledge distillation methods (SP, all variants of
RKD) where adding Hinton loss reduces performance, FT
provides further improvement over the original method.

FT maintains the simplicity and versatility of the Hinton
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Table 1. Fickle Teacher (FT) consistently improves both in-distribution and out-of-distribution (CINIC) generalization on CIFAR-10 as
well as robustness to common corruptions (mCA). Similar generalization gain is observed on SVHN. The dropout rate, X, used for training
the teacher is indicated by FT-x. The best performing models are in bold.

CIFAR-10 SVHN

Method Teacher Test Acc. CNIC Acc. mCA Teacher Test Acc.

Baseline - 93.954+0.18 68.89+0.08 74.38+0.67 - 96.14+0.15
Hinton 95.11 94.284+0.09 69.13+0.29 74.57+0.29 96.78  96.80+0.08
AT[59] 95.11 94.504+0.18 69.23+0.18 74.70+0.58 96.78  96.28+0.13
SP[55] 95.11 94.644+0.17 69.39+0.32 74.93+0.43 96.78  96.61+0.06
RKD-D[43] 95.11 94.4240.15 69.34+0.17 74.75+0.60 96.78  96.49+0.05
RKD-A[43] 95.11 94.624+0.14 69.57+0.17 75.33+0.22 96.78  96.5740.06
RKD-DA[43] | 95.11 94.52+0.11 69.43+0.23 74.93+0.43 96.78  96.58+0.03
FT-0.1 95.19  94.4340.15 69.49+0.23 74.994+0.48 9690  96.79+0.03
FT-0.2 9538 94.46+0.16 69.594+0.13 74.61+£0.41 96.85  96.7440.06
FT-0.3 95.12  94.5640.14 69.84+0.22 75.06+0.14 96.94  96.90+0.07
FT-0.4 95.18  94.67+0.09 69.50+0.21 75.09+0.51 96.95  96.93+0.07
FT-0.5 94.88  94.50+0.23 69.95+0.25 74.67+0.30 97.00  97.09+0.02

Table 2. Fickle Teacher (+FT) better complements the other distillation methods compared to Hinton (+H). We train the models on CIFAR-
10 using the same experimental setup as for the original methods. We use FT-0.4 for all the +FT experiments. The best performing models

are in bold.
Test Acc. CNIC Acc.
Method Original +H +FT Original +H +FT
AT[59] 94.50+0.18 94.63+0.24 94.83+0.05 || 69.234+0.18 69.57+0.13 69.46+0.23
SP[55] 94.64+0.17 94.39+0.18 94.66+0.09 | 69.39+0.32 69.33+0.09 69.36+0.31
RKD-D[43] 94.42+0.15 94.3940.15 94.76+0.04 | 69.344+0.17 69.21+0.11 69.60+0.07
RKD-A[43] 94.62+0.14 94.38+0.21 94.68+0.06 | 69.574+0.17 69.15+0.17 69.68+-0.33
RKD-DA[43] | 94.524+0.11 94.4340.04 94.59+0.14 || 69.43+0.23 69.36+0.05 69.62+0.17

method and provides even higher generalization gains over
the recently proposed knowledge distillation variants which
not only adds more constraints to student training, hence
limiting their versatility but also require a lot of parame-
ter tuning. Also, FT can be easily added on top of other
distillation methods to further improve the performance of
the model. The effectiveness of FT in improving the gen-
eralization of the model motivates further exploration into
techniques that add noise so that it encodes the uncertainty
in the supervision signal.

4.2. Soft Randomization

Pinot et al. [45] show that the injection of noise drawn
from an exponential family such as Gaussian or Laplace
noise leads to guaranteed robustness to adversarial attack.
However, this improved adversarial robustness comes at the
cost of significant loss in generalization. Some studies even
argue that there is an inherent trade-off between robustness
and generalization and consider them as contradictory goals
[24)154]. Therefore, an important consideration for methods
proposed to increase the adversarial robustness is to reduce
this loss in generalization.

Since knowledge distillation provides an opportunity to
combine multiple sources of information, we hypothesize

that combining information from a teacher with high gen-
eralization while training the student to be robust to noisy
input can reduce the trade-off. The extra supervision signal
from the teacher acts as a regularizer which encourages the
student to align its feature distribution with the teacher. This
effectively adds a prior, encouraging the student to learn se-
mantically relevant features which are robust to the spurious
directions introduced by Gaussian noise. It can also be con-
sidered as distilling knowledge from the clean domain to the
noisy domain.

To test the hypothesis, we propose a novel technique
for improving robustness to input variability in the student
which utilizes the teacher trained on clean data, to train the
student on noisy data. Here, we minimize the dissimilar-
ity between the student’s distribution on noisy data with the
teacher’s distribution on clean data (Figure [I). Therefore,
loss function for SR adapts the vanilla knowledge distilla-
tion loss (Eq. [I):

L= (1-a)Lcp(S(x+0),y)+ar® D (S (x+6)||T™ (x))
)

where § ~ N(0,0?) is white Gaussian noise.
We train Soft Randomization (SR) for both low noise
and high noise intensities. We compare Soft Randomiza-
tion to the compact model (WRN-16-2) trained alone with
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Table 3. Soft Randomization (SR) consistently achieves higher in-distribution and out-of-distribution generalization on CIFAR-10 and for
the majority of the noise intensities on SVHN compared to Gaussian Augmentation (GA). The best performing models are in bold.

Teacher >
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Student
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Figure 1. Soft Randomization uses supervision from a static
teacher (trained on clean data) to train the student model effec-
tively using Gaussian data augmentation. For training the student,
SR minimizes the KL divergence between student’s response on
noisy input and teacher’s response on the clean input in addition
to minimizing the cross-entropy loss on the noisy input.

Gaussian data augmentation, referred to as Gaussian aug-
mentation (GA). Figure [2] shows that SR consistently im-
proves the adversarial robustness of the student over GA
for both datasets. Especially for lower noise intensities, SR
outperforms GA by a considerable margin, indicating that
SR enables training a robust model even with low noise
intensities which have the advantage of higher generaliza-
tion performance as well. Table [3] shows the correspond-
ing generalization performance of the models. To comple-
ment the robustness gains, SR consistently achieves better
in-distribution and out-of-distribution generalization for all
o values compared to GA on CIFAR-10 and the majority
of noise intensities on SVHN. For ¢ = 0.05, SR achieves
15.56% robustness to PGD-20 attack and 92.57% test ac-
curacy compared to only 0.38% robustness and 92.14% test
accuracy for GA on CIFAR-10. For SVHN, the difference
is even more pronounced, with SR achieving 93.39% gener-
alization with 51.39% robustness compared to GA’s 93.22%
generalization and 25.94% robustness for o = 0.2.

To further analyze the robustness of SR, we evaluate
the models on PGD attacks of varying strengths. Table []
shows the effect of increasing the number of iterations for a

CIFAR-10 Test Acc. CINIC Acc. SVHN Test Acc.
Sigma GA SR GA SR GA SR
0.01 93.804+0.25 94.29+0.13 | 69.08+0.21 69.19+0.21 || 96.144+0.11 96.78+0.10
0.02 | 93.65+0.10 94.07+0.16 | 68.98+0.14 69.11+0.40 || 96.294+0.10 96.79+0.12
0.03 | 93.144+0.20 93.53+0.29 | 68.59+0.22 68.774+0.26 || 96.244+0.08 96.77+0.05
0.04 | 92.674+0.10 93.04+0.18 | 68.05+0.19 68.33+0.37 || 96.08+0.11 96.72+0.09
0.05 | 92.144+0.26 92.57+0.22 | 67.52+0.16 68.07+0.27 || 95.934+0.16 96.56+0.08
0.1 89.09+0.26 89.88+0.14 | 64.894+0.20 65.44+0.37 || 95.55+0.22 96.01+0.14
0.2 83.41+0.21 84.07+0.30 | 59.31+0.20 60.08+0.17 || 93.22+0.20 93.39+0.22
0.3 78.00+0.49 78.51+0.48 | 54.55+0.34 55.194+0.25 || 89.75+0.29 89.70+0.36
04 72.884+0.46 73.35+0.37 | 50.30+0.18 51.03+0.36 || 85.51+0.35 85.08+0.31
0.5 68.39+0.45 68.95+0.21 | 46.75+0.31 47.44+0.13 || 80.48+0.53 79.69+0.83
CIFAR-10

25

20

15

10

—4&— Soft Randomization
—#— Gaussian Augmentation

PGD-20 Robustness (%)

SVHN

50

40

30

20

10

PGD-20 Robustness (%)

0.0 0.1 0.2 0.3 0.4 0.5
Sigma

Figure 2. Soft Randomization consistently achieves higher adver-
sarial robustness compared to Gaussian Augmentation. For lower
noise intensities, Soft Randomization provides significantly higher
robustness to PGD-20 attacks. We observe peak robustness at 0.2
where the model achieves both high generalization and robustness.
Shaded regions show 1 std. For values, see Supplementary Mate-
rial Table S1.

fixed epsilon bound (¢ = 8/255). SR consistently provides
higher robustness compared to GA across the PGD attacks
of varying strengths and maintains its robustness level af-
ter 100 steps. To further show that gradient-based methods
are indeed effective on the proposed method, Table [5]shows
that increasing the allowed perturbation budget (epsilon) for
a fixed number of iterations (20) effectively reduces the ro-
bustness of the models to 0. This follows the analysis sug-
gested by Lamb et al. [30] and shows that SR does not suffer
from gradient obfuscation [3].

Finally, Figure[3|shows the natural robustness of models
trained on CIFAR-10 with SR. The mCA improves over the
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Table 4. Comparison of Soft Randomization (SR) and Gaussian Augmentation (GA) on PGD attacks with fixed epsilon bound (¢ = 8/255)
and an increasing number of iterations. SR consistently provides higher robustness against the PGD attacks of varying strengths. As
expected, models trained with higher noise intensity, defend better against stronger attacks. The best performing models are in bold.

o 1 5 10 15 20 100 200 1000
0.02 | GA | 72.85+£0.19 5.08+0.22  0.10£0.02  0.00£0.01  0.00£0.00  0.00£0.00  0.00£0.00  0.00£0.00
SR | 78.15£0.17 39.06+0.63 18.02+0.85 8.07+0.37 3.83+0.28  0.11+£0.05  0.06+£0.04  0.03£0.03
= | 0.05 | GA | 81.24+0.23 26.53+0.71 4.91+0.38  1.10£0.10  0.38+0.04  0.08+0.02  0.07+0.02  0.07+0.01
~ SR | 83.20+£0.19 49.74+0.34 31.30+0.51 21.18+0.39 15.56+0.44 3.80+£0.69  2.80+£0.62  1.91+0.53
EE 02 | GA | 76.62+£0.21 49.12+0.32 26.62+0.24 16.06+0.33 12.19+0.29 9.83+£0.22  9.73£0.23  9.68+0.23
O SR | 78.05+0.22 53.64+0.42 35.92+0.48 28.05+0.65 24.14+0.63 16.87+0.57 16.36+0.58 15.9810.52
0.5 | GA | 63.81£0.65 47.51£0.35 33.35+0.34 25.51+0.38 22.34+0.33 20.87+0.35 20.80+0.37 20.79+0.37
SR | 64.53+£0.32 48.11+0.27 34.16+0.20 26.52+0.38 23.54+0.37 21.85+0.29 21.81+0.27 21.79+0.27
0.02 | GA | 86.77+£0.43 24.24+1.51 297+£0.47  0.59£0.14  0.21+£0.06  0.03£0.01  0.02+£0.01  0.02+0.01
SR | 90.92+0.32 67.50+0.66 49.11+0.79 35.87+0.83 27.82+0.83 6.20+£0.44  4.32+£0.36  2.71+0.30
0.05 | GA | 90.01£0.29 45.14£0.92 12.48+0.73 4.05£0.29  1.99£0.13  0.51+£0.07  0.43£0.06  0.37+£0.05
% SR | 92.38+0.21 72.74+0.60 58.21+0.69 47.97+0.91 41.75+1.06 17.72+0.97 14.76+0.90 11.68+0.88
5} 02 | GA | 89.56£0.33 67.44+0.59 43.24+0.75 30.08+0.88 25.94+1.05 17.94+1.02 17.57+1.04 17.40+1.02
SR | 89.80+0.24 71.85+0.43 59.11+0.67 52.23+0.88 51.39+0.80 36.51+0.74 35.33+0.70 34.48+0.69
0.5 | GA | 76.41+£0.54 60.48+0.50 44.43+0.48 34.70+0.59 37.78+0.60 27.02+0.50 26.85+0.49 26.82+0.48
SR | 75.50+0.81 59.244+0.53 44.10+£0.23 35.74+0.22 40.13+£0.61 28.07+0.32 27.96+0.33 27.9410.33

Table 5. Comparison of SR and GA on PGD attacks with a fixed number of steps (20) and increasing epsilon bounds. The robustness
effectively goes to zero as the epsilon budget increases which shows that gradient-based attacks perform as expected on SR. SR consistently
provides higher robustness against the PGD attacks of increasing strengths. The best performing models are in bold.

o 1 2 10 20 25 50 100 200
0.02 | GA | 60.274£0.59 19.604+0.54  0.00+0.00 0.00+0.00 0.00+0.00 0.0040.00 0.00+0.00  0.00+0.00
SR | 66.35+0.37 35.85+0.63 2.42+0.18 0.40+0.05 0.19+£0.02 0.02+0.01 0.00+£0.00  0.00+0.00
= | 0.05 | GA | 74514035 48.26+0.71  0.14+0.02 0.00+0.00 0.00+0.00 0.0040.00 0.00+0.00  0.00+0.00
o SR | 76.94+0.21 55.01+0.39 13.03+0.47 7.37+£0.60 5.32+0.54  0.38+0.09 0.02+0.04  0.00+0.00
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Figure 3. Soft Randomization consistently improves the average robustness to common corruptions (mCA). SR most notably improves the
robustness to noise and blurring distortions.
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Hinton method for all noise intensities. While robustness
drops most notably for color distortions (contrast, bright-
ness and saturation), robustness to noise and blurring cor-
ruptions improves as the Gaussian noise intensity increases.
We also observe changes in the effect of different noise in-
tensities. For frost, the robustness increases at a lower noise
level and then decreases for higher intensities.

The empirical results show that SR increases the capacity
of the student to learn robust features even with lower noise
intensities. This allows the use of lower noise intensity for
increasing adversarial robustness while keeping the loss in
generalization much lower compared to the GA model with
a comparable robustness level. This essentially provides a
better trade-off between robustness and generalization, en-
abling the training of compact students with both high ro-
bustness and generalization. SR, hence, provides greater
flexibility in finding a suitable trade-off based on the appli-
cation. The empirical results suggest that adding noise in
the input data is more effective in a collaborative learning
framework compared to a model in isolation.

4.3. Messy Collaboration

Human decision-making shows systematic simplifica-
tions and deviations from the tenets of rationality (‘heuris-
tics’) which may lead to sub-optimal decisional outcomes
(‘cognitive biases’) [27]. We believe this cognitive bias is
manifested in deep neural networks in the form of mem-
orization [2] and over-generalization. This makes it even
more challenging to learn efficiently on real-world datasets
with some fraction of corrupted labels (mislabeled) which
have been shown to adversely affect the model perfor-
mance [14]. Furthermore, in order to utilize the vast amount
of open-source data available, researchers have proposed
methods to generate labels automatically using user tags
and keywords. However, these methods lead to noisy la-
bels. Considering the abundance of noisy labels, it is im-
perative to develop methods that can effectively learn from
noisy labels.

We propose a counter-intuitive regularization technique
based on target variability to mitigate cognitive bias and
subsequently reduce memorization in DNNs. We term this
technique as Messy Collaboration (MC). While distilling
knowledge from the teacher, for each sample in the train-
ing batch, with rate r, we randomly change the true labels
to random targets sampled uniformly from the number of
the classes. The target variability is added independently
for each batch. We hypothesize that the target variabilityﬂ
discourages memorization in DNNs and prevents overconfi-
dent predictions. Also, the soft targets from the teacher pro-

'We use the term target variability to refer to the random label corrup-
tion which we are introducing intentionally for each batch during training.
Whereas, noisy labels refers to the inherent corruption in the labels which
comes from incorrect annotations.

vide additional information about the similarities between
the different classes which can mitigate the adverse effect
of incorrect annotations and together with target variability
improve the efficiency of DNNs to learn with noisy labels.

Here, we first show the effectiveness of knowledge distil-
lation in learning with noisy labels at varying rates of label
corruption on CIFAR-10 and SVHN and then further show
that MC improves the generalization over vanilla knowl-
edge distillation. Figure ] shows that the generalization
drops as the corruption rate increases (cf. Teacher and Base-
line). For all corruption levels, knowledge distillation (r=0)
improves the generalization performance and even outper-
forms the teacher on both datasets. The gain in general-
ization gets higher as the label corruption rate increases. It
also shows the effect of varying the noise rate in MC for the
different label corruption rates. On CIFAR-10, for label cor-
ruption rate 0.1 and higher, MC improves the generalization
over the Baseline and teacher for all noise rates. For the ma-
jority of the corruption levels across the two datasets, MC
further improves generalization over vanilla knowledge dis-
tillation. This shows that the target variability in MC makes
the model more tolerant to label noise which allows efficient
learning with noisy labels. The performance gain with MC
over Hinton is less pronounced for SVHN, possibly because
of the ease of the task. Figure [5|shows similar performance
gains in out-of-distribution generalization as in-distribution
for models trained on CIFAR-10.

The empirical results confirm that knowledge distillation
is an effective framework for training models under noisy
labels and provides consistent performance gain over mod-
els trained alone with cross-entropy. The further improve-
ment with MC shows that target variability can discourage
memorization in DNNs. This suggests that using noise in
the target labels as a regularizer against memorization and
over-confident predictions in DNNs is a promising direc-
tion.

5. Related Work

A number of experimental and computational methods
have reported the presence of noise in the nervous sys-
tem and how it affects the function of the system [13} 48]
Analogously, noise has been shown to improve the train-
ing and performance of DNNs [17, 132} 150, 156, 158 163].
Furthermore, a family of randomization techniques that in-
ject noise in the model both during training and inference
time is proven to be effective to the adversarial attacks
[12] 134] 146l |57]. Randomized smoothing transforms any
classifier into a new smooth classifier that has certifiable [5-
norm robustness guarantees [9, 31]. Label smoothing im-
proves the performance of deep neural networks across a
range of tasks [44}152].

Knowledge Distillation [23]] has proven to be an effec-
tive framework for training compact models with the help
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Figure 4. Generalization performance of Messy Collaboration (MC) with varying noise rates trained on corrupted labels. Knowledge
distillation provides considerable generation gains compared to the Baseline and Teacher. MC, further, improves the generalization. For
standard deviations, see Supplementary Material Tables S2 and S3.
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Figure 5. In addition to in-distribution generalization, Messy
Collaboration also improves the out-of-distribution generalization
over the Teacher and vanilla knowledge distillation under cor-
rupted labels. For standard deviations, see Supplementary Ma-
terial Table S4.

of additional supervision signals from a larger static pre-
trained model. A number of modifications have been pro-
posed to the original formulation. AT [59] proposed at-
tention, defined as a set of spatial maps, as a mechanism
for transferring knowledge to the student. RKD [43] en-
courages the student to form the same relational structure
in the output representation space with that of the teacher
using two potential functions: RKD-D measures the eu-
clidean distance between two data samples while RKD-A
measures the angle formed by the three data samples. RKD-
DA is a combination of both losses. SP [33] preserves the
pairwise similarities so that similar/dissimilar activations in
the teacher produce similar/dissimilar activations in the stu-
dent. While different ways of distilling knowledge to the
student have been extensively studied [47], the role of noise
in the knowledge distillation framework is not well studied.
Interestingly, Muller et al. [40]] report that label smooth-
ing impairs knowledge distillation. On the contrary, we
show that our biologically inspired technique of injecting
noise into knowledge distillation, Fickle Teacher, consis-

tently improves the generalization of the student. Further-
more, Fickle Teacher differs from the works of Bulo e al.
[7] and Gurau et al. [19] in that instead of using the soft
target distribution obtained by averaging Monte Carlo sam-
ples, we use the logits of the teacher model with dropout
active directly as a source of uncertainty encoding noise for
distilling knowledge to a compact student.

6. Conclusion

We demonstrated that noise can be used as a resource for
learning in the knowledge distillation framework by inject-
ing noise at multiple levels and extensively evaluating its ef-
fects on the performance of the model. Inspired by trial-to-
trial variability in the brain which can result from multiple
noise sources, we introduced Fickle Teacher which exposes
the student to its uncertainty using dropout. We show that
the variability in the supervision signal improves both in-
distribution and out-of-distribution generalization. We fur-
ther proposed Soft Randomization which utilizes input noise
into the training of the student model. It involves matching
the output distribution of the student on noisy data to the
output distribution of the teacher on clean data. This con-
siderably increases the capacity of the student to learn ro-
bust features and provides considerably higher adversarial
robustness compared to the model trained alone with Gaus-
sian data augmentation for lower noise intensities while also
keeping the loss in generalization minimal. Finally, Messy
Collaboration employs target variability to improve the ef-
fectiveness of the model to learn under noisy labels. Our
empirical results suggest that the use of noise in a collabo-
rative learning framework is a promising direction and war-
rants further investigation.
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