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Abstract

In today’s era of digital misinformation, we are increas-
ingly faced with new threats posed by video falsification
techniques. Such falsifications range from cheapfakes (e.g.,
lookalikes or audio dubbing) to deepfakes (e.g., sophisti-
cated AI media synthesis methods), which are becoming
perceptually indistinguishable from real videos. To tackle
this challenge, we propose a multi-modal semantic forensic
approach to discover clues that go beyond detecting dis-
crepancies in visual quality, thereby handling both simpler
cheapfakes and visually persuasive deepfakes. In this work,
our goal is to verify that the purported person seen in the
video is indeed themselves by detecting anomalous facial
movements corresponding to the spoken words. We lever-
age the idea of attribution to learn person-specific biomet-
ric patterns that distinguish a given speaker from others.
We use interpretable Action Units (AUs) to capture a per-
son’s face and head movement as opposed to deep CNN
features, and we are the first to use word-conditioned facial
motion analysis. We further demonstrate our method’s ef-
fectiveness on a range of fakes not seen in training including
those without video manipulation, that were not addressed
in prior work.

1. Introduction
Humans tend to trust what they see, especially when it

comes to video. Historically, video has been the best proof
that an event has indeed occurred. However, in the rapidly
evolving misinformation landscape of the present digital
era, this may not be true for long. Video manipulation
techniques are more accessible than ever, while the reach
of internet and social media enables rapid spread of falsi-
fied content. Recent headlines, such as ”XR Belgium posts
deepfake of Belgian premier linking Covid-19 with climate
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Video of Obama saying “Hi” (as in “Hi Everybody”)

“Hi” [h] [aI]

head rotation along X-axis
Figure 1. We are looking for inconsistencies between what they
say and how they move. One way to address this is via audio, or
sounds (phonemes), however this may miss some important se-
mantic cues. Consider an example of Obama saying “Hi” (as in
“Hi Everybody”). We noticed that each time he says that, he ro-
tates his head along X-axis. If we plot the amount of “head rota-
tion along X-axis” for each occurrence of the word “Hi”, we see a
clear separation between the real and fake Obama videos, allowing
us to successfully detect falsification. At the same time, the two
phonemes, [h] and [aI], that constitute the word “Hi”, do not have
any correlation with head rotation. This is intuitive since these
phonemes also occur in many other words, where Obama does not
move his head. This motivates us to focus on spoken words to
discover biometric word-specific patterns.

crisis” [43], “Dutch MPs in video conference with deepfake
imitation of Navalny’s Chief of Staff” [44]1, “When virtual
turns fake: Danish politicians ’meet’ Belarusian opposition
figure” [39] are examples of how both deepfakes and cheap-
fakes (e.g. lookalikes) pose real threats and have serious
consequences, especially if targeted at people in power.

To protect the public against potential disinformation

1A later report explained that in fact it was an impersonator [45].
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Figure 2. Given an input video, we first transcribe the audio and
obtain per-frame alignments of word. For each word, an AU-based
feature vector x⃗ is extracted from the corresponding frames F and
then evaluated by a word-specific classifier θ⃗. A final score for the
possibility of “Real” is computed for the video using the geometric
mean of all the scores.
A padding of t=3 frames is added to account for small mis-
alignment between the words and the frames. However,
we assume that there is no large misalignment between the
video and audio signal. Each 25-D facial feature is com-
posed of 4 components: (1) the intensities of the 17 AUs,
(2) the 3-D head rotations and 3-D head translations along
X, Y, Z axis, (3) the 3-D horizontal distance between mouth
corners (lip-hor), and (4) the 3-D vertical distance between
the lower and upper lip (lip-ver). Instead of using a variable-
length feature Gs−t:n+t ∈ Rd×25, we use the deltas be-
tween the maximum and the minimum values extracted dur-
ing the word phonation window. The facial feature of each
word occurrence is then expressed as:

x⃗w = max
g⃗i∈Gs−t:n+t

(g⃗i)− min
g⃗i∈Gs−t:n+t

(g⃗i), (1)

where x⃗w ∈ R25×1 is used for building a word-specific
model. Intuitively, these features capture the maximum
range of movement happening when a word is spoken (how
much the head moves up when saying “Hi”) regardless of
the temporal misalignment of features. E.g., in the real
videos of Obama the word “Hi” spans a minimum of 9
frames and a maximum of 27 frames. By using the range of
motion as the feature, we are thus avoiding temporal vari-
ability across different utterances of the same word.
Word-Specific Classifiers. We train linear per-word clas-
sifiers to tell if the given gesture features belong to the
given words. Instead of using more complex learning-based
approaches with high-dimensional features, we use linear
classifiers to highlight the efficacy of our interpretable fea-
tures in a simple model. Given real videos where the words-
specific facial movements are correct, we create simulated
fakes where words are deliberately matched with random

facial movements (speech transcript matched to a wrong
video). In addition to that, we create synthesized fakes us-
ing the recent lip-sync generation method Wav2Lip [36].
As before, words are deliberately matched with random fa-
cial movements but now the lips are synthesized to say the
words. By using these synthesized fakes, we ensure that
our classifier does not rely only on lip reading errors in or-
der to detect fakes. Using this real and fake data, we train
person-specific word-specific logistic regression classifiers.

Let x⃗w ∈ R25×1 be the facial feature corresponding to
word w. Let yw ∈ [0, 1] be the ground truth label of x⃗w

where yw = 1 if x⃗w is from a real video sequence. We learn
the model parameters θw ∈ R25×1 for a linear classifier that
maximizes the following objective function Lθw

:

Lθw =

M∏
i=1

P (yi|x⃗i), (2)

where P (yi|x⃗i) is the probability of yi given x⃗i and M is
the number of total occurrences of w in the training data.

P (yi|x⃗i) = [σ(θ⊤
w · x⃗i)]

yi .[1− σ(θ⊤
w · x⃗i)]

1−yi (3)

where σ(x) = 1
1+e−x is the sigmoid function.

Testing. During evaluation, given a test video of a pur-
ported individual, we extract the features as described
above. The transcribed words not seen in the training set
are discarded. For each remaining word w, the correspond-
ing facial features x⃗w are examined using the target word
classifier θw for the given individual. A score sw in the
range of 0 (fake) and 1 (real) for x⃗w is computed as:

sw = σ(θ⊤
w · x⃗w). (4)

A final score is computed for a given video using the geo-
metric mean of scores across all trained words in the video.

4. Dataset
To validate our proposed approach on the general

problem statement that includes both deepfakes and non-
manipulated fakes, we compile the following dataset.
We consider four US politicians (Barack Obama, Donald
Trump, Joe Biden, Kamala Harris) and two TV talk-show
hosts (John Oliver, Conan O’ Brien). Further we provide
the details for the types of data that we use.
Real: The real videos of the politicians were taken from
the World Leaders Dataset (WLDR) [3] and the videos of
the talk-show hosts were taken from [20]. The total hours
and example frames are shown in Table 1 (Column 1) and
Figure 3 (Column 1).
Dubbing: Using the real videos for each individual, we
simulate the dubbing scenario by mismatching the video
and the audio. For every real video, a new dubbed video
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Figure 3. Examples of the data used in our work, spanning dif-
ferent types of falsified video, from deepfakes to fakes with non-
manipulated video.
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Figure 4. Examples of the data used in our work, specifically, in-
the-wild lip-sync examples for three individuals.

is created by matching it with a random audio of the same
length. We produce the same number of hours for the
dubbed videos as we have of real videos, Table 1.
Wav2Lip: Using the real videos, we create lip-sync deep-
fakes where the lip region in the video is modified to match
a random audio. We use the off-the-shelf implementation
of Wav2Lip [36] to create these fakes. The example frames
are shown in Figure 3 (Column 2).
Impersonator: The person-specific impersonator videos
are obtained from Saturday Night Live on YouTube. The
impersonator videos for Obama, Biden, and Trump are from
WLDR, and for Harris, Oliver and O’Brien from YouTube.
The total hours and example frames are shown in Table 1
(Column 4) and Figure 3 (Column 3).
FaceSwap: The FaceSwap deepfakes are created using the
impersonator videos by replacing impersonator’s face with

Real Dubbing Wav2Lip Impersonator FaceSwap itw
Obama 12.5 12.5 12.5 0.16 0.11 0.99
Trump 6.1 6.1 6.1 0.19 0.19 0.08
Biden 5.1 5.1 5.1 0.04 0.14 0.12
Harris 2.5 2.5 2.5 0.05 0.05 -
O’ Brien 14.5 14.5 14.5 0.08 0.08 -
Oliver 17.8 17.8 17.8 0.04 0.04 -

Table 1. Number of hours of video for each of the six individuals
for different types of video falsification scenarios.

Training Number of unique words during tesing
Number Number Real/

of of Dubbing/
Words models Wav2Lip Impersonator FaceSwap itw

Obama 4,925 918 812 248 211 543
Trump 3,664 817 543 296 282 81
Biden 3,985 816 523 133 145 121
Harris 2,270 844 346 125 124 -
O’ Brien 6,306 657 548 196 187 -
Oliver 10,330 739 670 118 98 -

Table 2. Columns 2-3: Training data statistics in terms of the total
number of unique words and the number of word-specific models
that we train. Columns 4-7: number of unique word models tested
in each sub-task.

the target person’s face. The videos for Obama, Biden, and
Trump are from WLDR and for Harris, Oliver and O’Brien
are created using the FaceSwap library [35]. The total hours
and example frames are shown in Table 1 (Column 5) and
Figure 3 (Column 4).
In-the-wild (itw): The in-the-wild lip-sync videos for
Obama, Trump, and Biden are collected from [2, 5, 41].
The total hours and example frames are shown in Table 1
(Column 6) and Figure 4.

5. Experiments

We evaluate our approach on five falsification scenarios
and compare it with the state-of-the-art deepfake detection
methods and a phoneme-based baseline. We also provide
several ablations and analysis studies. We end with show-
casing our method’s interpretability.

5.1. Implementation Details

Data Preprocessing: Each video is first preprocessed
so that only the person of interest is retained. Given one
frame of an input video, we first use a single-stage face de-
tector [14] to localize all the faces. Then a face recognition
network ArcFace [15] is used to check whether each face
is the target person, and the outliers are masked out. (For
impersonator videos, the face of impersonator is used in-
stead of the target person.) For transcription, we used an
open-source implementation of DeepSpeech [23]. For AU
extraction, we use the facial behavior analysis toolkit Open-
Face2 [6, 7].
Training Details: In our experiments, we use logistic
regression to solve the binary classification problem of
real/fake video. To train our person-specific word classi-
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Facenheim, Luis RP, Jian Jiang, et al. Deepfacelab: A sim-
ple, flexible and extensible face swapping framework. arXiv
preprint arXiv:2005.05535, 2020.

[36] KR Prajwal, Rudrabha Mukhopadhyay, Vinay P Nambood-
iri, and CV Jawahar. A lip sync expert is all you need for
speech to lip generation in the wild. In ACM International
Conference on Multimedia, 2020.

[37] Hua Qi, Qing Guo, Felix Juefei-Xu, Xiaofei Xie, Lei Ma,
Wei Feng, Yang Liu, and Jianjun Zhao. DeepRhythm: Ex-
posing deepfakes with attentional visual heartbeat rhythms.
In ACM International Conference on Multimedia, 2020.

[38] Yuyang Qian, Guojun Yin, Lu Sheng, Zixuan Chen, and Jing
Shao. Thinking in frequency: Face forgery detection by
mining frequency-aware clues. In European Conference on
Computer Vision, 2020.

[39] Reuters. When virtual turns fake: Danish politi-
cians ’meet’ belarusian opposition figure. https:
//www.reuters.com/article/us-denmark-belarus/when-
virtual-turns-fake-danish-politicians-meet-belarusian-
opposition-figure-idUSKBN26T2V4, 2020.

[40] Andreas Rossler, Davide Cozzolino, Luisa Verdoliva, Chris-
tian Riess, Justus Thies, and Matthias Nießner. FaceForen-
sics++: Learning to detect manipulated facial images. In
IEEE International Conference on Computer Vision, 2019.

[41] Supasorn Suwajanakorn, Steven M. Seitz, and Ira
Kemelmacher-Shlizerman. Synthesizing Obama: Learning
lip sync from audio. ACM Transactions on Graphics, 2017.

[42] Justus Thies, Mohamed Elgharib, Ayush Tewari, Christian
Theobalt, and Matthias Nießner. Neural voice puppetry:
Audio-driven facial reenactment. In European Conference
on Computer Vision, 2020.

[43] Brussels Times. Xr belgium posts deepfake of
belgian premier linking covid-19 with climate cri-
sis. https://www.brusselstimes.com/news/belgium-all-

news/politics/106320/xr-belgium-posts-deepfake-of-
belgian-premier-linking-covid-19-with-climate-crisis/,
2020.

[44] NL Times. Dutch mps in video conference with
deep fake imitation of navalny’s chief of staff.
https://nltimes.nl/2021/04/24/dutch-mps-video-conference-
deep-fake-imitation-navalnys-chief-staff, 2021.

[45] The Verge. ‘deepfake’ that supposedly fooled euro-
pean politicians was just a look-alike, say pranksters.
https://www.theverge.com/2021/4/30/22407264/deepfake-
european-polticians-leonid-volkov-vovan-lexus, 2021.

[46] Junke Wang, Zuxuan Wu, Jingjing Chen, and Yu-Gang
Jiang. M2TR: Multi-modal multi-scale transformers for
deepfake detection. arXiv preprint arXiv:2104.09770, 2021.

[47] Sheng-Yu Wang, Oliver Wang, Richard Zhang, Andrew
Owens, and Alexei A. Efros. CNN-generated images are
surprisingly easy to spot...for now. In IEEE Conference on
Computer Vision and Pattern Recognition, 2020.

[48] George Williams, Graham Taylor, Kirill Smolskiy, and Chris
Bregler. Body motion analysis for multi-modal identity ver-
ification. In 2010 20th International Conference on Pattern
Recognition, pages 2198–2201, 2010.

[49] Chen-Zhao Yang, Jun Ma, Shilin Wang, and Alan Wee-
Chung Liew. Preventing deepfake attacks on speaker authen-
tication by dynamic lip movement analysis. IEEE Transac-
tions on Information Forensics and Security, 2020.

[50] Xin Yang, Yuezun Li, and Siwei Lyu. Exposing deep fakes
using inconsistent head poses. In IEEE International Con-
ference on Acoustics, Speech, and Signal Processing, 2019.

[51] Ning Yu, Larry S Davis, and Mario Fritz. Attributing fake
images to gans: Learning and analyzing gan fingerprints. In
Proceedings of the IEEE/CVF International Conference on
Computer Vision, pages 7556–7566, 2019.

[52] Hanqing Zhao, Wenbo Zhou, Dongdong Chen, Tianyi Wei,
Weiming Zhang, and Nenghai Yu. Multi-attentional deep-
fake detection. In IEEE Conference on Computer Vision and
Pattern Recognition, 2021.

[53] Peng Zhou, Xintong Han, Vlad I. Morariu, and Larry S.
Davis. Two-stream neural networks for tampered face detec-
tion. In IEEE Conference on Computer Vision and Pattern
Recognition Workshops, 2017.

[54] Yipin Zhou and Ser-Nam Lim. Joint audio-visual deepfake
detection. In Proceedings of the IEEE/CVF International
Conference on Computer Vision, pages 14800–14809, 2021.

4719


