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Abstract

Deep-learning-based technologies such as deepfakes
ones have been attracting widespread attention in both so-
ciety and academia, particularly ones used to synthesize
forged face images. These automatic and professional-skill-
free face manipulation technologies can be used to replace
the face in an original image or video with any target ob-
ject while maintaining the expression and demeanor. Since
human faces are closely related to identity characteristics,
maliciously disseminated identity manipulated videos could
trigger a crisis of public trust in the media and could even
have serious political, social, and legal implications. To
effectively detect manipulated videos, we focus on the po-
sition offset in the face blending process, resulting from
the forced affine transformation of the normalized forged
face. We introduce a method for detecting manipulated
videos that is based on the trajectory of the facial region
displacement. Specifically, we develop a virtual-anchor-
based method for extracting the facial trajectory, which can
robustly represent displacement information. This informa-
tion was used to construct a network for exposing multidi-
mensional artifacts in the trajectory sequences of manipu-
lated videos that is based on dual-stream spatial-temporal
graph attention and a gated recurrent unit backbone. Test-
ing of our method on various manipulation datasets demon-
strated that its accuracy and generalization ability is com-
petitive with that of the leading detection methods.

1. Introduction
With the development and spread of high-resolution, and

rich-diversity deep generation models such as generative
adversarial networks (GANs) [13], images can be synthe-
sized with sufficient texture details to fool the casual viewer.
This not only illustrates the potential creativity of artificial
intelligence but also lays bare the hidden dangers for dig-
ital information security. Deep-learning-based digital face
manipulation technologies have gradually become widely
used. These manipulation technologies can be used to mali-
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Figure 1. A brief overview of DeepFake generation pipeline. The
synthesized normalized manipulated face utilizes the landmark in-
formation of the source face for inverse affine transformation to
match the source video frame, which may cause spatial artifacts in
local facial regions and further form inconsistent temporal abrupt-
ness in frame-by-frame manipulation.

ciously edit, deform and replace faces in images or videos,
which can then be used pornographically to damage rep-
utations or to spread fake news and hate speech with a
celebrity connection, causing political tensions and demo-
cratic crises. In addition, more and more open-source deep-
fakes applications such as FaceApp [1] and ZAO [2] have
reduced the need for manual editing in video face swapping,
so anyone with a laptop and Internet connection can easily
synthesize and spread forged face videos.

Therefore, it is essential to propose robust detection
methods to counteract the potential threats caused by the
proliferation of synthetic and manipulated videos in order
to protect personal privacy and property security. Current
mainstream image-based detection methods only focus on
exposing frame-level artifacts in the spatial or frequency
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domain and determine the video-level results through inde-
pendent multi-frame detection, which ignores the temporal
inconsistency information hidden in the video stream. We
assert that manipulation leaves temporally unnatural marks
in several spatial regions of the face. Therefore, simultane-
ously capturing the intra-frame spatial coherence between
facial regions and the inter-frame temporal consistency of
information in specific areas is of great help in identifying
forged faces. Our method is dedicated to exposing subtle
spatial artifacts and inconsistent temporal abruptness in crit-
ical facial regions caused by the forced blending of the syn-
thesized normalized forged face in the deepfakes pipeline.

As the first step in developing a robust detection method,
we statistically analyze the difference in landmark se-
quences between real and fake videos (Section 3) in order to
determine whether digital face manipulation creates specific
artifacts in the micro-motion trajectory of the face. Next,
we propose a virtual-anchor-based method for extracting
the facial region displacement trajectory (Section 4). Sev-
eral local facial regions are taken as tracking targets, and
the feature points with excellent tracking characteristics are
screened in each region frame-by-frame to robustly and ac-
curately obtain the displacement trajectory. Finally, we de-
velop a fake trajectory detection network (FTDN) based on
dual-stream spatial-temporal graph attention and a gated re-
current unit (GRU) backbone for detecting fake trajectories
(Section 5). The network utilizes the extracted trajectory
and explicitly aggregates the important information of dif-
ferent dimensions in the input sequences, which can help
to effectively capture the spatial-temporal anomalies in the
manipulated video trajectory. We tested our model on var-
ious manipulation techniques in the FaceForensics++ [27]
dataset and achieved excellent detection performance.

We summarize our contributions as follows:

• We analyze and verify the impact of face forgery fa-
cial landmark series, and thus construct a DeepFakes
detection method by capturing the spatial-temporal
anomalies of facial region displacement trajectory;

• We design a robust facial region displacement trajec-
tory extraction method based on virtual anchor to high-
light the local displacement features;

• We propose a Fake Trajectory Detection Net-
work (FTDN) to effectively identify forgery spatial-
temporal patterns based on the facial region displace-
ment trajectory with competitive results on the Face-
Forensics++ dataset.

2. Related Work
2.1. Deepfakes Detection

To identify synthetic face images, early researchers fo-
cused on capturing specific artifacts caused by defects of

deepfakes generators. Well-known examples of such arti-
facts are inconsistent head poses [33], abnormal facial ex-
pressions and head movements [4], broken photo-response
non-uniform patterns [20], and detectable differences based
on image quality measures [21]. These artifacts may
strongly affect certain deepfakes methods but do not gen-
eralize well, resulting in poor robustness. Subsequent work
used neural networks to adaptively mine the high-level fea-
tures of forged face images and learn the pattern differ-
ences [3, 25, 22], which could substantially improve model
accuracy and generalizability. For video-level detection, re-
searchers generally believe that low-level artifacts caused
by face manipulation manifest as temporal artifacts that are
inconsistent across the frame, so they often take temporal
information into consideration. As representative exam-
ples, Sabir et al. [28] leveraged a bidirectional GRU [7]
on the feature output of a convolutional neural network
(CNN) backbone to identify the temporal patterns. Güera
and Delp [14] used a CNN to extract frame-level features
and fed them into a long short-term memory (LSTM) [15]
to create temporal descriptors for classification.

In particular, previous work [11, 34, 4, 31] has shown the
potential of using facial geometric information in face ma-
nipulation detection. However, these works did not simulta-
neously mine the temporal inconsistency of facial geomet-
ric features caused by frame-by-frame manipulation and the
spatial information anomalies between different facial re-
gions caused by the distortion in the process of forgery face
synthesis. Inspired by the previous works, we choose to
transform the task of detecting deepfakes videos into the
task of detecting multi-variable time series anomalies to ex-
pose artifacts caused by facial manipulation in both tempo-
ral and spatial dimensions.

2.2. Graph Neural Networks

Graph neural networks (GNNs) are deep learning models
based on a graph structure, in which the nodes and edges are
used to structure the content and attributes of the target so as
to improve the representation ability of non-Euclidean data.
Scarselli et al. [29] first proposed the concept, i.e., the com-
bining of graph data with a neural network to carry out end-
to-end calculation on structured data. Bruna et al. subse-
quently proposed incorporating local feature extraction and
weight sharing into the calculation of the graph structure,
resulting in a graph convolutional network (GCN) [6].

Further studies revealed that the attention mechanism
can help the neural networks effectively capture the essen-
tial features of the data and avoid redundant information.
This led to Veličković et al. devising the graph attention net-
work (GAT) [32], a special form of the spatial-based GCN.
They introduced the attention mechanism into node aggre-
gation, aiming to assign weights to neighbor nodes in ac-
cordance with their importance when aggregating the infor-
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mation of the target node. Brody et al. [5] improved the
attention formula and proposed using dynamic GAT to fur-
ther improve the effect of aggregation. Here we use the
dynamic graph attention mechanism to explicitly add at-
tention weights to the spatial-temporal trajectory sequence,
which effectively helps our model to focus on the anomalies
caused by face forgery.

2.3. Time Series Processing

A time series is a very common form of data and is gen-
erally a sequence of measured values obtained by sampling
variables in time-series order. Traditional time-series pro-
cessing uses an auto-regressive moving average model to
fit the sequences. Advances in machine learning led to
some researchers such as Kate et al. combining k-nearest
neighbor classification with dynamic time warping [16] to
robustly represent misaligned time-series data [18]. Sub-
sequent work demonstrated that deep learning methods are
effective for processing time-series data. For instance, Mal-
hotra et al. devised a pre-trained deep recurrent neural net-
work called “TimeNet” for classifying time-series data [24]
that uses a recurrent neural network (RNN) to construct
encoder-decoder pairs and to learn a pre-trained temporal
feature extraction model in an unsupervised way. Karim et
al. proposed using an LSTM-FCN architecture [17] to learn
the local features and global correlation of time series data.

Some researchers have speculated that the correlation be-
tween features and between time steps in a multi-variable
time series can be effectively represented by a graph struc-
ture and have combined GNNs with time series learn-
ing. For example, Zhao et al. proposed using a MTAD-
GAT [35], which combines graph attention information
into a time-series representation, to effectively highlight the
anomalies in sequences. Similarly, Deng and Hooi [12] cre-
ated a learnable graph structure that enables the time-series
anomaly detection model to adaptively learn the relation-
ships between feature nodes. Inspired by these ideas, we
decided to use dual-stream spatial-temporal graph attention
to identify as much as possible the abnormal artifacts in the
trajectory sequences of manipulated videos.

3. Method Feasibility Analysis
Since a deepfakes generator requires input and output

images of fixed size, the source face needs to be normal-
ized. As shown in Figure 1, the landmarks in the source face
are first extracted, and these feature coordinates are used to
construct an affine transformation matrix, which is used to
convert the source face into a normalized form with fixed
size and head pose. The deepfakes generator then combines
the identity information of the source face with the attribute
information of the target face to synthesize a forged face.
To ensure that the forged face perfectly matches the con-
tour of the source face, the above matrix is used for inverse

Spectrum >6Hz/Total
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44.87%
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Figure 2. Landmark longitudinal trajectory diagram and corre-
sponding spectrum for real video and several manipulated videos
(series have been normalized and detrended).

affine transformation of the normalized forged face. Anal-
ysis of this process led to the following conjecture: Due to
the structural differences from person to person, using the
source face’s features to forcibly rotate and scale the manip-
ulated output inevitably introduces spatial errors into local
regions of the forged face, and further become capturable
temporal artifacts in trajectory sequence during frame-by-
frame processing. These artifacts could be helpful in deep-
fake detection.

To prove our conjecture, we extracted the temporal tra-
jectories of the longitudinal position of a specific landmark
in an original video and several corresponding manipulated
versions. As shown in Figure 2, the trends of these trajec-
tories are generally consistent; however, those for the forg-
eries are completely opposite to that for the real trajectory
at three time steps (red-shaded areas). In addition, the tra-
jectories of the forgeries have more burrs and spikes and
are much coarser than that of the real trajectory (e.g., red-
outlined box). The figure also shows the spectra of these
trajectories and the proportion of high-frequency compo-
nents (> 6Hz/Total). The real trajectory had the smallest
proportion of high-frequency components (39.53%). The
Deepfakes, FaceSwap, and Face2Face forgeries obviously
had more high-frequency burr noise and higher proportions
(42.39%, 44.32%, and 44.87%, respectively). Due to the
textures rendering, NeuralTextures had a smaller fusion er-
ror, so its trajectory is similar to that of the real one, and its
proportion of high-frequency components relatively low.

The high-frequency burrs are attributed to the spatial er-
ror caused by the abnormal warping of the forged face dur-
ing the inverse affine transformation and are reflected in the
abnormal movement trends of the feature points in the tra-
jectories. This suggests that the facial region displacement
trajectory is a robust feature with pattern differences and
that its spatial-temporal information can be used to effec-
tively expose the face manipulation.
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Figure 3. Overview of proposed virtual-anchor-based facial region displacement trajectory extraction method. (a) For each frame, land-
marks are first detected and seven ROIs are defined; (b) Tracking points are marked at uniform intervals in each ROI; (c) forward and
backward optical flows between current and next frame for tracking points are calculated to obtain forward-backward (FB) errors; (d)
points with excellent tracking characteristics (green points) are screened by FB error and statistical displacements of these points are used
to represent displacements of virtual anchors in ROIs

4. Trajectory Extraction Method

Existing methods for extracting facial position varia-
tion information are not robust. For example, landmark-
based methods track the integer coordinates of specific fa-
cial landmarks frame-by-frame, which may introduce sys-
tematic errors into the sequence since the displacement be-
tween frames is usually less than one pixel. Methods based
on the Lucas-Kanade algorithm select corner points with
good tracking characteristics in the first frame and track the
optical flow [23] of these points across the video stream,
which may cause optical flow disappearance and tracking
point drift since the tracking characteristics change with the
movement, and the tracking error accumulates.

To make extraction more robust, we propose using vir-
tual anchors to represent the displacement of facial re-
gions. This will eliminate the effects of singular values and
noise on tracking a single point. We also propose screen-
ing feature points with excellent tracking characteristics
frame-by-frame to prevent error accumulation and optical
flow disappearance. An overview of our proposed virtual-
anchor-based facial region displacement trajectory extrac-
tion method is shown in Figure 3.

Specifically, for each frame, we first define seven regions
of interest (ROIs) in accordance with the landmark coordi-
nates extracted using Dlib [19]. Since there is no landmark
in the forehead area, in order to cope with different face
sizes and head poses, we adopt the method in [26] to adap-
tively calculate two feature points for use in dividing the
forehead ROI. We then mark tracking points t in each ROI
at a uniform interval, which is determined by the width w
and height h of the detected face rectangle. The intervals
in the X and Y directions are w/40 and h/40, respectively.
Next, for each tracking point ti, we calculate the forward
optical flow to obtain position t

′

i of the tracking point in the
next frame and then calculate the backward optical flow to
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Figure 4. Example real trajectory (upper row) and example fake
trajectory (lower row).

obtain its tracking offset point t
′′

i . Only the tracking points
that are successfully tracked in both the forward and back-
ward optical flows are retained.

The FB error for ti,

FB Errori = |ti − t
′′

i | (1)

is defined as the position drift of the tracking point after
forward and backward optical flow tracking and shows the
tracking characteristics of the point. As explained in sec-
tion 6.4), we discard 50% of the points in each ROI (those
with the largest FB errors) and use the statistical displace-
ment (mean and median) values of the remaining points to
represent the displacement of the virtual region anchor.

For each video, we record a total of 28 features (mean
and median values in x and y directions for 7 ROIs). Due
to the inconsistent video lengths and face sizes in datasets,
we normalize the trajectories and take 64 frames as the
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Figure 5. Architecture of proposed FTDN. Model aggregates dynamic graph attention weights using time and space-feature dimensions of
trajectory series and obtains corresponding embeddings. GRU and dense encoders are then used to obtain spatial-temporal representations
of data, which are subsequently concatenated and used for deepfakes classification. We also use temporal representation to reconstruct
input series to ensure accuracy of GRU encoder in sequence feature learning.

window length and 1 s as the sliding length to divide the
video trajectory into several sample series with fixed sizes
of 28× 64. As shown in Figure 4, real and fake trajectories
can be easily distinguished by the naked eye. For conve-
nience of viewing, we separate the x and y directions and
show only the anchor trajectories as calculated using the
mean values. Compared with the fake trajectories, the real
ones are smoother, and the regional displacements are rel-
atively consistent among ROIs. Moreover, the relative po-
sitions between different ROIs for the real trajectory series
are basically consistent.

5. Fake Trajectory Detection Network
Intuitively, the facial region trajectory samples can be re-

garded as an interdependent multivariate time series, where
the spatial regions and displacement directions are the vari-
ables of the series. Therefore, we can transform the problem
of deepfakes video detection into how to mine the spatial-
temporal features from the multi-variable time series to dis-
tinguish inconsistent patterns in the real and fake samples.
To effectively utilize the trajectory series samples to identify
the artifacts in forged faces, we use our proposed FTDN.
The network architecture is shown in Figure 5.

Specifically, for input series xxx with size 28× 64, we first
calculate the dynamic graph attention embeddings in the
time and space-feature dimensions so that the network can
adaptively focus on the correlation between each time step
in the trajectory series as well as capture the interaction of
spatial information between different facial regions and the
coherence in different displacement directions. When cal-
culating the space-feature graph attention embedding, we
regard the input series as a set of space-feature sequences
S = {S1, S2, . . . , S28}, Si ∈ R64 and take each element Si

in the set as the node vector of the fully connected graph to

calculate updated output hhhs
i :

esij = aaaTs LeakyReLU(WWW sSSSi ⊕WWW sSSSj)

αs
ij = Softmaxj(e

s
ij)

hhhs
i = σ(

∑
j

αs
ijWWW sSSSj) (2)

where σ is a sigmoid function, and symbol “⊕” indicates
the concatenation of vectors. For space-feature node vec-
tors, we set learnable linear transform matrixWWW s ∈ R64×64

and attention vector aaaTs ∈ R128 so that the updated out-
put hhhs

i ∈ R64 after aggregation. This enables us to ob-
tain the space-feature embedding hhhs ∈ R28×64, consis-
tent with the original data. Similarly, when calculating
the time graph attention embedding, we regard the features
of each time step in the trajectory series as a node vec-
tor of the fully connected graph and get a set of sequences
T = {T1, T2, . . . , T64}, Ti ∈ R28. To ensure that the out-
put time graph attention embedding hhht has the same size as
the original data, we set learnable linear transform matrix
WWW t ∈ R28×28 and attention vector aaaTt ∈ R56.

Next, we concatenate original series xxx and time graph
attention embedding hhht to form a series group with a size
of 56 × 64 and send it to a GRU encoder. After captur-
ing and modeling the correlation between each independent
time step, the encoder outputs a 256-dimensional time de-
scriptor RRRt for temporal feature representation. For space-
feature attention embeddinghhhs, we flatten the data and send
it to a dense encoder to obtain the 256-dimensional spatial-
feature representation RRRs. Process can be formulated as

RRRs = De(flatten(hhh
s))

RRRt = Ge(xxx⊕ hhht) (3)
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in which De and Ge represent the dense and GRU encoders,
respectively. We do not send hhhs with hhhs and xxx to the GRU
encoder together since each node vector in the space-feature
set does not have invariance in the time dimension. During
graph information aggregation, the time independence of
the reconstructed output is removed, which creates unnec-
essary redundancies for temporal representation learning.

Finally, we concatenate the two potential representations
and input them into the fully connected layers and sigmoid
activation. We use binary cross entropy (BCE) as classifi-
cation loss for real-fake binary classification:

LBCE = BCE(Dc(RRRs ⊕RRRt), ŷ) (4)

where Dc is the dense classifier, and ŷ = {0, 1} is the at-
tribute label of the input series sample. Furthermore, to
enhance the modeling of the time descriptor by the GRU
encoder, we added an auxiliary learning task. The tempo-
ral representation encoded by the GRU encoder is sent to
a GRU decoder to reconstruct the multi-variable time se-
ries, and then the mean square error (MSE) is used as the
reconstruction loss to restrict the similarity between the re-
constructed sequence and the input sequence xxx so as to im-
prove the accuracy of learning the sequence features by the
GRU module:

LMSE = MSE(Gd(RRRt),xxx) (5)

where Gd is a GRU decoder composed of a GRU layer and
a fully connected layer. To sum up, the total loss consists of
two parts:

L = LBCE + LMSE (6)

6. Evaluation
6.1. Dataset settings

To evaluate our proposed FTDN, we mainly used the
FaceForensics++ (FF++) dataset [27] for training and test-
ing. The FF++ dataset consists of a source video sub-dataset
extracted from Youtube and several forged video sub-
datasets generated by different manipulation techniques,
each sub-dataset contains 1000 manipulated videos. For
each video in the dataset, the publisher had given three
compression versions: uncompressed (raw), moderately-
compressed (c23), and strongly-compressed (c40).

We combined the source videos in FF++ dataset with
each of the four kinds of manipulated videos (Deepfakes,
FaceSwap, Face2Face and NeuralTextures) to form four
sub-datasets for our binary classification tasks. The sub-
datasets are referred to as DF, FS, F2F, and NT, respectively.
For each sub-dataset, we created a training set, a validation
set, and a test set at a ratio of 8:1:1. Since the FaceSwap and
NeuralTextures videos were slightly shorter than the real
videos, when constructing the FS and NT sub-datasets, we

Baseline
Sub-Datasets

DF FS F2F NT FSH
FakeCatcher [9] 92.5% 94.5% 93.5% 79.5% 63.0%

PPG Cell [10] 94.5% 93.0% 94.5% 77.0% 70.0%
RCN [28] 97.0% 95.5% 95.5% 85.5% 65.5%

MesoNet [3] 97.0% 94.0% 92.0% 83.5% 72.0%
Xception [8] 99.0% 97.0% 97.5% 93.0% 65.5%

Capsule-F [25] 96.5% 97.5% 96.5% 89.0% 68.5%
LRNet [31] 98.5% 98.0% 92.0% 86.5% 70.0%

FTDN(Sample) 99.32% 99.16% 98.14% 90.66% 75.13%
FTDN(Video) 99.5% 99.5% 98.5% 92.5% 75.0%

Table 1. The binary classification accuracy comparison on each
sub-dataset, and the generalization comparison on unseen dataset.

used only the top 80% of the real videos to ensure balance
between positive and negative samples. In addition, we sep-
arately selected 100 videos with the same index as the DF
test set from the FaceShifter to form an unseen sub-dataset
called FSH, which is used to test the cross data domain gen-
eralization ability of our method. When generating the tra-
jectory samples, we discarded a frame if the frame was not
captured, a face was not detected, or the number of points
with successful forward and backward optical flow tracking
was less than 20% of the total number of tracking points. If
more than ten frames in a video were discarded, we would
separate the clips that can continuously detect the face and
use them in the test phase.

6.2. Accuracy Comparison with Baseline

We evaluated the accuracy of the proposed FTDN by us-
ing seven state-of-the-art deepfakes detection methods as
our baselines: FakeCatcher [9], PPG Cell [10], recurrent
convolutional network (RCN) proposed by Sabir et al. [28],
MesoNet [3], Xception [8], Capsule-Forensics [25] and
LRNet [31]. For Xception, the benchmark for the FF++
dataset, we modified the final classification layer of the
pre-trained model and fine-tuned the parameters by using
the FF++ dataset following the guidance of Rossler et al.
For MesoNet, Capsule-Forensics and LRNet, we used the
source code provided by the authors to retrain the model and
validate the performance by our sub-datasets. For the other
methods, we reproduced their works according to the paper.
Xception, MesoNet, and Capsule-Forensics were designed
for image-level detection, so we had to made some adjust-
ments to adapt them to our video task. Specifically, for a
test video, we extracted an image every ten frames to form
a sample set, used the well-trained model to predict all the
images in the set, and determined the attributes of the test
video by majority voting. Similarly, for our method, since
each video was divided into several series samples, we used
FTDN in the test phase to predict all series samples and de-
termined the result by majority voting.

The binary classification accuracies of our proposed
FTDN on each sub-dataset are listed in Table 1, including
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the sample-level and video-level accuracies. The best result
for each sub-dataset is shown in bold. FTDN at the video
level had the highest accuracy on the DF, FS, and F2F sub-
datasets (99.5%, 99.5%, and 98.5%, respectively) and had
accuracy close to that of the FF++ benchmark (Xception),
which had the highest accuracy (93.0%), on the NT sub-
dataset. Compared with FakeCatcher and PPG Cell, which
use facial color series abnormalities to detect deepfakes, the
facial trajectory series we extracted is more specific and has
better detection performance. Furthermore, in contrast to
the LRNet model, which also exposes deepfakes by the ge-
ometric information, the GAT mechanism in our method ef-
fectively highlights abnormal fluctuations in temporal and
spatial dimensions, making our method have better detec-
tion performance on F2F and NT sub-datasets.

To verify the generalization ability of our method, which
is still a big challenge for all detectors, we trained FTDN
and other baselines with DF training set, and check the per-
formance of these models on unseen FSH sub-dataset. As
shown in the last column of Table 1, our method achieved
the best detection accuracy of 75%. In contrast, Fake-
Catcher showed the worst performance (i.e. 63%). Al-
though Xception was better than other baselines in the bi-
nary classification task, its generalization ability was not
as good as MesoNet (i.e. 72%) with lightweight parame-
ters. RCN model achieved 65.5% accuracy in cross data do-
main detection, slightly lower than Capsule-Forensics (i.e.
68.5%),PPG Cell and LRNet(i.e. 70%).

6.3. Robustness against video compression

Our method models the spatial-temporal features of the
displacement trajectory of different facial areas and cap-
ture the errors introduced by affine transformation during
image blending, which will not be affected by video com-
pression theoretically. However, low image quality has two
effects: 1)inaccurate landmark location, which affects the
division of ROIs and the feature points involved in track-
ing; 2)bad video conditions, which add extra noise to the
optical flow calculation, which affects the accuracy of fea-
ture point tracking. Specific regions of the displacement
trajectory under different compression levels are plotted in
Figure 6 for the same Deepfakes video. Increasing the de-
gree of compression produced errors in the landmark loca-
tions, resulting in a spatial offset in the frame-by-frame ROI
division, which changed the relative position of the trajec-
tory. Furthermore, the fuzziness of the pixel information
affected the feature point tracking accuracy, which made it
difficult to capture the subtle spatial artifacts in local facial
areas that resulted from manipulation. This is evidenced by
the ”smoothing” of the high-frequency burr noise in the ar-
eas enclosed by the red box. As noted above, these high-
frequency burrs are attributed to the spatial error caused
by the forced inverse affine transformation, and are further

c40c23Raw

Figure 6. DeepFake trajectory under different compression levels.

Baseline
DF F2F

c23 c40 c23 c40

PPG cell [10] 89.43% 79.50% 86.41% 77.84%

MesoNet [3] 93.62% 90.19% 91.98% 80.57%

Xception [8] 96.55% 92.17% 95.21% 87.39%

Capsule-F [25] 94.98% 91.06% 94.82% 89.10%

FTDN(ours) 98.05% 83.55% 96.32% 83.19%

Table 2. Accuracy comparison on different compression levels.

manifested as the rapid changes in motion trend of local
regions during frame-by-frame manipulation, which might
provide important evidence for model discrimination.

We tested the anti-compression robustness of our method
by using videos in the DF and F2F sub-datasets with differ-
ent compression levels. The results in Table 2 show that our
method maintained excellent performance for moderately-
compressed (c23) videos and achieved the highest detec-
tion accuracy compared with the baselines. However,
for strongly-compressed (c40) videos, its accuracy was
severely degraded, and the detection accuracy was lower
than that of some image-based methods.

6.4. Ablation Study

As mentioned above, when extracting the facial dis-
placement trajectory, we discard 50% of the tracking points
(those with the largest FB errors), and use the mean and
median values of the displacement of the remaining track-
ing points in the region to represent the displacement of the
virtual anchor. We investigated the effectiveness without
discard, the effectiveness of using the mean value, and the
effectiveness of using the median value through an abla-
tion experiment. As shown in Table 3 discarding 50% of
the tracking points with poor tracking characteristics effec-
tively improved detection accuracy. Basically, the effect of
using a trajectory based on the mean was better than that of
using one based on the median, and a combination of them
achieved the best result.

To determine the effectiveness of each component in our
network architecture, we conducted ablation experiments
on our FTDN, focusing on the effectiveness of the Time
GAT (T), the Space-Feature-GAT (SF), and the GRU en-
coder. The results in Table 4 show that the model relies
on the GRU encoder to capture the temporal features of the
trajectory series. The Time-GAT and Space-Feature-GAT
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Figure 7. We use the gradient visualization of real and fake samples to highlight the time steps in the series that contribute significantly to
the final classification. The darker the red, the greater impact of the time step on model discrimination.

Sub-Dataset w/o discard mean+median mean median

DF
w 99.32% 98.70% 98.28%
o 99.03% 99.15% 97.97%

FS
w 99.16% 99.07% 98.80%
o 97.11% 97.11% 95.89%

F2F
w 98.14% 96.28% 96.14%
o 96.80% 95.01% 96.17%

NT
w 90.66% 83.34% 85.65%
o 87.37% 84.03% 86.72%

Table 3. Results of ablation study on facial region displacement
trajectory extraction method.

weight the importance of the sequence information, which
helps the GRU improve detection accuracy. Moreover, the
contribution of graph attention to F2F and NT is much
greater than that to DF and FS. We attribute this to Deep-
fakes and FaceSwap having a larger area for face swapping,
which increases the deviations in their trajectories, enabling
the GRU to more easily capture the pattern differences be-
tween real and fake samples. In contrast, Face2Face and
NeuralTextures affect only subtle areas related to facial ex-
pressions, so the effect on the trajectory is relatively minor.
The artificial spatial-temporal attention mechanism can thus
effectively improve the accuracy of the model.

6.5. Visualization

Inspired by the concept of gradient-weighted class acti-
vation mapping [30], we used gradient information to visu-
alize the focus of the model on samples. Figure 7 shows the
contribution of trajectory information for each time step to
model discrimination (the darker the color, the greater the
contribution). The model identifies real samples by iden-
tifying continuous, smooth, and stable trajectory patterns,
so the time steps focused on for real samples are often suc-
cessive. In contrast, the model identifies fake samples by
identifying the burr noise caused by rapid changes in mo-

Settings
Sub-Dataset

DF FS F2F NT
FTDN 99.32% 99.16% 98.14% 90.66%
w/o T 98.68% 97.65% 93.55% 84.81%
w/o SF 98.90% 97.50% 96.21% 88.79%

w/o T and SF 98.72% 97.40% 93.55% 82.11%
w/o GRU 52.80% 49.32% 56.77% 51.12%

Table 4. Results of ablation study on FTDN model.

tion trend and focuses on the time steps in which the rel-
ative positions of different ROI sequences change. There-
fore, for the fake trajectory series, the region focused on by
the model is relatively discrete.

7. Conclusion

We have devised a deepfakes detection method based
on the facial region displacement trajectory. Specifically,
we propose using virtual-anchor-based region displacement
trajectory extraction to obtain the spatial-temporal repre-
sentation of different facial areas robustly and accurately.
We have also constructed a fake trajectory detection net-
work based on dual-stream spatial-temporal graph attention
and a gated recurrent unit backbone that converts the deep-
fakes detection task into a binary classification problem for
a multi-variable time series. Our detection method exhib-
ited competitive performance on samples from the Face-
Forensics++ dataset.
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