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1. Experimental Settings

Table 1. Details on experimental settings.

Access to Access to
. . Other name
purifier classifier
weights [ aware | weights
Full white box attack v v v White-box attack
Pre-processor-aware X v v [19]:
white-box attack Purifier-aware attack
Pre-processor blind X X v [9]:
white-box attack Gray-box attack
Generally known as
Black-box attack X X X black-box attack

To clarify the attack settings we focus on, we summarized them in Table 1. Note that our main target is pre-processor blind
white-box attack (equivalent to NRP [15]) and pre-processor-aware white-box attack (shown in Supplementary Materials), not
the full white-box attack which we believe is unrealistic for practical use, as in the API experiment of the manuscript.

2. Additional Analysis for Adversarial Noise

Figure 1, 2, and 3 show additional experimental results of adversarial noise. We conducted the experiments on the same
dataset used in Analysis on Adversarial Noise section of the manuscript, but with different attack methods. Figure 1 is the
result of targeted L., PGD [14] attack with the same ¢, o and attack iterations proposed in the manuscript. Figure 2 shows
analysis of untargeted Lo PGD attack with ¢ = {1, 2, 3,4, 5} and Figure 3 is about Lo CW [5] attack with 10 attack iterations.
From all the experimental results, we observe that the patches of adversarial noises generated from untargeted/targeted and
Lo/ L optimization-based adversarial attacks consistently show more or less zero mean and have symmetric distribution. We
believe that these results support how our proposed methods could achieve such strong purification results against various
types of attacks, as shown in Table 1 of the manuscript.
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Figure 1. Experimental analysis for adversarial examples generated from targeted Lo, PGD [14] (o = 1.6 / 255, where « is a step size)
attack with 10 attack iterations.
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Figure 2. Experimental analysis for adversarial examples generated from targeted Lo PGD [14] (o = 1 /255, where « is a step size) attack
with 10 attack iterations.

3 x 3 patch 3 x 3 patch
8 5 x 5 patch 30 5 x 5 patch
7 x 7 patch 7 x 7 patch
9 x 9 patch 9 x 9 patch
6 11 x 11 patch 11 x 11 patch
20
4
10
2
0 0 p
-6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6
Mean of adversarial noise patch Skewness of adversarial noise patch
(a) Distribution of mean (b) Skewness

Figure 3. Experimental analysis for adversarial examples generated from targeted Lo CW [5] attack with 10 attack iterations. All other
hyperparameters are set to the default hyperparameters of [12].



3. Architectural Details and Experimental Results for NCIS

Architectural details on FBI-Net We implemented FBI-Net by slightly modifying FBI-Denoiser [3]’s official code. In the
original paper, they composed FBI-Net with 17 layers, 64 convolutional filters for each layer. For our method, we changed the
number of layers to 8 for all experiments including FBI-Net, FBI-E and NCIS.

The number of training data for training NCIS For the self-supervised training of NCIS, we randomly selected and used
only 5% images of the ImageNet training dataset since there was no significant difference even when more images were used,
as shown in Table 2.

Table 2. Experimental results of NCIS (: = 7, K = 11, m = 2) trained by different number of images. For all experiments, we used
ResNet-152 as the classification model and evaluate each case with the ImageNet validation dataset. For generating adversarial examples, we
attacked each image using untargeted Lo. PGD (e = 16/255, & = 1.6/255) attack with 10 attack iterations. We only experimented with a
single seed.

] ResNet-152 H Standard Accuracy \ Robust Accuracy

NCIS (5%) 69.07 46.49
NCIS (10%) 68.92 49.14
NCIS (15%) 68.84 46.93
NCIS (20%) 68.93 47.84
NCIS (30%) 68.99 46.84

Selecting the number of iterations ¢ for NCIS (K = 11, m = 2) Also, we conducted experiments, as in Figure 4, to select 4
(number of iterations for iterative smoothing) of NCIS for each classification model. Considering average of standard and
robust accuracy, ¢ = 7 is the best iteration number for ResNet-152 [1 1], WideResNet-101 [23] and ResNeXT-101 [21] and
1 = b is best for RegNet-32G [16]. Note that, for all experiments, the selected ¢ for each classification model was used fixedly.

Finding the best configuration of NCIS Figure 5 shows the experimental results of various types of NCIS. Note that all
NCIS are trained with 5% images of ImageNet training dataset as already proposed in the previous section. First, both robust
and standard accuracy of NCIS with m = 3 is clearly lower than NCIS with m = 2 because reconstruction difficulty increases
as the reshape size of FBI-E becomes bigger. Second, among the results of NCIS withm = 2 at¢ = 7, NCIS (m = 2, K = 13)
achieves slightly better performance compared to NCIS (m = 2, K = 11). However, robust accuracy of both NCIS (m = 2,
K = 13) and NCIS (m = 2, K = 9) significantly decrease at ¢ = 8 where NCIS (m = 2, K = 11) does not. In this regard,
we are concerned that NCIS (m = 2, K = 13) and NCIS (m = 2, K = 9) might be sensitive to the number of iterations even
though they are slightly ahead in performance. Therefore, we selected NCIS (m = 2, K = 11) as the representative model of
NCIS and conducted all experiments with it.
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Figure 4. Experimental results of selecting the number of iterations ¢ of NCIS for each classification model. We used randomly sampled
1,000 images from ImageNet training dataset and adversarial examples generated by Lo. PGD (e = 16/255, a = 1.6/255) attack with 10
attack iterations.
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Figure 5. Experimental results of variants of NCIS. Experiments are conducted with ImageNet pretrained ResNet-152. We randomly sampled
1,000 images from ImageNet training dataset and generated adversarial examples using Lo, PGD (e = 16/255, a = 1.6/255) attack with
10 attack iterations.

4. Additional Experimental Results

Ablation study To verify each proposed module, we conducted ablation study and the results are shown in Table 3. For
experiments, we used the ImageNet validation dataset and adversarial examples of it generated by L., PGD (e = 16/255, v =
1.6/255) attack with 10 attack iterations. The first row shows the result of NCIS with complete components. The second row
is excluding GS (K = 11) from NCIS, which is named as FBI-E (m = 2). It shows that both standard and robust accuracy
slightly drop because it becomes difficult to reconstruct given images. The third and fourth row show the result of FBI + GS
(K = 11) and FBI respectively. We clearly observe that not only inference time and GPU memory requirement significantly
increase but also both standard and robust accuracy decrease after removing the extension operations. The fifth and sixth row
is the result of both GS cases and, as already checked in previous experiments, GS (K = 5) achieves remarkable performance
but GS ()X = 11) alone doesn’t.

Table 3. Experimental results for ablation studies.

GS GS FBI Extension || Standard Robust Inference GPU
(K =5) | (K=11) (m=2) Accuracy | Accuracy Time Memory
X v v v 69.07 48.06 0.0779 0.60G
X X v v 65.08 46.07 0.0669 0.60G
X v v X 66.51 21.37 0.1743 2.13G
X X v X 67.62 39.93 0.1636 2.13G
v X X X 63.32 44.92 4x107° | 0.002G
X v X X 21.35 19.98 4 x107° | 0.002G

Comparison of inference time, GPU memory, and the number of parameters Table 4 shows the comparison of inference
time, GPU memory requirement, and the number of parameters for purifying a single image. GPU memory was measured
on an image of size 224x224. First, we can check that traditional input transformation-based methods consistently show fast
inference time, except for TVM [17], with no GPU memory requirement. However, as already proposed in the manuscript
and [10], these methods are easily broken by strong white-box attacks. Second, the original NRP has a large number of
parameters and requires a huge GPU memory for purifying a single image. We think this is a fatal weakness from a practical
point of view. To overcome this limitation, the author of NRP newly proposed a lightweight version of NRP, denoted as NRP
(resG), at their official code. NRP (resG) significantly reduces inference time, GPU memory requirement, and the number of
parameters. However, both NRP and NRP (resG) have the generalization issue and cannot purify several types of adversarial
examples well, as proposed in the manuscript. In addition, NCIS is slower than NRP (resG), but shows faster inference time
and memory requirements than NRP. Note that the number of parameters of NCIS is significantly lower than NRP variants. GS
is the most computationally efficient compared to other baselines. Even though our NCIS is slow and has high computational
cost than GS and NRP (resG), we would like to emphasize that NCIS generally achieved superior results against various
attacks than GS, and also much better results than both NRP and NRP (resG) when considering both standard and robust
accuracy, as already shown in the manuscript.



Table 4. Comparison of computational efficiency.

NRP GS | NCIS

JPEG | FS | TVM | SR | ool NRP | T

Inference 0.0070 | 0.0007 | 1.1259 | 0.0084 || 0.0007 | 0.0892 | 0.0004 | 0.0779
Time (s)

GPU - - - - 043G | 9.86G || 0.002G | 0.60G
Memory

# of Parameters - - - - 1.70M | 16.6M - 0.40M

Pre-processor blind white-box PGD attack on other classification models Figure 6 shows additional experimental results
against pre-processor blind white-box attacks on other classification models. We clearly observe that our proposed methods
surpass other baselines on all classification models. Notably, we see that the performance gap between NCIS and GS is slightly
wider than the gap on ResNet-152 which was shown in the manuscript. We believe these results show our methods generally
purify overall adversarial examples generated from various types of the classification model.
Transfer-based black-box attack on other classification models Following the manuscript, Figure 7 shows the experimental

results against transfer-based black-box attacks on other classification models. We set a substitute model for each classification

model and generated adversarial examples by attacking it. The experimental results demonstrate that GS and NCIS achieve
superior results than NRP (resG) in most cases. Also, the same result is shown once again that the performance gap between
NCIS and GS is slightly wider than the gap on WideResNet-101. Note that transfer-based black-box attacks on RegNet-32G
were not as successful as attacks on other classification models so that there is not much difference in robust accuracy between
defense methods.
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Figure 6. Experimental results against L. pre-processor blind white-box PGD attacks on WideResNet-101/ResNeXT-101/RegNet-32G. For
the experiments on various €, we set step size « = 1.6/255 and attack iterations = 10. For various attack iterations experiments, we equally
set e = 16/255, and o = 1.6/255 if the number of attack iteration is lower than 10, and set v = 1/255 otherwise.
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Figure 7. Experimental results of transfer-based black-box attack with Lo, PGD attack on WideResNet-101 (substitute model: ResNet-
152)/ResNeXT-101 (substitute model: ResNet-152)/RegNet-32G (substitute model: WideResNet-101). For the experiments on various ¢,
we set step size a = 1.6/255 and attack iterations = 10. In the case of experiments on attack iterations, we equally set ¢ = 16/255, and
o = 1.6/255 if the number of attack iteration is lower than 10, and set o« = 1/255 otherwise.



Experimental results for RegNet-32G [16] Figure 5 presents the experimental results for RegNet-32G which is a recent
state-of-the-art architecture for classification. Similar to the experimental results in the manuscript, we again observe that our
NCIS achieve superior purification performance than other baselines against various types of adversarial attack.

Table 5. Experimental results of untargeted white-box adversarial attack. For L attacks, we set € = 16/255, o« = 1.6/255 and attack
iterations = 10. For Lo PGD attack, we used e = 5 and o« = 0.1. For Lo CW attack, other than setting attack iterations as 10, we applied
default hyperparameters proposed in [12]. Boldface denotes our proposed methods, and red and blue denotes the highest and second highest
results respectively. We set ¢ = 6 of GS and NCIS.

Model / Defense Standard CW | MIFGSM | DIFGSM | PGD | PGD
Accuracy || (L2) (Loo) (Loo) | (Loo) | (L2)

Wi/o defense 80.43 9.19 .77 0.39 7.46 | 11.88
JPEG 79.04 52.56 7.82 0.38 7.65 | 47.83

o) FS 77.86 51.62 .77 0.40 7.49 | 47.85
% TVM 67.06 59.37 16.72 14.02 28.66 | 60.21
L5, SR 78.38 48.16 .77 0.33 7.54 | 4043
%o NRP (resG) 74.22 58.48 20.55 4.35 14.20 | 58.18
22 NRP 76.03 57.00 16.05 4.72 14.06 | 56.77
GS (i = 5) 65.22 62.71 30.83 28.04 51.24 | 63.01
NCIS (i = 5) 71.50 67.37 41.84 31.13 53.97 | 67.28

Experimental results against AutoAttack [6] We conducted the experiments against AutoAttack (implemented in [12])
with various purification methods including NCIS, following the settings of attacking ImageNet pretrained model proposed
in [6]. The results in Table 6 show that our NCIS and GS again outperform other baselines in both L, and L4 attacks. We
believe this result again shows a better generalizability of NCIS for purification against various types of attack.

Table 6. Experimental results for AutoAttack with ImageNet pretrained ResNet-152.

‘ [ Wiodefense [ JPEG [ FS | SR [ NRP (resG) | GS | NCIS |
AutoAttack

Lo opss) 0.0 24.18 | 1074 | 13.73 | 46.81 59.74 | 63.10
(Li‘ftffﬁl;@ 0.0 390 | 247 | 4.27 30.61 57.38 | 59.46
(L/::‘S/:;;l;s) 0.0 1.63 | 2.08 | 2.08 24.07 51.88 | 52.98
« j‘:‘i‘?‘l‘gg‘s 5 0.0 1147 | 874 | 10.65 |  40.68 59.75 | 62.78
" f‘i“ﬁg?f;s) 0.0 350 | 2.63 | 529 27.40 5825 | 60.36

Experimental results of Denoised Smoothing (DS) [18] Denoised Smoothing (DS) [18] proposed an approach that applies
a pre-trained Gaussian denoiser for adversarial robustness. Although there is similarity in the use of a denoising-based model,
there are several critical differences between our method and DS. Firstly, while DS utilizes an existing Gaussian denoiser, we
develop a learnable neural network-based smoothing function that is based on both BSN and novel findings for adversarial
noise. Secondly, DS requires multiple samplings of Gaussian noise to certify a classifier and the certified accuracy is only
valid for a small radius of L2 perturbations, whereas our method is more efficient and achieves strong robust accuracy against
a wide range of adversarial attacks.

In order to evaluate the adversarial robustness of the Denoised Smoothing (DS) approach against PGD attack(L .,
a = 1.6/255, ¢ = 16/255), we conducted experiments using the experimental settings outlined in Table 1 of our paper,
specifically using the RegNet-152 architecture. We used the official code and pre-trained weights of the denoiser (o = 0.25)
provided by the authors of the DS method. To ensure fair comparison, we varied the number of random noise samplings, a key
hyperparameter of the DS method, and present the results in Table 7. Our findings indicate that while a single iteration of noise
sampling (n = 1) of the DS method yields improved robust accuracy, it also leads to a significant drop in standard accuracy.
Additionally, increasing the number of noise samplings (n > 1) improves both robust and standard accuracy, however, the
improvement is relatively small and the inference time increases significantly. In comparison to our NCIS method proposed
Table 1 of the manuscript, these results suggest that the DS method may not be as effective against PGD attacks.
Score-based black-box attack Following the suggestion of [4], we evaluate both baselines and our proposed method against
score-based black-box attack. We select Square [ ], which is the state-of-the-art and query efficient black-box attack method,



Table 7. Experimental results for Denoised Smoothing (¢ = 0.25) with ImageNet pretrained ResNet-152.

|PGD (L) [n=0[n=1]n=10] n=100 | n =1000

Standard 78.25 | 1452 | 15.38 15.35 15.41
Accuracy
Robust 650 | 13.07 | 13.69 | 13.77 13.80
Accuracy
Inference ) 0.16 1.6 16.2 162.7
Time (s)

for the experiment. For Lo Square attack, we set ¢ = 5,p = 0.1 with 300 queries and, for L., Square attack, we set
e = 8/255, p = 0.1 with 300 queries. Other hyperparameters are set to default values as [12].

Table 8 shows the experimental results against L., and Ly Square attacks. First, we observe that attack success rate of
Square is still low compared to transfer-based black-box attacks and it requires more than 300 queries to successfully fool
the classification model. Second, as already shown in [8], the traditional input transformation-based methods (e.g. JPEG, FS,
TVM and SR) show robust performance compared to others, such as white-box and transfer-based black-box attacks. Third,
our proposed methods (NCIS and GS) and NRP (resG) accomplish competitive performance, and NCIS consistently surpasses
GS. When comparing NCIS with NRP (resG), we observe that NCIS obtain higher robust accuracy than NRP (resG) in Square
(L) but not in Square (Ls).

Table 8. Experimental results for Square attack with ImageNet pretrained ResNet-152.

| Model / Defense | Square (Loo) | Square (Ly) |

W/o
defense 38.00 37.68
~ | JPEG 58.81 63.20
= FS 62.57 63.68
2] TVWM 51.23 58.05
Z SR 58.99 60.04
& | NRP (resG) 53.10 59.25
GS 55.31 51.57
NCIS 58.52 55.95

As an analysis, we visualized adversarial examples and noises generated by Square attack in Figure 8. We numerically
checked that the mean of the adversarial noise of an entire image is almost zero. However, the figure clearly shows that
adversarial noise generated by Square has a structured noise different from adversarial noise generated by the optimization-
based white-box attack (e.g PGD). We believe that this type of adversarial noise is not a form considered in both our proposed
method and NRP (resG) and that’s why input transformation-based methods show better accuracy.
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Figure 8. Visualizations of adversarial example and adversarial noise generated by Square [1] attack.
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Experimental results of dynamic inference against full and purifier-aware white-box attacks As we aforementioned in
the introduction, our paper focused on the real-world situation where the purifier is inaccessible. However, according to the
suggestion of [20] that the robustness of the defense should be reported under as many conditions as possible, we conducted
additional experiments for various attack scenarios including both full and purifier-aware white-box attack (in other words,
strong adaptive attacks [2,20]). To counter both strong attacks, we applied dynamic inference, which injects noises into an
input image, to our NCIS and NRP (resG), as proposed in [22] and the Supplementary Material of NRP [15]. We implemented
it by referring their code and we denote it as noise injection. We report the averaged experimental result for a single seed.

We evaluated each purifier using ImageNet validation set (50k images) with the ImageNet pre-trained ResNet-152 classifier,
and untargeted L., PGD attack (e = 16/255, & = 1.6/255) with 10 attack iterations. In the case of NRP (resG) with the noise
injection, we injected Gaussian noise N (0, o) into the input images before passing through the purifier. Similarly, for NCIS
with the noise injection, we injected the same Gaussian noise N (0, 02) repeatedly at each iteration of purifying process. Note
that both methods without the noise injection denote its original method, respectively, and 7 denotes the number of iterations.
We report the results for two cases of the noise injection, ¢ = 0.03, 0.04. For the full white-box attack, we generate adversarial
examples with gradients through both the purifier and classifier together. For the purifier-aware attack, we consider the case
where only the forward-pass outputs of the purifier are exposed to the attacker, not all the weights of the purifier. In this case,
we used BPDA [2] which can attack the non-differentiable pre-processor based-method by approximating its gradients as the
identity function. We used the implementation of BPDA in [7].

Table 9. Experimental results of dynamic inference for NRP(resG) and NCIS

Nm;e Standard | Purifier-blind | Full white-box Purifier-aware
ResNet-152 | Injection .
- Accuracy | PGD attack PGD attack white-box PGD attack (BPDA)
NRP (resG) X 74.04 9.68 6.29 7.12
NRP (resG) 0.03 66.69 31.40 39.33 22.55
NRP (resG) 0.04 61.46 38.04 47.83 31.56
NCIS (i = T7) X 68.93 48.06 1.29 8.72
NCIS (i = 4) 0.03 62.55 51.00 24.40 41.25
NCIS (i = 3) 0.04 63.26 51.60 37.64 40.49

The first and fourth row in the Table 9 correspond to the original NRP (resG) [15] and NCIS, respectively. Unlike NCIS,
NRP (resG) could not defend against purifier-blind PGD attack, as we already observed in the manuscript. In addition, Table 9
presents both NCIS and NRP (resG) are easily broken by both full and purifier-aware white-box attacks. The reason is that the
purifier and classifier models are simply concatenated, and each layer of the neural network is differentiable, so the backward
pass gradient can be easily calculated. Nevertheless, we confirm that applying the noise injection brings three advantages in
both strong attack cases: First, robust accuracy against the purifier-blind attack slightly increases than the case without the
noise injection. Although the level of increase of NRP (resG)’ robust accuracy is larger than NCIS, the performance is not
competitive with NCIS. Second, the optimal iteration number for the original NCIS is seven, but higher robust accuracy is
obtained at shorter iterations. Since each optimal iteration number at ¢ = 0.03 and 0.04 is reduced to four and three from
seven, it is beneficial for lowering both computational cost and inference time. Finally, adding random noise makes each
purifier defend against both the full and purifier-ware white-box attacks. In particular, on average, o = 0.04 is the best for both
methods, and, in this variance, NCIS beats NRP (resG) in all cases except for the full white-box PGD attack. We believe that
both purifier-blind and purifier-aware attacks are more likely to occur in the real world than the full white-box attack, and our
method reveals more efficiency in these realistic scenarios. However, the noise injection has a common shortcomings that
slightly decreases standard accuracy but NCIS more successfully maintains it in o = 0.04.

In conclusion, even though we mainly consider the purifier-blind white-box attack, our simple variance of NCIS can be
robust to not only the purifier-blind attack but also both the full and purifier-aware white-box attack, by easily applying the
dynamic inference.



5. Additional Details on API Experiments

Dataset generation For generating benchmark datasets, we sampled images from ImageNet training dataset and generated
adversarial examples of them using transfer-based black-box attack using ensemble of five classification models, ResNet-152,
VGG-19, GoogleNet, ResNeXT-101, WideResNet-101, based on [13]. We attacked each image with targeted L., PGD
(e = 16/255, a = 1.6/255) attack with 10 attack iterations, and then made a pair of a clean and an adversarial example. Then,
we queried each pair and stored them only when all the top five predicted labels of the clean and adversarial example were
totally different. The above process was performed on all the four APIs, and we respectively sampled 100 pairs for test dataset
and 20 pairs for validation dataset. In other words, we sampled 100 pairs of test dataset and 20 pairs of validation dataset for
each API respectively. We will open all generated datasets publicly.

Evaluation metrics First, Prediction Accuracy is the measure for the same number of labels among top five labels between
the predicted label of the purified image and the predicted label of the clean image. Second, Top-1 Accuracy is the measure for
whether the Top-1 label of the purified image is same as the Top-1 label of the clean image. Finally, Top-5 Accuracy is the
measure for whether the Top-1 label of the clean image exists within the Top-5 predicted labels of the purified image.
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Figure 9. Experiments for hyperparameter selection of GS and NCIS.

Hyperparameter selection For GS and NCIS, we found the number of iterations ¢ for each API by using the generated
validation dataset. As a criterion, we only consider highest average Prediction Accuracy of a clean and adversarial example to
select best 7. Figure 9 shows the experimental results and Table 10 selected best ¢ for each dataset. Note that all selected ¢ are
used for the experiments for APIs in the manuscript.

Visualization examples Figure 10 presents additional visualization examples of defending commercial vision APIs.

Table 10. Experimental results of hyperparameter selection.

Prediction AWS Azure Clarifai Google
Accuracy
GS 048G =1)]046(i=2)]065(=1)]032G=1)
NCIS 058(:=3)|051(:i=1){073G=1)| 04803 =1)
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Figure 10. Visualization examples of defending commercial vision APIs. The APIs predict correct top-5 predictions of the original clean
images (first column), and when completely fooled by the adversarial examples (second column). The right two columns show the prediction
results when two purifiers, NRP (resG) [15] and our NCIS, are applied to the adversarial examples.
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