Algorithm 1: Zeroth-Order Optimization of Natural Light attack

Input: Victim classifier f, Input image x, Ground truth y, Light
generator G, Update times t,,4., Distribution of parameter P,
Step size of estimate gradient §, Step size of optimize -y, Restart
threshold 7
Output: Adversarial image x
1205, T

2 score* — Log(y, f(x}4))

*

4o With maxi. score

3 // Optimize k rounds

4 for i+ 1tok do

5 sample P from P

6 // Optimize each P tya. times

7 for t + 1 to t,qp do

8 Tadv < T+ g(vaP)

9 score < Log(y, f(Tadv))

10 if score > score® then

11 Zh g0 & Tado

12 L score* < score

13 // Estimate gradient of each parameter in P
14 for P; in P do

15 Pj — Pj +46

16 ;v((ljd)v —x+ Gz, Mp)

17 scoreld) ECE(y,f(xffd)v))
18 gradj + (scoreV) — score)/§
19 if score > score* then

20 ‘r:;dv A xgjd)'u )

21 score* < scoreld)

22 L Pj — Pj )
23 // Random start with vanish gradient
24 if ||grad||2 < 7 then

25 L sample P from P
26 // Update parameter
27 else
grad
28 | P Prrpiem




