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1. Ablation Study

We perform an ablation study, evaluating the influence of different elements on the performance. We use Rebuffi ef al. [10]
AT model WRN28-10 trained on CIFAR10 and threat model ¢, = 8/255. We evaluate the performance over clean examples
and 4 attacks: ({oo,€ = 8/255), (foo, € = 16/255), ({3, = 0.5), (f2,e = 1.0). First, we investigate the necessity of the
AT model. Next, we check the impact of the distance metric by which we make the prediction. Moreover, we check the
influence of the transformation hyper-parameters «, v, and transformation steps M. Finally, we check different £ values for
CODIPryp.f.-

PAG Property Our method is based on image transformations, and we show the effectiveness of the proposed transfor-
mation through extensive evaluation. We claim that the transformation is possible due to the PAG property, which is known
to be possessed by AT classifiers [4, 5, | 1, 13]. To validate this claim we use our method on WRN28-10 classifier that was
trained on clean images. We show that the model enhancement is limited compared to the results achieved by AT models.

Distance Metric Our method operates through two phases: transformation and distance measurement, where the distance
is used for the classification decision. CODIP operates through /5 norm, however, there are other reasonable choices such as
LPIPS [16], which measures the perceptual similarity between two images. We demonstrate that /o better suit our method.

Hyper-Parameters We investigate the influence of each hyper-parameter, «, v, M, of CODIP over the model performance.
First, we look at different values of « which determines the transformation step size. The proposed transformation is per-
formed via iterative gradient updates, where each step is of size . Hence, the step size holds an important key. While small
steps might better follow the function, the progress is slower since it requires additional steps. On the other hand a large step
size, although much faster, might lead to insufficient results. Our results in Tab. 1 support the theory, as a large step size leads
to bad results. While small step size, with additional transformation steps, leads to equally good performance.

Next, we examine the influence of « on the performance. This parameter regulates the transformation distance. Small
values allow the transformation to change the image, while large values restrict the transformation to be minimal.

Finally, we examine the number of transformation steps. When the number of steps is small, the transformation can not
reach its objective. For a sufficient number of steps, we get good results, even when we have more than the minimal required
number of steps.

Top-k We investigate the influence of different k& values on CODIPryp., . For small values, our method performance is
getting closer to the AT classifier performances as we rely on its predictions. When we increase k, we rely more on the
transformation performance, which leads to better robustness.
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Table 1. Ablation Study An ablation over (a) The necessity of the AT model, (b) different distance metrics, (c) different hyper-parameters
values, and (d) different k values.

Transformation Steps Attack

AT Distance Y P> o 4 Topk Clean Loo Lo
8/255 16/255 0.5 1.0
X - - —  —  —  9526% 00.00% 00.00% 00.00% 00.00%
ls 30 0.05 300 X 93.04% 01.11% 01.12% 01.24% 01.10%
LPIPS [16] 20 L5 400 80.07T% 66.49% 33.54% T7A.T3% $9.25%
v lo 0.1 300 84.86% 66.96% 35.15% 74.84% 53.32%
100 0.05 84.86% 66.91% 35.02% 74.84% 53.50%
0.05 82.96% 65.40% 33.29% 74.14% 52.74%
v ls 30 0.1 300 X 84.86% 66.96% 35.15% 74.84% 53.32%
0.5 82.14% 67.85% 39.11% 73.32% 52.25%
1.0 73.78% 63.78% 32.39% 68.52% 47.10%
10 34.01% 33.84% 29.76% 35.29% 41.65%
100 81.33% 67.13% 3847% 74.02% 57.05%
v ls 30 0.1 300 X 84.86% 66.96% 35.15% 74.84% 53.32%
500 84.58% 66.08% 32.78% T73.94% 49.42%
1000 79.47% 63.63% 29.80% 69.46% 42.41%
10 70.28% 61.67% 29.66% 69.32% 49.21%
30 84.86% 66.96% 35.15% 74.84% 53.32%
v b 50 0.1 300 X gy 7% 66.98% 35.02% 7A76% 53.19%
100 84.88% 67.01% 35.13% 74.85% 53.34%
2 8637% 66.45% 32.70% 73.98% 49.67%
5 85.79% 67.12% 34.72% 75.14% 53.30%
v & 30 0.1 300 5 $563% 67.12% 34.97% 75.12% 53.55%
9 8521% 66.97% 34.72% 74.91% 53.31%




2. Qualitative Results
Clean Image True Class Similar Class Dimilar Classes
‘ damselfly dragonfly mixing bowl necklace
(0.08) (3.03) (13.78) (12.68)
‘ salt shaker spoonbill sunglass
(0.46) . (11.78) (7.28)

Figure 1. Class-Conditioned Transformation Depiction of class-conditioned transformations of clean images from ImageNet towards
true class, similar class, and dissimilar class. These transformations performed using CODIP, and the ‘ » distance between the clean image

and the transformed images is noted below the target class name
We perform a qualitative experiment in which we compare the transformation’s visualization towards different classes
In Fig. 1 we demonstrate that the transformation towards the true class does not change the image appearance much, while

transforming to another class does. The transformation to other classes changes the image considerably, especially towards
classes that are not semantically similar to the true class, which supports the assumption underlying our method
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