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Abstract

Training data privacy is a fundamental problem in mod-
ern Artificial Intelligence (Al) applications, such as face
recognition, recommendation systems, language genera-
tion, and many others, as it may contain sensitive user in-
formation related to legal issues. To fundamentally under-
stand how privacy mechanisms work in Al applications, we
study differential privacy (DP) in the Neural Tangent Kernel
(NTK) regression setting, where DP is one of the most pow-
erful tools for measuring privacy under statistical learning,
and NTK is one of the most popular analysis frameworks for
studying the learning mechanisms of deep neural networks.
In our work, we can show provable guarantees for both dif-
ferential privacy and test accuracy of our NTK regression.
Furthermore, we conduct experiments on the basic image
classification dataset CIFAR10 to demonstrate that NTK re-
gression can preserve good accuracy under a modest pri-
vacy budget, supporting the validity of our analysis. To our
knowledge, this is the first work to provide a DP guarantee
for NTK regression.

1. Introduction

Artificial Intelligence (AI) applications are widely em-
ployed in daily human life and product activities, such
as face recognition [104], recommendation systems [135],
chat-based language generation [2], and many more. These
applications intrinsically run deep-learning models that are
trained on broad datasets, where many contain sensitive
user information, e.g., a company trains a model on its user
information to provide better-customized service. Conse-
quently, there is a problem with user privacy information
data leakage [74], which affects the AI company’s reputa-
tion [73] and may cause severe legal issues [06, 1 34]. There-
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fore, preserving the privacy of training data becomes a fun-
damental problem in deep learning.

Differential Privacy (DP) [36] was proposed to measure
privacy rigorously and has been widely studied in many tra-
ditional statistical problems. Recently, many brilliant works
have applied this powerful tool to machine learning settings.
One line of work studies the classic machine learning task,
e.g., [107] studies DP under the Support Vector Machine
(SVM) model. However, these settings are still far from
practical deep neural networks nowadays. The other line
of work studies the DP in deep learning training, e.g., DP-
SGD [ 1] provides DP guarantees for the Stochastic Gradient
Descent (SGD) training algorithm. The issue in DP training
is that the trade-off between privacy guarantees and test ac-
curacy will worsen as training time increases. DP training
may not be practical in today’s training paradigm, i.e., pre-
training with an adaptation in foundation models [16], as
the per-training stage may involve billions of training steps.

To bridge the gap between practical deep learning mod-

els and practical differential privacy guarantees, in this
work, we study DP Mechanisms in Neural Tangent Ker-
nel [64] (NTK) Regression. NTK is one of the most stan-
dard analysis frameworks for studying optimization and
generalization in over-parameterized deep neural networks
(DNN). NTK can connect the DNN training by SGD to
kernel methods by using the kernel induced by gradient
around the neural networks’ initialization. Consequently,
the DNN optimization can be viewed as NTK regression,
and it retains almost the same generalization ability [11]
as kernel regression even though the DNN is in an over-
parameterization regime.
Our contributions. In this work, we use the “Gaussian
Sampling Mechanism” [46] to add a positive semi-definite
noise matrix to the neural tangent kernel matrix and the
truncated Laplace mechanism [36] to ensure the privacy of
the kernel function. Then, we can show provable guarantees
for both differential privacy and test accuracy of our private
NTK regression, i.e.,

Theorem 1.1 (Main result, informal version of Theo-
rem 4.4). Under proper conditions, for any test data x, we



have NTK-regression is (€,9)-DP and has good utility un-
der a large probability.

Furthermore, we undertake experiments using the fun-

damental image classification dataset CIFAR10 to illustrate
that NTK regression can maintain high accuracy with a
modest privacy budget (see Figure | in Section 6.2). This
effectively validates our analysis. To the best of our knowl-
edge, this research is the first effort to offer a differential
privacy (DP) guarantee for NTK regression.
Roadmap. Our paper is organized as follows. Section 2
provides an overview of differential privacy, the neural tan-
gent kernel (NTK). Section 3 introduces the formal defini-
tion of DP, the definitions of both continuous and discrete
versions of the NTK matrix, and the definition of NTK Re-
gression. In Section 4, we provide the privacy and utility
guarantees for our private NTK regression. An overview of
the techniques employed in this paper is discussed in Sec-
tion 5. In Section 6, we conduct experiments on the ten-
class classification task of the CIFAR-10 dataset, demon-
strating that our algorithm preserves good utility and pri-
vacy. In Section 7, we thoroughly discuss several inherent
intuitions behind the design of our algorithm. Finally, we
conclude in Section 8.

2. Related Work

Differential Privacy Guarantee Analysis. Since the intro-
duction of the concept of differential privacy (DP) by [35],
it has emerged as a crucial standard for privacy protection,
both theoretically and empirically [34,75,105, ,136]. DP
offers a robust and measurable privacy definition that sup-
ports the design of algorithms with specific guarantees of
privacy and accuracy [8, 13,22,24,27-31,38-43,46,49,51—
and many more. Furthermore, innovative mechanisms have
been developed beyond conventional Laplace, Gaussian,
and Exponential methods [36]. For instance, the truncated
Laplace mechanism [48] has been demonstrated to achieve
the tightest lower and upper bounds on minimum noise am-
plitude and power among all (¢, §)-DP distributions.

Neural Tangent Kernel. Numerous recent studies sug-
gest that the analysis of optimization and generalization in
deep learning should be closely integrated. NTK employs
the first-order Taylor expansion to examine highly over-
parameterized neural networks, from their initial states, as
seen in references like [4-0, 10, 17-20,23,25,26,32,33,44,

s s , , s s ] and others. Con-
sequently, the optimization of neural networks can be ap-
proached as a convex problem. The NTK technique has
gained widespread application in various contexts, includ-
ing preprocessing analysis [7,45,62, s s ,122], fed-
erated learning [78], LoRA adaptation for large language

models [21,55,56,61,84,85,91, , ], and estimating
scoring functions in diffusion models [54,57, 58, —126].
Differential Privacy in Machine Learning. Differential
privacy (DP) is a thriving and potent method with extensive
applications in the field of private machine learning [87].
This includes its use during the pretraining stage [1, 105],
the adaptation stage [14,82,89, , ,133], and the infer-
ence stage [37,72,86]. Recently, [50,92, ] has integrated
DP into large language models, and [128] applied DP into
diffusion models. DP has also been widely used in vari-
ous settings, e.g., near-neighbor counting [8], permutation
hashing [80], BDD tree [63], counting tree [49], Jaccard
similarity [12] and so on.

3. Preliminary

In this section, we first introduce some basic notations in
Section 3.1. In Section 3.2, we introduce the definition of
DP, and the truncated Laplace mechanism. Then, we will
introduce the definitions of the neural tangent kernel, both
discrete and continuous versions in Section 3.3, the defini-
tions and key component of NTK regression in Section 3.4.

3.1. Notations

For any positive n, let [n] denote the set {1,2,--- ,n}.
For any vector z € R™. We define the {5-norm of a vec-
tor z as ||z]]2 = (31, 22)'/2, the ¢1-norm as [|z||; =

> |zil, the £y-norm as the count of non-zero elements in
2, and the £oo-norm as [|z[|o := Max;c[y) |2:|. The trans-
pose of vector z is indicated by z . The inner product be-
tween two vectors is denoted by (-,-), such that {(a,b) =
D aibs.

For any matrix A € R™*". We define the Frobenius
norm of A as [[Allr = (X;cpmyjepm) A74)"/? We use
[|A]| to denote the spectral/operator norm of matrix A.

A function f(z) is said to be L-Lipschitz continuous if
it satisfies the condition ||f(z) — f(y)|l2 < L - ||z — yl|2
for some constant L. Let D represent a given distribution.
The notation z ~ D indicates that = is a random variable
drawn from the distribution D. We employ EJ] to represent
the expectation operator and Pr([] to denote probability. Fur-
thermore, we refer to a matrix as PSD to indicate that it is
positive semi-definite.

As we have multiple indexes, to avoid confusion, we
usually use 4,j € [n] to index the training data, s,t € [d]
to index the feature dimension, » € [m] to index neuron
number.

3.2. Differential Privacy

This section will first introduce the formal definition of
differential privacy. Then, we will introduce the truncated
Laplace mechanism that can ensure DP.



Definition 3.1 (Differential Privacy, [36]). Fore > 0,§ >
0, a randomized function A is (e, §)-differentially private
((e,0)-DP) if for any two neighboring datasets X ~ X',
and any possible outcome of the algorithm S C Range(A),
PrlA(X) € S] < efPr[A(X') € S] + 6.

Then, we introduce the sensitivity of a function f, which
is defined to be Ay = maxx.x’ |f(X) — f(X')|. We use
X ~ X’ to denote two neighboring datasets.

We use Lap(A) to denote the Laplace distribution with
parameter A with PDF Pr[Z = z] = ;Le~[*I/*. We also use
TLap(A, ¢, d) to denote the Truncated Laplace distribution
with PDF proportional to e~ |#//* on the region [~ By, By],

where By, = (A/e)log(1 + 86231)‘

Lemma 3.2 (Truncated Laplace Mechanism, [8, 36, 48]).
Given a numeric function f that takes a dataset X as the in-
put, and has sensitivity A, the mechanism output f(X)+ Z
where Z ~ Lap(A/e) is (¢,0)-DP. In addition, if Z ~
TLap(A,¢,0), then f(X) + Z is (¢,0)-DP.

Here, we introduce the critical post-processing Lemma
for DP.

Lemma 3.3 (Post-Processing Lemma for DP, [36]). Let
M := NXI 5 R be a randomized algorithm that is (e, §)-
differentially private. Let f : R — R’ be an arbitrarily
random mapping. Then is f o M : NXI — R’ (¢, 6)-
differentially private.

Then, we restate the composition lemma for DP.

Lemma 3.4 (Composition lemma for DP, [36]). Let M :=
NXI' — R be an (¢;,0;)-DP algorithm for i € [k].
If Mpy — I Ry satisfies Mpyy(z) = (Mi(z),
o My(@), then My is (X, €, 1, 6;)-DP.

3.3. Neural Tangent Kernel

Then, we introduce our crucial concept, the Neural Tan-
gent Kernel induced by the Quadratic activation function.
We will introduce Discrete Quadratic Kernel in Defini-
tion 3.5 and Continuous Quadratic Kernel in Definition 3.6.

Data. We have n training data points D, =
{(zs,y:)}, = (X,Y), where z € R?and y € {—1,1}.
We denote X = [71,...,7,])" € R"™4 and Y =
[Y1, .- yn] " € {—1,+1}". We assume that ||z;||z < B,
Vi € [n].

Models. We consider the two-layer neural network with
quadratic activation function and m neurons

m

f(.%‘) = Zar<wrv'x>27
r=1

where w, € R? and a, € {—1,+1} for any r € [m].

Definition 3.5 (Discrete Quadratic NTK Kernel). We draw
weights w, ~ N(0,0%14xq) for any r € [m] and let
them be fixed. Then, we define the discrete quadratic ker-
nel matrix HY% € R"*" corresponding to D,,, such that
Vi, j € [n], we have

m

is 1
ng = E Z<<wr7xi>xi7 <w7“3‘rj>xj>'

r=1

Note that H4* is a PSD matrix, where a detailed proof
can be found in Lemma C.1.

Definition 3.6 (Continuous Quadratic NTK Kernel). We de-
fine the continuous quadratic kernel matrix H®** € R"*"
corresponding to D, such that Vi, j € [n], we have

ts __
T o oar, (i (w0, 25)25).
3.4. NTK Regression

We begin by defining the classical kernel regression
problem as follows:

Definition 3.7 (Classical kernel ridge regression [71]). Let
feature map ¢ : RY — F and \ > 0 is the regularization
parameter. A classical kernel ridge regression problem can
be written as

1 1
min Sf]Y ~ ¢(X) Tl + w3

Then, we are ready to introduce the NTK Regression
problem as follows:

Definition 3.8 (NTK Regression [
ditions are met:

1. Ifthe following con-

o Let K(-,-) : R x R — R be a kernel function, i.e.,
K(z,2) = £ 5 (w22, {wr, 2)2), ¥z, 2 € RY.

m r=1

e Let K € R"™ ™ be the kernel matrix with K; ; =
K(zi, ;). Vi, j € [n] x [n].

o Let « € R™ be the solution to (K + A\,)a = Y.
Namely, we have o = (K + \I,,)"'Y.

Then, for any data x € R?, the NTK Kernel Regression
can be denoted as

fi(@) =
4. Main Results

1
K(z, X) a.

n

In this section, we will introduce several essential lem-
mas that form the basis of our main result.

Firstly, we provide a high-level overview of our intuition.
Recall that in the definition of the NTK regression, we have
a = (K + AI)~'Y and K(z, X) (see also Definition 3.8).



We aim to protect the sensitive information in the training
data X € R™*?  Therefore, we only need to ensure the
privacy of « and K(z, X).

To ensure the privacy of «, we initially focus on priva-
tizing K. Subsequently, we demonstrate that o remains
private by applying the post-processing lemma of DP (
Lemma 3.3). Privatizing K is non-trivial, as K = H dis_
indicating that K is a positive semi-definite (PSD) ma-
trix (Lemma C.1). We denote K as the privacy-preserving
counterpart of K. K must maintain the PSD property, a
condition that classical mechanisms such as the Laplace
Mechanism and Gaussian Mechanism cannot inherently
guarantee a private matrix. In the work by [46], the “Gaus-
sian Sampling Mechanism” addresses this challenge, ensur-
ing that the private version of the Attention Matrix also re-
tains PSD.

Then, we use the truncated Laplace mechanism to ensure
the privacy of X. Then, by post-processing lemma, we have
the privacy guarantees for K(z, X).

Finally, with the help of the composition lemma of DP,
we can show that the entire NTK regression is also DP.

So far, we have introduced the high-level intuition of our
entire algorithm. Then, we will dive into the details. Firstly,
we introduce the definition of the neighboring datasets.

Definition 4.1 (3-close neighbor dataset, [46]). Let B > 0
be a constant. Let n be the number of data points. Let
dataset D = {(z;,v;)}?_,, where z; € R% and ||z;|2 < B
foranyi € [n]. We define D' as a neighbor dataset with one
data point replacement of D. Without loss of generality, we
have D' = {(z;,y:)}1=}' U {(2),,yn)}.Namely, we have D
and D' only differ in the n-th item.

Additionally, we assume that xz,, and x|, are [-close.
Namely, we have

[n = 2pll2 < B.

4.1. DP Guarantees for NTK Regression

In this section, we will state the DP property of the entire
NTK regression using the composition and post-processing
lemma of DP. The corresponding lemma is as follows.

Lemma 4.2 (DP guarantees for NTK rggression , infor-
mal version of Lemma 1.1). Let K(z, X) be defined as
Lemma 5.9. Let (K + AI)™! be defined as Lemma 5.4.
Let ex,dx € R denote the DP parameter for K(x, X). Let
€a, 00 € R denote the DP parameter for (K + X\ )~L. Let
€ = €x + €4,0 = 0x + 0n. Then, we can show that the
private NTK regression (Algorithm 2) is (€, )-DP.

Basically, we can easily prove this lemma by using the
composition lemma of DP. For further details of the proof,
please refer to Section I in the appendix.

4.2. Utility Guarantees for NTK Regression

In this section, we provide the utility guarantees for the
private NTK regression introduced in the previous section.

Lemma 4.3 (Utility guarantees for NTK regression, in-
formal version of Lemma J.1). Let Ax = /d - . Let
€x,0x € R denote the DP parameters for X. Let By, =
(Ax/ex)log(l + 662};;1 ). If all conditions hold in Condi-
tion 5.6, then, with probability 1 — ~, we have

B3\dBy,

P Thmax * W )
77min+)\

Vicle) = Ii(el] < O Cimin + 1

4.3. Main Theorem

Then, we are ready to introduce our main result, includ-
ing both the privacy and utility guarantees of our private
NTK regression (Algorithm 2).

Theorem 4.4 (Private NTK regression ). Let Ax = v/d -
B. Let ex,0x € R denote the DP parameters for X. Let
Br, = (Ax/ex)log(l + e‘;g;l). If all conditions hold in
Condition 5.3, Condition 5.5, and Condition 5.6, then, for
any test data x, with probability 1 — 03 — vy, we have that
fx(x) is (¢,6)-DP and

B3dBy,
TImin + A

p'nmax'w
).

Fie(@) ~ @) < O s

The proof of this theorem follows from directly combin-
ing the DP guarantees of NTK regression (Lemma 4.2) and
the utility guarantees of NTK regression (Lemma 4.3).

5. Technical Overview

In Section 5.1, we introduce two crucial concepts used
for the Gaussian sampling mechanism. In Section 5.2, we
will adhere to the framework established in [46] and elab-
orate on the functioning of the “Gaussian Sampling Mech-
anism,” along with its primary results and requirements. In
Section 5.3, we will examine the utility implications of em-
ploying the "Gaussian Sampling Mechanism.” Additionally,
we include a remark that analyzes the trade-off between pri-
vacy and utility inherent in our approach. In Section 5.4, we
introduce our privacy guarantee results on the kernel func-
tion K(z, X), which is achieved by the truncated Laplace
mechanism. In Section 5.5, we provide a detailed analysis
of the utility of the private kernel function K(z, X).

5.1. Key Concepts

In this section, we will introduce the two essential defini-
tions M and A used in the privacy proof of “Gaussian Sam-
pling Mechanism”, which need to satisfy M < A, which
is also the Condition 4 in Condition 5.3. We will begin by
presenting the definition of M.



Definition 5.1 (Definition of M, [46]). Let M : (R")? —
R™*"™ be a (randomized) algorithm that given a dataset of
d points in R™ outputs a PSD matrix. Let Y,)' € (R")%
Then, we define

M = [MO)2MY) M) =T p.
Afterward, we proceed to define A.

Definition 5.2 ( Definition of A, [46] ). If we have the fol-
lowing conditions:

e Lete € (0,1) and § € (0,1).

e Let k denote the number of i.i.d. samples

1,92, gk from N(0,21) output by Algorithm 1.
We define
€ €
A := min , .
{ /8klog(1/8)" 8log(1/9) }

5.2. DP Guarantees for (K + \I)~!

In this section, we recapitulate the analytical outcomes of
the “Gaussian Sampling Mechanism” as presented in The-
orem 5.4 from [46]. The associated algorithm is detailed in
Algorithm 1.

Firstly, we outline the conditions employed in the “Gaus-
sian Sampling Mechanism” as follows:

Condition 5.3. We need the following conditions for DP:

* Condition 1. Let ¢, € (0,1), 6, € (0,1), k € N.

e Condition 2. Let ), denote neighboring datasets,
which differ by a single data element.

* Condition 3. Ler A be defined in Definition 5.2 and
A <L

¢ Condition 4. Let M, M be defined in Definition 5.1
and M < A.

* Condition 5. Let the input ¥ = M(Y).

* Condition 6. Let p = O(+/(n2 +1log(1/7))/k +
(n* +1log(1/7))/k)-

Prior to delving into the primary analysis of the “Gaus-
sian Sampling Mechanism” , we offer a succinct overview
of its underlying intuition. As noted at the outset of Sec-
tion 4, the task of obtaining a private positive semi-definite
(PSD) matrix is non-trivial.

Nevertheless, by leveraging covariance estimation
within the “Gaussian Sampling Mechanism”, we can guar-
antee that the estimated matrix will remain PSD. This is
because for any i € [k], we have g;g,' is PSD matrix, then
k1 Zle gig; is also PSD matrix.

With this foundation, we are ready to introduce the anal-
ysis of the “Gaussian Sampling Mechanism”. The analysis
is presented as follows:

Lemma 5.4 (DP guarantees for (K + AI)~!, Theorem
6.12 in [46], Theorem 5.1 in [3], informal version of
Lemma D.1). If all conditions hold in Condition 5.3 and
Condition 5.5, then, there exists an Algorithm I such that

o Part 1. Algorithm 1 is (€4, 04 )-DP.

* Part 2. Outputs Se S? denotes the private version of
input 3, such that with probabilities at least 1 — -,

[S7V288 Y2 — L||p < p.

e Part3. (1-p)T =S =< (1+p)%.

In Lemma 5.4, Part 1 claims the privacy guarantees of
the “Gaussian Sampling Mechanism”, Part 2 establishes
the critical properties necessary to ensure the utility of the
“Gaussian Sampling Mechanism”, and Part 3 presents the
ultimate utility outcomes of the algorithm.

Note that in our setting, we use X = K, where K is non-
private Discrete Quadratic NTK Matrix in NTK Regression,
and we also have ¥ = K, where K denotes the private
version of K.

Algorithm 1 The Gaussian Sampling Mechanism, [40]

1: procedure ALGORITHM(X, k)

2: PSD matrix ¥ € R™*" and parameter k € N

3: Obtain vectors gi,g2, - ,gr by sampling g; ~
N(0,%), independently for each i € [k]

4 Compute & = 3 SF gl
estimate.

5: return X

6: end procedure

> Covariance

We need the following conditions so that we can make
Condition 4 in Condition 5.3 hold, with probability 1 — ¢3.
See the detailed proof in Section B.3.

Condition 5.5. We need the following conditions for the
calculation of M (see Definition 5.1).

+ Condition 1. If D € R"*? and D' € R"*? are neigh-
boring dataset (see Definition 4.1)

+ Condition 2. Let H denote the/ discrete NTK kernel
matrix generated by D, and HY®" denotes the discrete
NTK kernel matrix generated by neighboring dataset
D'

 Condition 3. Ler Hds > Nmindn xn, for some Nyin €
R.

* Condition 4. Let § = O(n)min/ poly(n, o, B)), where
0 is defined in Definition 4.1.

* Condition 5. Let ¢ := O(y/no?B33).



* Condition 6. Ler 61,05,05 € (0,1).
da/ poly(m). Let §3 = 5/ poly(n).

* Condition 7. Let d = Q(log(1/41)).

Let 61 =

* Condition 8. Let m = Q(n - dB*5721og(1/52)).
5.3. Utility Guarantees for (K + \I)~!

In this section, we will provide utility guarantees under
“Gaussian Sampling Mechanism”. By Lemma 5.7, we will
argue that, “Gaussian Sampling Mechanism” provides good
utility under differential privacy.

We start with introducing the necessary conditions used
in proving the utility of “Gaussian Sampling Mechanism”.

Condition 5.6. We need the following conditions for Utility
guarantees of “Gaussian Sampling Mechanism”:

+ Condition 1. If D € R"*? and D' € R"*? are neigh-
boring dataset (see Definition 4.1)

« Condition 2. Let HYS denote the discrete NTK kernel
matrix generated by D (see Definition 3.5).

« Condition 3. Let oy Lrxn = HY = ninlnxn, for
SOmMe Nmax; NMmin € R.

« Condition 4. Let HY® denote the private HYS gener-
ated by Algorithm 1 with HYS as the input.

« Condition 5. Ler K = HY K = HYS in Defini-
tion 3.8. Then we have fi(x) and [ (x).

o Condition 6. Let /1) /Nmin < A, where A is defined
in Definition 5.2.

* Condition 7. Let p = O(y/(n%+log(1/7))/k +
(n® +log(1/7))/k)-

 Condition 8. Ler w := 6do2B*.

* Condition 9. Ler v € (0, 1).

We then leverage Part 3 of Lemma 5.4 to derive the er-
ror between the outputs of the private and non-private NTK
Regression, thereby demonstrating the utility of our algo-
rithm.

Lemma 5.7 (Utility guarantees for (K + AI)~!, informal
version of Lemma F.3). If all conditions hold in Condi-
tion 5.6, then, with probability 1 — ~, we have

1 = 1 P * Nmax
0+ AD)T = (R a0~ < 0Ly

The interplay between privacy and utility guarantees is
complex. Our algorithm exhibits a property akin to that of
other classical differential privacy algorithms: an increase
in privacy typically results in a decrease in utility, and con-
versely. We will provide a thorough explanation of the
privacy-utility trade-off in the subsequent Remark.

Algorithm 2 Private NTK Regression

1: procedure MAIN(X € R"*¢ m,k) > Theorem 4.4

2: Draw wy, - - - ,w,, € R? random Gaussian vectors

3: Compute K such such K; ; = K(z;, ;)

4 Obtain vectors g1,92, -, gk by sampling g; ~
N (0, K) independently for each i € [k]

5: Compute K + x Zle gig; > Lemma 5.4

6: Compute)? + X 4+ TLap(Ax,ex,0x) >
Lemma 5.9 _ _

7. Compute f%(z) + K(z, X) (K +\-I,)'Y

8: return f* (z)

9: end procedure

Remark 5.8 (Trade-off between Privacy and Ultility in
Lemma 5.7). An inherent trade-off exists between the pri-
vacy and utility guarantees of our algorithm. Specifically,
enhancing privacy typically results in a degradation of util-
ity. Recall that the variable k represents the number of sam-
pling iterations in the Gaussian Sampling Mechanism.

To ensure privacy, we must adhere to Condition 4 as out-
lined in Condition 5.3, which requires that M < /. Here,
M is a constant defined in Definition 5.1, with its precise
value calculated in Lemma B.1. In contrast, A is defined in
Definition 5.2 and is dependent on the value of k. Conse-
quently, to achieve stronger privacy, namely a smaller DP
parameter €, or d, it is necessary to decrease k to meet
the M < A constraint.

On the other hand, for utility considerations, as defined
by p = O(\/(n? +1og(1/7)) /k + (n* + log(1/7))/k), a
reduction in k results in an increase in p. This, in turn, leads
to diminished utility.

Due to the limitation of space, we refer the readers to
Lemma F.3 in the appendix for the details of proof of
Lemma 5.7. A detailed explanation of the trade-off between
privacy and utility can be found in Remark 5.8.

5.4. DP Guarantees for K(z, X)

Then, we will introduce how to ensure the DP prop-
erty of the kernel function K(x, X') by using the truncated
Laplace mechanism.

Lemma 5.9 (DP guarantees for K(z, X), informal version
of Lemma G.3). Ifthe following conditions hold:

o Let x € R? denote an arbitrary query.

e Letex,dx € R denote the DP parameters.

o Let Ax :=/d - 3 denote the sensitivity of X.
o Let K(x, X) be defined as Definition 3.8.

o Let X := X + TLap(Ax, ex,0x) denote the private

version of X, where X is (ex,dx)-DP.



Then, we can show that K(z, X) is (€x, 6x )-DP.

To sum up, we first use the truncated Laplace mechanism
to ensure the (ex,dx)-DP on X. Then, we use the post-
processing lemma to ensure the privacy of K(z, X). More
details can be found in Section G.

5.5. Utility Guarantees for K(z, X)

The utility analysis for the private kernel function
K(z, X) is as follows.

Lemma 5.10 (Utility guarantees for K(x, X), informal ver-
sion of Lemma H.1). If the following conditions hold:

o Letx € RY be a query, where for some B € R, ||z||2 <

B.
o Let K(z, X) € R" be defined as Definition 3.8.
o Let X € R"*d pe defined as Lemma G.2.
o Let Ax =d- B.
e Letex,d0x € R denote the DP parameters for X.
* Let B, = (Ax/ex)log(l+ %)
Then, we can show that
IK(z, %) = K(z, X)l2 < 2B VaBy.
6. Experiments

This section will introduce the experimental methodol-
ogy employed on the CIFAR-10 dataset. The corresponding
results are visualized in Fig. 1. In Section 6.1, we enumer-
ate all the parameters and the experimental setup we uti-
lized. Section 6.2 presents a detailed analysis of the out-
comes from our experiments.

6.1. Experiment Setup

Dataset. Our experiments are conducted on the CIFAR-10
dataset [68], which comprises ten distinct classes of colored
images, including subjects such as airplanes, cats, and dogs.
The dataset is partitioned into 50,000 training samples and
10,000 testing samples, with each image measuring 32 x 32
pixels and featuring RGB channels. Although NTK regres-
sion is initially a binary classification model, we can extend
it to ten classification classes. To be more specific, let ns
denote the number of classes. Here, we have n.s = 10.
Then, we have Y € R™*"s which denotes the labels of
the training data. Hence, we have @ € R"™*"<s. During
the query, for each query € R, we will have a predic-
tion ppreq € R™e!s by the NTK regression. Then, we apply
argmax to ppred, and we will get the final predicted label of
the query . We randomly choose 1,000 images for train-
ing and 100 for testing for each class. Namely, we will have
10, 000 in training images and 1, 000 in test images.

Feature Extraction. CIFAR-10 images possess a high-
dimensional nature (32 x 32 x 3 = 3,072 dimensions),
which poses a challenge for NTK Regression. To address
this, we leverage the power of ResNet [59] to reduce the
dimension. Following the approach of [9], we employ
ResNet-18 to encode the images and extract features from
the network’s last layer, yielding a 512-dimensional feature
representation for each image.

Feature Normalization. Prior to training our NTK Regres-
sion, we normalize all image features such that each feature
vector’s Lo norm is equal to 1.

NTK Regression Setup. For both NTK Regression and
the NTK Regression Kernel Matrix, we select m = 256
neurons and a random Gaussian variance of ¢ = 1. This
means that for each r € [m], the weights w, are drawn
from the normal distribution N'(0, Ijx4). Additionally, we
set the regularization factor A = 10.

6.2. Experiment Results Analysis

Following the experimental setup detailed in Section 6.1,
we present the results in Fig. 1.

During the execution of NTK Regression, we initially
compute H dis (a5 defined in Definition 3.5) based on the
quadratic activation between the training data and m neu-
rons. As H% is a symmetric matrix, it is also positive semi-
definite. Then, in accordance with the notation in Defini-
tion 3.8, we define K = H%S. We then apply the Gaussian
Sampling Mechanism, as described in Section 4, to priva-
tize K, denoting the private version as K. Due to the prop-
erties of the Gaussian Sampling Mechanism, K remains
symmetric and thus positive semi-definite. Lemma 5.4
guarantees that K is (€4, 0 )-DP.

_We then compute the private o, denoted as &, by a =
(K + M, x»)~'Y. By the Post-processing Lemma of dif-
ferential privacy (refer to Lemma 3.3), we confirm that v is
also (€4, 0 )-DP.

Subsequently, we privatize the kernel function K(z, X).
As described in Section 5.4, we apply truncated Laplace
noise on X to get the private version X, which is (ex, dx)-
DP. Then, by the post-processing lemma, for any query = €
R?, we have K(x, X) is (ex, dx )-DP.

Consequently, applying the composition lemma, we can
have the private NTK regression is (¢, §)-DP.

In our experiment, we fix the differential privacy param-
eter 6 = 2 x 1073, We recall that A is defined in Defi-
nition 5.2, and M is defined in Definition 5.1. To satisfy
Condition 5 in Condition 5.3, we must ensure M < A.

We select k& to be greater than or equal to 8-log(1/4), en-

suring that for any € > 0, the condition €/+/8k log(1/d) <
€/(8log(1/0)) holds. Consequently, we have A =

€/+/8klog(1/8) (see also Definition 5.2).



Under this setup, the condition M < A is equivalent to:

2.
< min 1
ks 8log(1/§)n20* B8 32 b

In our experimental setup, we have ¢ = 1, B = 1,
Nmin = 7 % 1073, and n = 103. We assume 3 = 1075. We
then compute the upper bound for k£ using Eq. (1) and ad-
here to this upper bound when conducting our experiments.
The outcomes are presented in Fig. 1.

Private NTK Regression Accuracy

80% 1 R
o
§70%
5 B
© 60% L
< o private test acc
50% ..'O ¢ -+ private train acc
Q’ non-private test acc
40% <>‘" == = non-private train acc
o
1.00 1.25 1.50 1.75
IOQ(Edp)

Figure 1. The trade-off between the accuracy parameter and pri-
vacy parameter. We conduct experiments on different privacy bud-
get €, where we fixed the 6 = 2 x 1072, and we assume that
B = 1075 in our experiments. The x-axis denotes the log(edp),
where the log denotes log,,. The y-axis denotes the binary clas-
sification accuracy. As privacy budget €4, increase, both private
test acc and private train acc approach to non-private train acc and
non-private test acc, respectively.

7. Discussion

DP in kernel and gradient. In DP-SGD [!], they add
Gaussian noise on the gradient for privacy. As they are a
first-order algorithm, their function sensitivity is more ro-
bust for single-step training. However, as discussed in Sec-
tion 1, to guarantee DP for the whole training process, their
DP Gaussian noise variance will increase as 7' becomes
larger (see Theorem 1 in [1]). The DP-SGD is not practical
when 7' is too large. On the other hand, our NTK regression
setting is a second-order algorithm involving kernel matrix
inverse. Then, our key technical issues are (1) introducing
a PSD noise matrix to keep kernel PSD property and (2)
using Lo regularization to make the kernel sensitivity more
robust (see more details in Section 5).

Where to add noise? In the work, we add noise both on
the kernel function K(z, X') and the the « to make the entire
NTK regression private.

Others may argue that if we can only add noise on
K(z, X) or « to ensure the privacy of the NTK regression.
However, we argue that this is not feasible. The reasons are
as follows. The primary reason is that we need to apply
DP’s post-processing lemma to ensure NTK regression’s
privacy. Therefore, we need to ensure the privacy of all
the inputs we cared of the NTK regression. Since the NTK
regression can be viewed as a function F(X, Y, K), which
takes X, Y and K (the NTK matrix) as the inputs. Since we
only aim to protect the sensitive information in X, we can
view the NTK regression as a function F(X, K') only takes
X and K as the inputs. Hence, we need to ensure privacy
both on K(z, X) (corresponds to the input X) and « (cor-
responds to the input K) to have the privacy guarantees for
the entire NTK regression.

Why NTK rather than Neural Networks (NNs)? We elu-
cidate our preference for NTK-regression over traditional
NNs based on two primary aspects. (1) Traditional NNs
present analytical challenges. (2) NTK-regression effec-
tively emulates the training dynamics of overparameterized
NN, facilitating a more tractable analysis.

To begin with, the analysis of traditional NNs is far from
straightforward. Most modern NNs incorporate a variety of
non-linear activation functions, complicating the derivation
of theoretical bounds such as sensitivity and utility bounds.
Consequently, the simplistic bounds for NNs are often im-
practically loose. Additionally, the intricacies of the train-
ing process for NNs, which lacks a closed-form solution or
guaranteed global optimality in stochastic gradient descent
(SGD), render a thorough analysis exceptionally difficult.

In contrast, the analysis of NTK regression serves as an
good starting point. The NTK captures the essence of over-
parameterized NNs’ behavior. The kernel function’s and the
linear properties in NTK regression allow for the deriva-
tion of closed-form solutions for its constituent parts, sig-
nificantly simplifying analysis.

Consequently, this study adopts NTK regression as its
analytical foundation, deferring a detailed examination of
traditional NN to our future research.

8. Conclusion

In conclusion, we have presented the first DP guaran-
tees for NTK regression. From the theoretical side, we pro-
vide differential privacy guarantees for the NTK regression,
and the theoretical utility bound for the private NTK re-
gression. From the experimental side, we conduct valida-
tion experiments on the ten-class classification task on the
CIFAR-10 dataset, which demonstrates our algorithm pre-
serves good utility under a small private budget. This work
opens new avenues for privacy-preserving deep learning us-
ing an NTK-based algorithm.
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Roadmap. The Appendix is organized as follows.

In Section A, we introduce the fundamental probability, algebra, and differential privacy tools utilized throughout the
paper. In Section B, we briefly introduce how we prove the sensitivity of the NTK matrix H%. Section C contains the
proof of the positive semi-definite (PSD) property for the Discrete Quadratic NTK. Section D restates the analysis results for
the ”Gaussian Sampling Mechanism.” Section E presents a comprehensive proof of the sensitivity for both the Continuous
Quadratic NTK and the Discrete Quadratic NTK. Subsequently, we ensure the privacy of (K + AI)~!, which further ensures
the privacy of the @ parameter of the NTK regression. In Section F, we discuss the utility guarantees (K + AI)~!. In
Section G, we prove the DP guarantees for the kernel function K(z, X) of the NTK regression. In Section H, we analyze the
utility guarantees for the private K(z, X ). In Section I, combining the DP results of (K + AI)~! and K(z, X), we introduce
the privacy guarantees for the entire NTK regression. Finally, in Section J, we show the utility guarantees for the entire NTK
regression.

A. Basic Tools

In this section, we display more fundamental concepts and tools for a better understanding of the readers. In Section A.1,
we introduce a useful tail bound for the Chi-square distribution, as well as the classical concentration inequality. In Sec-
tion A.2, we demonstrate useful properties of Gaussian distribution and some useful inequalities for matrix norm and vector
norm.

A.1. Probability Tools

We state some standard tools from the literature. Firstly, we will state the tail bound of the Chi-Squared distribution in the
following Lemma.

Lemma A.1 (Chi-square tail bound, Lemma 1 in [69] ). Let X ~ X2 be a chi-squared distributed random variable with k
degrees of freedom. Each one has zero means and o variance.
Then, it holds that

Pr[X — ko? > (2Vkt + 2t)0?] < exp (—t)
Prlko?® — X > 2Vkto?] < exp (—t)

Then, we will present several useful concentration inequalities.

Lemma A.2 (Bernstein inequality (scalar version) [15]). Let Xi,---, X, be independent zero-mean random variables.
Suppose that | X;| < M almost surely, for all i. Then, for all positive t,

t2/2
E?Zl E[XJQ] + Mt/3

Pr[i X; > t] <exp(—

i=1

)

Lemma A.3 (Markov’s inequality). Letr x be a non-negative random variable and t > 0, and let f(x) be the probability
density function (pdf) of x. Then, we have

Prlz > t] < @



A.2. Basic Algebra Tools

We state a standard fact for the 4-th moment of Gaussian distribution.
Fact Ad. Let x ~ N(0,02), then it holds that B, (0 o2)[x*] = 302

We also list some facts related to matrix norm and vector norm here.
Fact A.5. We have

o Let A € R™*", then we have || A||r < v/n|lA].

o Let A € R™*", then we have || A|| < ||Allr

s For two vectors a,b € R™, then we have |ab"| < ||a|2 - |b]|2

B. Proof Overview

In this section, we offer a succinct overview of the proof techniques employed throughout this paper.

We begin by detailing the method for calculating the Sensitivity of the Continuous Quadratic NTK in Section B.1. Subse-
quently, in Section B.2, we utilize concentration inequalities, specifically Bernstein’s Inequality, to narrow the gap between
the Continuous Quadratic NTK and Discrete Quadratic NTK. In Section B.3, we will delve into the sensitivity of the PSD
matrix K, which is the matrix we aim to privatize. Concluding this overview, we present the approaches for establishing
privacy guarantees and utility guarantees in Sections B.4 and B.5, respectively.

B.1. Sensitivity of Continuous Quadratic NTK

Given that the Discrete Quadratic NTK is defined as H{'* = -L 3" | ((wy, z;)x;, (w,, z;)x;) (see also Definition 3.5),
analyzing its sensitivity when a single data point is altered in the training dataset poses a challenge. In contrast, the Continuous
Quadratic NTK, which incorporates Expectation in its definition (refer to Definition 3.6), is significantly much easier to
analyze. The discrepancy between the Discrete and Continuous versions of the NTK can be reconciled through Concentration
inequalities. Consequently, we will start our analysis of NTK Regression by focusing on the Continuous Quadratic NTK.

In the “Gaussian Sampling Mechanism” (see also Section 5.2), we defined the concept of neighboring datasets being
B-close (refer to Definition 4.1). We focus on examining the Lipschitz property of individual entries within the Continuous
Quadratic NTK.

Without loss of generality, let us consider a dataset D of length n, and let neighboring datasets D and D’ differ solely in
their n-th data point. Consequently, as per the definition of the Continuous Quadratic NTK, the respective kernels H°* and
Hets" will differ exclusively in their n-th row and n-th column.

To examine the Lipschitz property for the n-th row and n-th column, we must consider two distinct cases. Initially, we
focus on the sole diagonal entry, the (n,n)-th element, in the Continuous Quadratic NTK. The Lipschitz property for this
entry is given by (see also Lemma E.3):

[H5 = H5 | < 40°B° - ||z — 2|5
Subsequently, we will address the remaining 2n — 2 non-diagonal entries within the n-th row and n-th column, for which

the Lipschitz property is as follows: (see also Lemma E.2). For all {(¢,j) : (¢ =n,j # n)or(i # n,j =n),i,j € [n]}, we
have

t ts/ 2n3 /
HES — HES'| < 262B% - |2 — /|
Moreover, we compute the sensitivity of the Continuous Quadratic NTK with respect to S-close neighboring datasets.
Leveraging the Lipschitz properties of the diagonal and non-diagonal entries discussed earlier, we derive the sensitivity of

the Continuous Quadratic NTK as follows: (see also Lemma E.4)

”Hcts _ Hcts’HF < O(\/EUQBsﬁ)



B.2. Bridge the Gap between Continuous and Discrete Quadratic NTKs

In the previous section, we established the sensitivity of the Continuous Quadratic NTK. Here, we aim to bridge the divide
between the Continuous Quadratic NTK and Discrete Quadratic NTK.

The underlying rationale is that the number of neurons, m, in the Discrete Quadratic NTK can be extremely large. With the
help of this property, we invoke the strength of concentration inequalities, specifically Bernstein’s Inequality, to demonstrate
that with high probability, the discrepancy between the Continuous Quadratic NTK and Discrete Quadratic NTK is negligible.
Namely, we have (see also Lemma E.11)

”Hdis o HctsHF < ne

Further, we examine the sensitivity of the Discrete Quadratic NTK with respect to S-close neighboring datasets. Recall
that we have previously established the sensitivity of the Continuous Quadratic NTK in Lemma E.4. We now incorporate both
Bernstein’s Inequality and the sensitivity of the Continuous Quadratic NTK into our analysis. We have (see also Lemma E.13)

”Hdis _ Hdis/HF < O(\/EUQBBB)

B.3. Sensitivity of PSD Matrix

In alignment with [46], this section will present Lemma B.1, which offers a calculation for M (refer to Definition 5.1).
Utilizing this result and noting that A is dependent on & (see Definition 5.2), we can subsequently refine the sampling time %
to satisfy Condition 4 as mentioned in Condition 5.3.

Lemma B.1 (Sensitivity of PSD Matrix H dis informal version of Lemma E.15). If all conditions hold in Condition 5.5,
then, with probability 1 — §3, we have

e Part 1.

is\— is’ isy—
H(Hd ) 1/2Hd (Hd ) 1/2_IH qu/nmin

e Part 2.

fen iS/ is\ —
||(Hdlb) 1/2Hd (Hd ) 1/2 —IHF < \/ﬁ’(ﬁ/nmin

In Lemma B.1, Part 1 and Part 2 respectively establish the bounds for M (as defined in Definition 5.1) under the spectral
norm and Frobenius norm. These findings offer insights into how to modify & in order to fulfill Condition 4 as required by
Condition 5.3.

B.4. Privacy Guarantees for Private NTK Regression

In Lemma 5.4 and under Condition 4. in Condition 5.3, we need to compute M (as defined in Definition 5.1) for the
Discrete Quadratic NTK.

The pivotal approach is to first utilize the sensitivity of the Discrete Quadratic NTK (refer to Lemma E.13) to establish the
inequalities for positive semi-definite matrices (see Lemma E.14). Specifically, we obtain

(1— w/nmin)Hdis < frdis’ <1 _’_w/nmin)Hdis
Building on these inequalities, we can further demonstrate that (as shown in Lemma B.1)
()R () T2 — | < A i
Consequently, since ¢ = O(y/no?B33), by choosing a small 3, we achieve
M — H(Hdis)—1/2Hdis/(Hdis)—l/Q —I|lr <A

which fulfills the requirements of Condition 4. in Condition 5.3. Thus, by Lemma 5.4, we establish the privacy guarantees
for our algorithm.



B.5. Utility Guarantees for Private NTK Regression

In this section, we will present a comprehensive analysis of the utility guarantees for our private NTK Regression.
Recall that in the definition of NTK Regression (refer to Definition 3.8), we have

fie(@) =Kz, X) (K + AL,)"'Y
We commence by establishing a bound on the spectral norm of (K + AI,,)~! as follows (see also Lemma 5.7)

K+ M) — (K + M) < O(Lmax_
I+ A0 = (R #2071 £ 02y

Here, we employ the Moore-Penrose inverse (see also Lemma F.2) to address the inversion in (K + /\In)_l.
Utilizing the spectral norm bound, we then derive bounds for the £5 norms of K(z, X) and Y. After selecting a small 3,
we arrive at the final result that (see also Lemma 5.7)

Ficl@) = Fi (@) < O(F )

Thus, we have demonstrated that our private NTK Regression maintains high utility while simultaneously ensuring privacy.

Similar to other differential privacy algorithms, our algorithm encounters a trade-off between privacy and utility, where
increased privacy typically results in a reduction in utility, and conversely. An in-depth examination of this trade-off is
provided in Remark 5.8.
C. Positive Semi-Definite Matrices

This section introduces the proof for the PSD property of the Discrete Quadratic NTK Matrix (see Definition 3.5).

Lemma C.1 (H% is PSD). Let HYS denote the discrete quadratic NTK matrix in Definition 3.5.
Then, we can show that HYS is PSD.

Proof. Recall in Definition 3.5, we have H4 € R™"*™, where the (i, j)-th entry of H%® satisfies

m

is 1
HS = =3 ((wy @)y, (wy2);).

r=1

Let b,; = (w,., z;)x;, where for any i € [n], b,.; € R
Let B, = [by1,br2, - , by ], where B, € R"*™.
Then, we have

isi1 o
zﬂ_ag&m

Since BTB;r is PSD matrix, H% is also PSD matrix.

D. Gaussian Sampling Mechanism

In this section, we restate the analysis for “Gaussian Sampling Mechanism”, which guarantees the privacy of our algorithm,
and provides potential tools for demonstrating its utility.

Lemma D.1 ( DP guarantees for (K + )\I)_l, Theorem 6.12 in [46], Theorem 5.1 in [3], formal version of Lemma 5.4). If
we have the below conditions,

 Condition 1. Let e, € (0,1), 6o € (0,1), k € N.
» Condition 2. Neighboring datasets ), Y’ differ in a single data element.

¢ Condition 3. Let A be denoted as Definition 5.2 and A < 1.



¢ Condition 4. Let M, M be denoted as Definition 5.1 and M < A.
* Condition 5. An input ¥ = M(Y).
« Condition 6. p = O(+/(n? +log(1/7))/k + (n? + log(1/7))/k).

Then, there exists an Algorithm I such that
o Part 1. Algorithm 1 is (€4, 04 )-DP.

e Part 2. Outputs Se S? such that with probabilities at least 1 — v,
|28 Y2 L e < p

e Part 3.

1-pZ == (1+p)%.

E. Sensitivity of Neural Tangent Kernel

In this section, we provide proof of the sensitivity of the NTK Kernel Matrix. In Section E.1, we demonstrate the sensitivity
of Continuous Quadratic NTK under -close neighboring dataset. Then, in Section E.2, we use concentration inequalities
to bridge the gap between Continuous Quadratic NTK and Discrete Quadratic NTK. Further we prove the sensitivity of the
Discrete Quadratic NTK under 3-close neighboring dataset. Based on previous Section, we introduce the calculation for
|| (Hdis)=1/2 dis"(Fdis)=1/2 _ [|| > in Section E.3, which plays a critical role in satisfying the requirements of privacy
guarantees.

E.1. Sensitivity of Continuous Quadratic NTK

We first introduce the fundamental property of the nested inner product.
Lemma E.1 (Nested inner product property). For any w,a,b € R?, we have
((w, a)a, (w,b)b) = w' aa" bb w.
Proof.
{(w, a)a, (w, b)b) = ({w, a)a, b(b, w))

= (w " aa, bb"w)

=w'aa bb w
where the st step is because of (w, b) € R, the 2nd step is due to (w, a) = w ' a, the 3rd step is from basic property of inner
product. O

Then, we are ready to consider the Lipschitz property for each entry in the Continuous Quadratic NTK Matrix. Since
diagonal entries and off-diagonal entries have different Lipschitz properties, we need to consider these two cases separately.
We first consider the off-diagonal case.

Lemma E.2 (Lipschitz property for single entry (off-diagonal entries)). If we have the below conditions,
e Let B > 0 be a constant.
* Let n be the number of data points.
e Let m be the number of neurons.
o Let dataset D = (X,Y), where X € R"™* Y and Y € R™.

o Let v; € R denote X (i, ), and ||z;||2 < B, for any i € [n).



* Let D' be the neighbor dataset (see Definition 4.1). Without loss of generality, we assume that D and D' only differ in
the n-th item.

o Letx =1, € Dandz' :=x], € D'.

o Let H and H*' be defined as Definition 3.6, where HP% = By ((w, x)x4, (w, x5)x;). And Hets' ¢ R™%1 s the
kernel corresponding to D'

Then, we can show, for all {(i,j) : (i =n,j # n)or(i #n,j =n),i,j € [n]}, we have
cts cts’/ 23 !
|Hi,j _Hi,j | <20°B° - ||z — 2'[|2

Proof. Without loss of generality, we only consider the i = n, j # n case. The other case follows by symmetry.
Letv ==z, € R
Then, we have the following

|Hyts = Hi5 | = |E[((w, v), (w, 2)2)] = E[{(w, ), (w,a')a")]|

J w

= E[((w, v)v, (w, 2)x) = {{w, v)v, (w,2")a")]]

where the 1st step is because of the definition of H f’tjs, the 2nd step is due to the property of expectation.
Let A:=vv' (zaxT —2/2'T) € R¥*? Let A(s,t) € R denotes the (s, t)-th entry of A.
Let w(s) € R denote the s-th entry of w € R,

Further, we can calculate
|E[((w, v)v, (w,z)z) — ((w,v)v, (w,z")z")]| = |Ew oo (zz” — 2’2" )w]|
w w
= |E[wTAw]|
w

d
= [E)_ w(s)*As, )] + E[Y_ w(s)w(t)A(s, )]

s#t

d
= B[ w(s)*Als, 9)]|

d
— B[} w(s (o0 (e~ a'a)(5,5)]
s=1

where the 1st step is because of Lemma E.1 , the 2nd step is due to definition of A, the 3rd step is from we separate the
diagonal term and off-diagonal term, the 4th step comes from E[w(s)w(t)] = E[w(s)] E[w(¢t)] = 0 (when w(s) and w(t) are
independent), the fifth step follows from the definition of A.

Let 2(s) € R denotes the s-th entry of # € R%. Let #(s)’ € R denotes the s-th entry of 2’ € R?%. Let v(s) € R denotes
the s-th entry of v € R?.

Then, we consider the E,,[Y>%_, w(s)2(vv T 2z T)(s, s)] term. We have

!
g
—~
»
~—

[
—~
<
<
*4
8
&
=
»
V2]
=
I
[]=
0
<
8
8
D
N
!
g
—~
V2]
~—
4

d
=o%(v'x) Z(vxT)(s, s)

s=1
=o2(v'z)? 2)



where the 1st step is because of the property of expectation, the 2nd step is due to E,[w?] = o2, the 3rd step is from
vTz € R, the 4th step comes from Y7_ (v-27)(s,s) = v .
Further, we can calculate

w(s)?(vv xzx’ — 2’2’7 (s, 5)]|

M=

e

[

—

S

D w(s)(vvTaaT)(s, )] —E[Y_w(s)®(voa's"T)(s, 9)]|

1 s=1
’UT:E)2 o (’UTx/)2|

|l

e
Il

~~

= o2

where the 1st step is because of linearity of expectation, the 2nd step is due to Eq. (2).
Further, we can calculate

(v z)? — (v )P =T (z+ )| o (z — ')
< ololla - o+ 2/l - ol - o — 'l
<0*B-2B-B- |z -,

=20°B% ||z — 2|2

where the Ist step is because of |a? —b?| = |a+b|-|a—b| for any a, b € R, the 2nd stepis due to [v " (z+2z')| < ||v||2-||z+2||2,
the 3rd step is from the property of inner product, the 4th step comes from ||z||2 < B, the fifth step follows from basic algebra.
Combining all components analysed above, we have

HE = HE < 20782l — ']

Similar to off-diagonal entries, we consider the diagonal entries case.
Lemma E.3 (Lipschitz of single entry (diagonal entries)). If we have the below conditions,
* Let B > 0 be a constant.
e Let n be the number of data points.
* Let m be the number of neurons.
o Letdataset D = (X,Y), where X € R"™* ¥ and Y € R™
e Let v; € R denotes X (i, ), and ||x;||2 < B, for any i € [n].

* Let D' be the neighbor dataset. (See Definition 4.1) Without loss of generality, we assume D and D' only differ in the
n-th item.

o Letx =2, € Dandz' :=x], € D'.

e Let H and H' be defined as Definition 3.6, where HYS = By, ((w, x3)w, (w, z5)x;). And He' e R™ " s the
kernel corresponding to D'.

Then, we can show that

(H5 — Hi5 | < 402 B - J|lo — /|2

n,n

Proof. We have the following

Hits = Hi5 | = | El((w, 2)a, (w, 2)2)] - E[((w, ')/, (w,2)a’)]|

n,n



= | E[<<w7 CE>$’, <w7 1‘>:L‘> - <<w7 $/>£U/, <w> xl>x/>]|
where the 1st step is because of the definition of H, Z-C’tjs, the 2nd step is due to linearity of expectation.
Then, we have

[wze ez w—w' 2z T2 Tw)|

|E[((w, z)z, (w, x)z) = ((w, 2")a’, (w, 2")2")]| =

[w (zz ze"” — 2’2" 22" 7w

E
E
where the 1st step is because of Lemma E.1 , the 2nd step is due to the basic linear algebra.

Let A:= (zaTox" — 2/2'T2'2'T) € R4, Let A(s,t) € R denotes the (s, t)-th entry of A.

Let w(s) € R denotes the the s-th entry of w € R,

Further, we can calculate

|IE[wT(schme — 22" T T w]| = E[wTAw]
d
= [ED)_ w(s)*Als, )] +E[Y_ w(s)w(t)A(s, )]
s=1 s#t

= B[ w(s)*Als, 9)]|

s=1
d
= |E[Z w(s)*(zx Tz’ —2'a" 2’2’ )(s, 5)]|
w

s=1

where the 1st step is because of definition of A, the 2nd step is due to we separate the diagonal and off-diagonal term, the 3rd
step is from E[w(s)w(t)] = E[w(s)] E[w(¢)] = 0 (when w(s) and w(t) are independent), the 4th step comes from definition
of A.

Let 2(s) € R denotes the s-th entry of € R?. Let z:(s)’ € R denotes the s-th entry of 2’ € R9.

Then, we consider the E,, [Zle w(s)?(zxTzx")(s, )] term. We have

d
]g[z w(s)?(zz xzxz")(s,8)] = Z(szxxT)(s, s) IE[w(s)Q}

s=1 s=1
d

=o° Z(:CJJTCL':L‘T)(S, s)

s=1

d
=o%(z"2) Z(x:cT)(s, s)

1

= (IQ(QSTCL‘)2 3)

where the 1st step is because of linearity of expectation, the 2nd step is due to E,, [w(s)?] = o2, the 3rd step is from z 'z € R,

the 4th step comes from Zle(x cxT)(s,s) =a"m

Further, we can calculate

d
|IE[Z w(s)?(zx zx’ — 2’z Ta'2’ ") (s, 5)]]
s=1
d d
B (s waT o) (s, )] — B[S w(s)(a'a 7' )(s, )]

— 0’2|(JJTZ‘)2 _ ($/T$/)2|

= o|llzll — [l|I2]



where the 1st step is because of linearity of expectation, the 2nd step is due to Eq. (3), the 3rd step is from ="

Further, we can calculate

v = ||z]3.

o*|llllz = 2"l = o*lllll3 + 2”131 Nallz + 12 ll2] - Iz ]2 = [l2']l2]
< o?lzll + 3] Nl + lla'll2] -z — 2|12
<0?-2B* 2B |z — /[
=40%B? - ||z — 2|2
where the 1st step is because of |a? — b?| = |a + b| - |a — b| for any a,b € R, the 2nd step is due to triangle inequality

lllz]l2 = [|=']|2] < ||x — 2|2, the 3rd step is from ||z;||2 < B, the 4th step comes from basic algebra.
Combining all components analysed above, we have

‘HCtS _Hcts" < 40283 . ||J?—a:‘/||2

n,n n,n

O

Having established the Lipschitz properties for both the diagonal and off-diagonal entries, we are now equipped to demon-
strate the sensitivity of the Continuous Quadratic NTK Matrix with respect to 5-close neighboring datasets.

Lemma E.4 (Sensitivity of Continuous Quadratic NTK under S-close neighboring dataset ). If we have the below conditions,
e Let B > 0 be a constant.
e Let n be the number of data points.
» We have dataset D = {(z;,v;)}1, where x; € R? and ||z;||2 < B for anyi € [n].
* Let the neighbor dataset D' be defined Definition 4.1.

e Let the continuous quadratic kernel matrices H* and H cts’ pe defined as Definition 3.6, where H cts’ ¢ RPX1 g the
kernel corresponding to D'. Without loss of generality, we have D and D’ only differ in the n-th item.

Then, we can show that
”Hcts _ Hcts’HF < O(\/EUQBBB)
Proof. By Lemma E.2, we know that, for all {(¢,7) : (i =n,j #n)or(i #n,j =n),i,j € [n]}, we have

|H% — HEY'| < 20°B% - |lo — 2| )
By Lemma E.3, we know that
(H5 — Hi5 | < 402 B - ||lo — /|2 5)
By Definition 4.1, we have
Iz —a'll2 < 8 6)
There are 2n — 2 entries satisfy {(¢,7) : (i = n,j # n)or(i # n,j = n),4,j € [n]}. And there is 1 entry satisfies

(i,5) = (n,n).
Therefore, we have

Ccts C S/ Ccts C SI Ccts C Sl
HH " H * ||%‘ = (2n - 2)(Hz,tj - Hz',g )2 + (Hnt,n - ann )2

< (2n —2) - 40* B8 ||z — 2'||3 + 160 B®||x — 2'|)3

< (2n—2)-40"B%- 3% +160*B° - 32

= O(no*B®3?%)
where the st step is because of definition of || - || 7, the 2nd step is due to Eq. (4) and Eq. (5), the 3rd step is from Eq. (6), the
4th step comes from basic algebra.

Therefore, we have

| — o ||p < O(VRo*B5)



E.2. Sensitivity of Discrete Quadratic NTK

After calculating the sensitivity of the Continuous Quadratic NTK Matrix in the previous section, we are going to use
Bernstein Inequality to bridge the gap between Continuous and Discrete Quadratic NTK Matrices, where eventually we are
going to demonstrate the sensitivity of Discrete Quadratic NTK under [-close neighboring dataset.

We first introduce a fundamental and useful property of a single entry of the Continuous Quadratic NTK Matrix.

Lemma E.5 (Close form of H. ic)tjs). If we have the below conditions,
o Let HYS be define in Definition 3.5. Namely, Hgijs = LS (wr, @) w5, (wr, 5) ;).
* Let H™ be define in Definition 3.6. Namely, H{*® = By nr(0,02 14y q) (W, Ti) i, (w, 25)25).
Then we have

B[HY] = HS

Proof. We have the following equation

where the 1st step is because of the definition of H ldf, the 2nd step is due to the linearity of expectation, the 3rd step is from

w, are 1.i.d. , the 4th step comes from the definition of I, ;:t]s
H* <o’B*
Then, we can calculate the following
chxgs = ]E[<<w7 xi>$i’ <w’ ‘Tj>ajj>]

= EBlw' w2z w)|

w J

”ﬁ&

= B> w(s) (@i aye] )(s,5)] + ELY ws)w(t) (e ja] )(s,1)]

s#t

w
I
—

M&

B[y w(s)*(wiw zjz ) )(s,5)]

w
Il
_

I
ql\')
M=

(i) 2 )(s, 5)

@
I
—

(wiz; )(s,5)

M=

= 02 : <£EZ',.’E]'>
1

N o
Il

= 0*({xi, 7))
where the Ist step is because of the definition of H;’ Cts , the 2nd step is due to Lemma E.1, the 3rd step is from we separate the
diagonal term and off-diagonal term, the 4th step comes from E[w(s)w(t)] = E[w(s)] E[w(t)] = 0 (when w(s) and w(t) are

independent), the fifth step follows from E,, [w(s)?] = o2, the sixth step follows from z; z; € R, the seventh step follows

from Zle(xix;)(s, s)=ux]z; €R.
O



In order to use Bernstein Inequality, we need to bound the value ranges of random variables,as well as the variance of
random variables.
We first consider the value range of ||w;||3.

Lemma E.6 (Upper bound ||w,||3 ). If we have the below conditions,
o Letw, ~ N(0,0%13%4q).
o Let 5, € (0,1).
o Lett > Qlog(1/61))
Then, with probability 1 — 61, we have
e[l < 3(¢ + d)o

Proof. Let w,(s) € R denotes the s-th entry of w, € RY.
We consider [|w,||3. We have

d
lwrll3 =D we(s)?
s=1

Since for each s € [d], w,(s) ~ N(0, o), then ||w.,||3 ~ x?3, where each one has zero means and o variance.
By Chi-Square tail bound (Lemma A.1), we have

Pr(||w, |3 — do? > (2Vdt + 2t)0?] < exp (—t) (7)

Our goal is to choose ¢ sufficiently large, such that the above quantity is upper bounded by & .
We choose t > Q(log(mn/d1)), and substitute ¢ in Eq. (7). Then we have

Pr{||w,]|2 > (2Vdt + 2t + d)o?] < 61/ poly(m, n)
which is equivalent to
Pr{|w, | < (2Vdt + 2t + d)o?] > 1 — &/ poly(m, n)
Since (2v/dt + 2t + d) < 2(v/dt + t 4 d) < 3(t + d), then we have

Pr[w, |3 < 3(t +d)o®] > 1~ &1/ poly(m)

After calculating the value range of ||w, ||3, we are ready to prove the value range of random variables Z,.
Lemma E.7 (Upper bound Z,. ). If we have the below conditions,
o Let HYS € R™"*™ be define in Definition 3.5. Namely, sz;s = LS (wr, @)@, (wr, 35)25), forany i, j € [n].
o Let 2, = ((wy, x;)x;, (Wr, T;)x;), where =, € R.
o Let Z, :=E, —E, _[E,], where E[Z,] = 0.
e Let 61 € (0,1)
o Let d > Q(log(1/41))
Then, with probability 1 — 61, we have
e Part1. |Z,| < 6do’B*

e Part 2. |Z,| < 6do*B*



Proof. Proof of Part 1. For any r € [m], we have

E'r‘ = <w7'7xi><w’r‘a‘rj><xi7xj>
< Jlwrll3 - flll3 - [l;113
< w3 - B*

where the 1st step is because of (a, b) < ||al|2]|b||2 for any a,b € R9 holds, the 2nd step is due to ||z;]|2 < B.
By Lemma E.6,for any 6, € (0,1), if ¢ > Q(log(1/61)) we have the following holds

Pr[HwTHg <3(t+ d)JQ] >1-6
Proof of Part 2. Then, we have
Pr[E, < 3(t+d)o?BY >1-6,

Since E, = (wy, 7;)(w,, 2;)(x;, 7;), and (a, b) > 0 holds for any a,b € R%, then we have

[1]

(AVARYS

s

0
r] 20

E[

(1]

Then, we consider |Z,.|. We have

‘ZT| = ‘Er - E[Er”
< |5

where the 1st step is because of the definition of Z,., the 2nd step is due to =, > 0.
Combining all analyses above, we have

Pr[|Z,| < 3(t+ d)o*B* >1 -6,
We choose d > Q(log(mn/d1)). We have
Pr(|Z,| < 6do®B* > 16,
O

So far, we have bounded the value range of random variables. We are going to bound the variance of random variables.
Since we have the Expectation of random variables are 0, we only need to consider the second moment of random variables.

Lemma E.8 (Second moment of =,.). If we have the below conditions,
o Let HYs € R"*" be define in Definition 3.5. Namely, Hgijs = LS (wr, m)@s, (wy, z5)25), for any i, j € [n]
o Let 2, = ((wy, x;)x;, (Wr, T;)x;), where =, € R.
Then we have
d d
E[E7] = Q_wi(s)z;()* - (30 (D wi(s)x;(5)*) + 20" (Y wi(s)*2;(t)*))
s=1 s=1 s#t

Proof. Letv(s) € R denotes the s-th entry of any v € R<.
Then, we have

Er - <<w7“7xi>mi7 <w’f"xj>mj>
T

— ) e .
=W, TT; TjT; W



d d
= (Y wils)wn () - (O wil()2;()) - (3 a5 (s)wi(s)) (®)
s=1 s=1

where the Ist step is because of the definition of =Z,, the 2nd step is due to Lemma E.I, the 3rd step is from (a,b) =
Z‘:zl a(s)b(s) holds for any a, b € R%.
Then, we have

d d d
22 = O mi(s)we(s))? - O wi(s)z;(5)* - O wj(s)wr(s))?
5; s= s=
= () mi(s)z;(s))?
d
O T (s)wy (1))
s=1 sF£t
d
SO wi(5)we(9)? + D wi(s)m; (E)we(s)we (1)) )
s=1 s#t

where the 1st step is because of Eq. (8), the 2nd step is due to we separate the diagonal and off-diagonal term.
We reorganize Eq. (9), into the following format

22 = O(Ty + To + T3 + Ty)

where
d
= (D mi(s)z;(s))?
d
T, = (sz(s)2 Wy ij T
d
T = (Z xi(s)g r ij )wr(t))
s=1

s#t

= O wi(s)mi(tyw,( Zw] w(

sF#t
= Q_zi(s)zi(t)w, Qs r(s)w(t))
s#t s#t

We consider 71;. We have

Zwi S wy () w, (t)?

s#j

Then, we have

E[T}] = 30%( Zx D +ED i) wy(s)?w,()?]

s#]
Z :cl Jr ot Z xl
s#£j

where the 1st step is because of E[w,(s)*] = 202, the 2nd step is due to E[W,.(s)?] = o2.
We consider T5. We know that for each single term in 75, it must contain one of the following terms



* wp(s)wn(t)
o w.(s)w,(t)3
o w,.(s)w, (t)w,(k)?
Since we have E[w,(s)] = 0, then we can have
E[T3] =0
The same analysis can be applied to T5. Then we have
E[T3] = 0

We consider T;. We have

= E[(Y_ wi(s)zi(tywn (s)wr (6) (Y () (0w (s)wr (1))]

sF#t s#t
sz T(S)Qwr(t)ﬂ
s;ét

Qs
s#t

where the 1st step is because of the definition of T, the 2nd step is due to similar analysis of 75 and T3, the 3rd step is from
Elw,(s)] = o2.
Then we consider =2. We have

E[E7) = Co( (1] + E[To] + E[T3] + E[14])
d
Zaxg )2+ (302> wi(s)%x(5)?) + 207 (Y wils)?x;(t)?))
s=1 5;&]

where the 1st step is because of linearity of expectation, the 2nd step is due to above analysis about E[T |, E[Ty], E[T3], E[Ty].
O

Since we have Z,. := E,. — E,, [E,], then E[Z,.] = 0. We can bound variance of Z,. by harnessing the power of the bound
of second moment of Z,., which can be formally expressed as follows.

Lemma E.9 (variance of Z,.). If we have the below conditions,
* Let HYS € R™*" be define in Definition 3.5. Namely, H{s = = 5" ((w,., )24, (wy, 2)x;), for any i, j € [n].
* Let B, := ((wy, z;)x;, (wy, xj)x;), where Z, € R,
o Let Z, :==E, — K, [E,], where E[Z,] = 0.
Then, we have
Var[Z,] < 6B%¢*

Proof. We consider E[Z?2]. We have

E[Z?] = E[(E, - E[E])?]
= E[=? - 2E[5,]E, + E[=,]?)
= E[2?] - E[E,]

where the 1st step is because of the definition of Z,., the 2nd step is due to basic algebra, the 3rd step is from linearity of
expectation.



By Lemma E.5, we have

s=1
By Lemma E.8, we have
d d
E[Z2] = (O wi(s)a;(s)* - (30°(D_ wils) +20° () =
s=1 s=1 S#]
Then, we have
E[Z}] = E[=]] - E[E,]
d d
= (O wi(s)i(9)* - 30D wil9)’wi(9)*) + 201> wi(s)? ) (10)
s=1 s=1 s#£j
Then, we have
Var(Z,] = E[Z}] - (E[Z,])?
= E[Z]]
d
= (Zm,( )z;(s (30%( sz )+ 20%( Zﬂfz —a?)
s=1 S#jJ

where the 1st step is because of Var[X] = E[X?] —E[X]? holds for any random variable X, the 2nd step is due to E[Z,.] = 0,
the 3rd step is from Eq. (10).
Then, we have

d d
Var[Z,] <3()_ wi(s)z;())* - (07D wi(s)?w5(9)?) + 0 (D wils) a;(1)?
s=1 s=1 s#£j
< 3llzil13 - Nl 3 - ( Zx )+t (> wils)
s#J
< 3B4 Z:m )+ ot Zx
s#j
§3B4'(02(Z$i Zl’g )+t (> wils)
s=1 9#]

d d

<3B*- (0*()_ wi(s) ij )+ ot Zz O w(5)%)

s=1 s=1

<3B*. (¢*°B* + 0" B%)

=3B%0? + %)
where the Ist step is because of basic inequality, the 2nd step is due to @] x; < ||z;||2]|z;|]2, the 3rd step is from
lz;|l2 < B, the 4th step comes from Zle zi(s)?z(s)? < (Zle xi(s)g)(Zle z;(s)?), the fifth step follows from
Dy Ti(8)?xi(t)? < (4, ()2 (0%, #;(s)2), the sixth step follows from ||z]|y < B, the seventh step follows from

basic algebra.
We assume 62 > 1. Then we have

Var[Z,] < 6B%¢*



Since we have bounded the value range and variance of Z,., we are ready to adapt Bernstein inequality to each entry of the
Discrete Quadratic NTK Matrix. Therefore, we have the following Lemma.

Lemma E.10 (Bernstein Inequality for |H1d;b - H ftjs| ). If we have the below conditions,

m r=1

* Let HYS € R™*" be define in Definition 3.5. Namely, H{s = 5" ((w,., 2) x4, (wy, 2)x;), for any i, j € [n].
* Let H* € R"*" be define in Definition 3.6. Namely, H{*® = By onr(0,021450) (W, T3) T4, (w, 5)5), for any i, j € [n].
* Let B, := ((wy, z;)x;, (wy, xj)x;), where E, € R,
e Let Z, :=E, — K, [E,], where E[Z,] = 0.
o Let 81,02 € (0,1). Let 6y = 02/ poly(m).
o Letd = Q(log(1/61))
o Letm = Q(e;72dB80* log(1/45)).
Then, with probability 1 — 65, we have
iy — ] < e

Proof. Let X, := --Z,. Then we have E[X,] = 0.
Let X :=> " X,.
By Lemma E.7, with probability 1 — §;, we have

|Z,.| < 6do®B*

which implies

|X,| < 6do*B*m™! (11)

By Lemma E.9, we have

Var[Z,] < 6B%¢*
which implies
Var[X,] < 6B%¢*m ™2 (12)
Applying Lemma A.2, we have

t2/2
mE[X2] + Mt/3

Pr[X > t] < exp(— ) (13)

where
E[X,] =0
E[X?] = 6B%*m ™2
M = 6do*B*m™!

where the first equation follows from the definition of Z,, the second equation follows from Eq. (12), the third equation
follows from Eq. (11).
Our goal is to choose m sufficiently large such that Eq. (13) satisfies

PT[X > 61] < 62/2

We will achieve this in two steps.



* Firstly, we will find ¢ such that the probability is no larger than 5/ poly(n).
* Secondly, we will choose m such that t < ¢;.

We need to choose ¢ such that Eq. (13) satisfies
Pr[X > t] < d2/2
Firstly, we need

2 omt?
mE[X?]  6B%c!
> log(1/62)

This requires
t > (6B%c*m ™ log(1/8,))'/?

Secondly, we need

2 3t
Mt/3 M
_ mt
~ 6do2B*
> log(1/62)

This requires
t > 6do*B*m ™ log(1/62)
We define

A; = (6B%0*m ™ log(1/6,))'/?
Ay = 6do?B*m ! log(1/55)

We should choose
t> A+ A
Then, we need to choose m sufficiently large, such that £ < €;. Namely, we need

Al §€1/2
A2 361/2

Firstly, we consider A;. We have

Ay = (6B%0*m ' log(1/6,))'/?
<e€/2

This requires
m > C1B%0*e; 72 1og(1/65)
Secondly, we consider A5. We have

Ay = 6do?B*m " log(1/45)
<e/2



This requires
m > Codo®B*e; "' log(1/d5)
Finally, we choose
m > C1B%a*e; 72 log(1/82) + Cado® B*e; ™' log(1/42) (14)
Therefore, By Eq. (14), we choose m = Q(e; ~2dB3%0* log(1/d5)), then we have
Pr[|X| <e] >1—02/2 (15)

We also need to consider the possibility that for each r € [m], | X,| < M holds.
We choose 01 = 2/ poly(m) in Eq. (11). Then We take union bound over m entries, we have for all r € [m)]

Pr[|X,| < 6do’B*m™] > 1 —md
=1 —mdy/ poly(m)
>1-02/2 (16)

We take union bound over Eq. (15) and Eq. (16). We have
Pr{|H — H%| < e] > 1— (52/2 + 62/2)
=1—-14
O

As we have already proven the gap between single entry between Continuous and Discrete Quadratic NTK Matrices in
Lemma E.10, we further take union bound over all n? entries, to get the gap between Continuous and Discrete Quadratic
NTK Matrices.

Lemma E.11 (Union Bound || HY® — H|| ). If we have the below conditions,
* Let HYS € R™*" be define in Definition 3.5. Namely, H{s = =5\ ((w,., 2) x4, (wy, 25)x;), for any i, j € [n].
o Let H' € R™ " be define in Definition 3.6. Namely, Hftjs = Ewnn 0,021,y 0) (W, T3) T4, (w, ) 25), for any i, j € [n].
o Let 61,092,063 € (0,1). Let 61 = 62/ poly(m). Let 62 = 63/ poly(n).
o Letd = Q(log(1/61))
o Let m = Q(e;"2dB80* 1og(1/45))
Then, with probability 1 — §3, we have
IHY — B < ne,
Proof. By Lemma E. 10, if we choose m = Q(e; 2d B304 log(1/d2)). Then, with probability 1 — J» we have
Hij — Hifl < e
We choose do = 03/ poly(n). Then, we take union bound over n? entries. We have
Pr[|HY — H||p <n-€] >1—n2d,

=1—n?b3/ poly(n)
>1-4d3



With the help of Bernstein Inequality and the sensitivity of Continuous Quadratic NTK Matrix, we are ready to present
the sensitivity of Discrete Quadratic NTK Matrix.

Lemma E.12 (Sensitivity of Discrete Quadratic NTK under 3-close neighboring dataset (with ney) ). If we have the below
conditions,

e Let B > 0 be a constant.

e Let n be the number of data points.

s We have dataset D = {(z;,v;)}1, where x; € R and ||z;||2 < B for anyi € [n].
* Let the neighbor dataset D' be defined Definition 4.1.

e Let t/he discrete quadratic kernel matrices HY € R™ " and H dis’ ¢ Rnxn pe defined as Definition 3.5, where
HYs" ¢ R™ ™ s the kernel corresponding to D'. Without loss of generality, we have D and D' only differ in the n-th
item.

o Let §1,02,03 € (0,1). Let 61 = 62/ poly(m). Let 62 = 63/ poly(n).
o Let d = Q(log(1/61))
o Letm = Q(e;~2dB80*1og(1/45))
Then, with probability 1 — §3, we can show that
|HYS — HY|| p < O(ney + v/no? B*B)

Proof. Recallin LemmaE.11, Letd2,d3 € (0,1). Let 2 = 63/ poly(n). Then, if we choose m = Q(e; 2d B30 log(1/62)),
then, with probability 1 — d3, we have

||Hdis _ HCtS”F S ne; (17)
By Lemma E.4, we have
||Hcts _ Hcts’”F < C\/ﬁ02335 (18)
Then, we have the following
. . . s
||Hdls o HdlS ||F _ H(Hdls . Hcts) + (Hcts . Hcts/) + (Hcts/ . HdlS )”F
< HHdis _ Hcts”F + ”Hcts _ Hcts’”F + ”Hcts’ _ Hdis/”F
< ey + HHcts o Hcts’HF

< C(ne1 +v/no’B?pB)

where the 1st step is because of basic algebra, the 2nd step is due to ||a + b||r < ||a||r + ||b]| 7 holds for any a,b € R9*4,
the 3rd step is from Eq. (17), the 4th step comes from Eq. (18).
O

We choose an appropriate ¢; to have the final sensitivity of the Discrete Quadratic NTK Matrix.
Lemma E.13 (Sensitivity of Discrete Quadratic NTK under -close neighboring dataset ). If we have the below conditions,
* Let B > 0 be a constant.
e Let n be the number of data points.
s We have dataset D = {(z;,v;)}11, where x; € R? and ||z;||2 < B for anyi € [n].

* Let the neighbor dataset D' be defined Definition 4.1.



e Let t/he discrete quadratic kernel matrices HY € R™ "™ and H dis’ ¢ Rnxn pe defined as Definition 3.5, where
HYs™ ¢ R ™ s the kernel corresponding to D'. Without loss of generality, we have D and D’ only differ in the n-th
item.

* Let 01,092,063 € (0,1). Let 61 = d3/ poly(m). Let 62 = 03/ poly(n).

o Letd = Q(log(1/01)).

e Letm = Q(n - dB?872log(1/d,)).

s Lete; = O(n~Y252B3p).

Then, with probability 1 — §3, we can show that

|2 — HY|p < O(vno” B*B)
Proof. By Lemma E.12, with probability 1 — d3, we have
HHdis . Hdis’”F < O(nel + \/50233@
Since we choose ¢; = O(n~'/2¢2B33), we have
O(ner) = O(Vna®B*)
Also, since we choose €; = O(n’1/2a2B3ﬁ), we have
m = Q(n-dB*B?log(1/d,))

Then, we are done.

E.3. Sensitivity for Privacy Guarantees

Recall that, we have defined M in Definition 5.1. And we have defined neighboring dataset D and D’ in Definition 4.1.
Then, we have

M = |M(D)2M(D) " M(D)? = LusullF

In this section, we demonstrate that M (D) = H% satisfies the assumption specified in Condition 5 of Theorem D.1 for
M(D). Namely, we want to prove that M < A, for some A.
In order to calculate M, we need the PSD inequality tools, which is proved in the following Lemma.

Lemma E.14 (PSD Inequality). If we have the below conditions,
o Let D € R"*? and D' € R™"*? are neighboring dataset (see Definition 4.1)

o Let HYS denotes the discrete NTK kernel matrix generated by D, and H d4is" denotes the discrete NTK kernel matrix
generated by neighboring dataset D'

o Let HYS = ninIysn, for some fixed nuin € R.

o Let 8 = O(min/ poly(n, o, B)), where 3 is defined in Definition 4.1.
e Letv) := O(y/no?B3p).

o Let §1,02,03 € (0,1). Let 61 = 62/ poly(m). Let 62 = 63/ poly(n).
o Let d = Q(log(1/61)).

e Letm = Q(n-dB?B72log(1/d,)).



Then, with probability 1 — §3, we have

is is’ is
(1 - w/nmin)Hd j Hd j (1 + w/nmin)Hd

Proof. We need to calculate the spectral norm. Namely, we need || H dis’ _ g dis||,
By Fact A.5, we have

HHdis’ . HdisH < HHdis' o HdisHF

By Lemma E.13, we have

”Hdis _ Hdis’”F < O(\/’EUQBSﬁ)

Combining the two analysis mentioned above, we have

”Hdis o Hdis/H < O(\/ECTzBSﬁ) (19)

Since we have v = O(y/no?B3j3) and 3 = O(min/ poly(n, o, B)).
Therefore, we have

w/nmin <1

Then, we have

Hdis/ - Hdis o qunxn
i (]- - 'l/}/nmin)Hdis

where the 1st step is because of Eq. (19), the 2nd step is due to H dis Nmindnxn-

Then, we are ready to calculate the exact value of M based on the Lemma proved above.

Lemma E.15 (Sensitivity of PSD Matrix of H dis formal version of Lemma B.1). If we have the below conditions,

If D € R"¥4 and D' € R"*? are neighboring dataset (see Definition 4.1)

Let HYS denotes the discrete NTK kernel matrix generated by D, and H d4is’ Jenotes the discrete NTK kernel matrix
generated by neighboring dataset D’.

Let His = Nmindnxn, for some Nmin € R.

Let 8 = O(Nmin/ poly(n, o, B)), where (3 is defined in Definition 4.1.
Let 1) := O(y/no?B3p).

Let 61,092,603 € (0,1). Let 61 = 62/ poly(m). Let 62 = 63/ poly(n).
Let d = Q(log(1/67)).

Letm = Q(n - dB%B~2log(1/62)).

Then, with probability 1 — 63, we have

Part 1.

is\— is’ isy—
H(Hd ) 1/2Hd (Hd ) 1/2_IH Sq/}/nmin

Part 2.

||(Hdis)—1/2Hdis/(HdiS)—1/2 _ IHF < \/ﬁw/nmin



Proof. Proof of Part 1. By Lemma E.14, we have
(]- - w/nmin)Hdis j HdiS/ j (]- + w/nmin)Hdis
which implies
. iy -
(1 - w/nmin)lnxn j (Hdls)l/QHdls (Hdlb)l/Q j (1 + w/nmin)Inxn
which implies
. i .
_w/nminInxn = (Hdls)l/QHdls (Hdls)l/z —Inyn X w/nminlnxn
which implies
||(Hdis)71/2HdiS/(HdiS)7l/2 _ I” < w/nmin (20)
Proof of Part 2. By Fact A.5, for any A € R"*", we have
IAllF < VnllAf (21)
Combining Eq. (20) and Eq. (21), we have
is\ — is/ is\—
H(Hd ) 2 (Hd ) 1/2 _IHF < \/ﬁw/nmin

We can choose § sufficiently small, such that ¢ /7, < 1.

F. Utility Guarantees for (K + \)~!

In this section, we establish the utility guarantees for our algorithm. Our proof involves employing the spectral norm of
HYs — [ a5 a pivotal element. Initially, we calculate the spectral norm of (K + AI)~!. Subsequently, we determine the
L5 norms for K(z, X) and Y, ultimately leading to the assessment of our algorithm’s utility.

We begin by calculating the spectral norm of Hdis — Fdis,

Lemma F.1 ( Spectral norm of H4is — H dis) " If we have the below conditions,
o If D € R"*% and D' € R"* are neighboring dataset (see Definition 4.1)
o Let HY® denotes the discrete NTK kernel matrix generated by D (see Definition 3.5).
¢ Let maxInxn = HY = in L, for some fmax, Tmin € R.
o Let HY denote the private HYS generated by Algorithm 1 with HY as input.
 Let p = O(y/(n + Tog(1/)) & + (n? + log(1/7)) /)
o Lety € (0,1).

Then, with probability 1 — ~, we have
IS = HY| < p - thnax
Proof. By Part 3 of Theorem D.1, with probability 1 — ~, we have
(1 - p)HY < Adis < (1+ p)HY
which implies
—pHds < Fdis _ gdis < pHds (22)
Then, we have

”Hdis o Hdis” S 0 Mmax



To calculate the spectral norm of the inverse of the difference between two matrices, we need to involve a classical
technique from the literature, where [127] presented a perturbation bound of Moore-Penrose inverse the spectral norm,

Lemma F.2 ([127], Theorem 1.1 in [95]). Given two matrices A, B € R4 >4 with full column rank, we have
1A = BY|| < max(||AT|1%, | BY|*) - || A - B
With the help of the perturbation bound, we can now reach the spectral norm of (K + \I)~1.
Lemma F.3 (Utility guarantees for (K + AJ )_1, formal version of Lemma 5.7). If we have the below conditions,
o If D € R"*% and D' € R"*¢ are neighboring dataset (see Definition 4.1)
o Let HYS denotes the discrete NTK kernel matrix generated by D (see Definition 3.5).
e Let HY denotes the private HYS generated by Algorithm 1 with HYS as the input.
* Let hmaxInxn = HY = Nin L, for some fma, Tmin € R.
o Let K = HYs K = Fdis,
e Let \ e R
 Let p = O(\/(n? +1og(1/7))/k + (n? + log(1/7))/k).
e Lety € (0,1).

Then, with probability 1 — -, we have

P ° nmax

I(K + A~ = (K + M)~ < O(m)

Proof. We consider the ||(K + AI)~!|| term. We have

[(K + A7 = omax (K + X))
1
- Tmin (K + M)
1

23
- 77min+)\ ( )

where the 1st step is because of definition of spectral norm, the 2nd step is due t0 Tyax(A™1) = 1/0min(A) holds for any
matrix A, the 3rd step is from K = nyinlnxn-
Similarly, we can have

~ 1
K4+ < —— 24
IR A7 < oy en
Recall in Lemma F.1, we have
[HYS — HY(| < p - ax (25)

Then, by Lemma F.2, we have
[(K + A~ = (K + A7 < O(max(|| (K + M) Y2, (K + M) 7H?) - | K - K]))

1 ~
<O(——— ||[K - K
< ((77nm+/\)2 | 1)

P * Thmax
<O(——mm
- ((nmin +>\)2)

where the 1st step is because of Lemma F.2, the 2nd step is due to Eq. (23) and Eq. (24), the 3rd step is from Eq. (25). O



G. DP Guarantees for K(z, X)

In this section, we will discuss how to add truncated Laplace noise TLap(A, €, d) on the training data X € R™*4 to
ensure the differentially private property of K(z, X).
Firstly, we need to analyze the sensitivity of X.

Lemma G.1 (Sensitivity of X). If the following conditions hold:
o Let X € R"*4 denote the training data.
e Let the neighboring dataset X and X' be defined as Definition 4.1.
e Let 8 > 0 be defined as Definition 4.1.
o Let Ax := || X — X'||1 denote the sensitivity of X.
Then, we can show that the sensitivity of X is \/d - . Namely, we have
Ax =Vd-B.

Proof. Without loss of generality, we use x,, € R% and z/, € R? to denote the different items in X and X'.
By the definition of the neighboring dataset, we have

[0 —2pll2 < B
Then, we have
X = X'[li = ||lzn — 23]
<Vd- |z, — 20, |2
= ﬁﬂ?

where the first step follows from ||u — v||; < Vd||u — v||s for any u, v € R, the second step follows from ||z,, — 2/, |2 <

B. O
Then, we use the truncated Laplace mechanism to ensure the DP property of X.
Lemma G.2 (DP guarantees for X). If the following conditions hold:
o Let the truncated Laplace TLap(A, €, d) be defined as Lemma 3.2.
o Let X € R™"*? denote the training data.
e Letex > 0,0x > 0 denote the DP parameters for X.
e Let Ax > 0 denote the sensitivity of X.
e Let X =X + TLap(Ax,ex,dx).
Then, we can show that X is (ex, dx )-DP.
Proof. The proof follows directly from Lemma 3.2. O
Finally, we use post-processing Lemma to prove the DP guarantees for K(z, X).
Lemma G.3 (DP guarantees for K(z, X ), formal version of Lemma 5.9). If the following conditions hold:
o Let x € R? denote an arbitrary query.
e Letex,dx € R denote the DP parameters.

e Let Ax := \/df denote the sensitivity of X.



o Let K(z, X) be defined as Definition 3.8.
o Let X = X + TLap(Ax,ex, dx) denote the private version of X, where X is (ex,dx)-DP.
Then, we can show that K(z, X) is (€x, 6x )-DP.

Proof. Since we only care about the sensitive information in X, for a fixed query z, we can view K(z, X) as a function of
X. Namely, for a fixed query z, K(z, X) = F(X).

Then, directly follows from the post-processing Lemma 3.3, since X is (ex,dx)-DP, we can show that K(z, X) is
(EX7 (Sx)-DP. O

H. Utility Guarantees for K(z, X)
In this section, we will analyze the utility of guarantees of K(z, X ).
Lemma H.1 (Utility guarantees for K(x, X), formal version of Lemma 5.10). If the following conditions hold:

o Let x € R? be a query, where for some B € R,

z|l2 < B.
o Let K(x, X) € R™ be defined as Definition 3.8.

e Let X € R"¥4 pe defined as Lemma G.2.

s Let Ax = Vd B

e Letex,6x € R denote the DP parameters for X.

e Let B, = (AX/Ex)IOg(l + %)

Then, we can show that

IK(z, X) — K(w, X)ll2 < 2v/nB* VB

Proof. Fori € [n],j € [d],let X(i,5), X (i, j) € R denote the (i, j)-th entry of X and X’, respectively. Let X; € R¢ denote
the i-th column of X. Let K(z, X); € R denote the i-th entry of K(z, X).

By the definition of X , we have

X(i,j) = X(4,7) + TLap(Ax, ex, 0x)

Recall that we have By, = (Ax/ex)log(1l + e;);;l ). By the definition of truncated Laplace, we have
|TLap(Ax,ex,dx)| < By,
Combining the above two equations, for ¢ € [n], we have
I1X; — Xill2 < Vd- By, (26)
We consider K(z, X);. By the Lipchisz property of K(x, X) (Lemma E.2), we have
K(z, X)i — K(z, X)i| <20°B%|X; — X2
< 20°B3*VdBy, (27)

where the first step follows from Lemma E.2, the second step follows from Eq. (26).
Then, we have

K, X) = K, X)[l2 = O (K(z, X); = K(z, X);)*)"/?

i=1



< v/n-max |K(z, X); — K(z, X)|

i€[n]

< 2y/no?B*VdBy,

where the first step follows from the definition of ¢5 norm, the second step follows from basic algebra, the third step follows
from Eq. (27).
In our setting, we choose ¢ = 1. Then, we have our results.

IK(z, X) — K(w, X)ll2 < 2v/nB* VB

I. DP Guarantees for NTK Regression
This section will prove the DP guarantees for the entire NTK regression model.
Lemma 1.1 (DP guarantees for NTK regression, formal version of Lemma 4.2). If the following conditions hold:
* Letex,dx € R denote the DP parameter for K(x, X).
o Let €4,04 € R denote the DP parameter for (K + \I)~1.
e Lete =¢cx +€4,0 =0x + Oq.
e Let K(z, X) be defined as Lemma G.2.
o Let (K + M)~ be defined as Lemma D.].
Then, we can show that the private NTK regression (Algorithm 2) is (e, §)-DP.

Proof. Let (K(z, X), (K + A)~!) denote the two-tuple of K(z, X) and (K + AI)~!.
Since we have

* K(z, X) is (ex, dx )-DP.
o (K + M)™Lis (éq,00)-DP.
ce=€x t+€q,0 =0x + 0a

Then, by the composition lemma of DP (Lemma 3.4), we have (K (z, X), (K + AI)~!) is (¢, §)-DP.
Since we aim to protect the sensitive information in X, then the NTK regression can be viewed as a function that takes
(K(z, X), (K 4+ X\I)~1) as the input.
Then, by the post-processing lemma (Lemma 3.3), we have the private NTK regression (Algorithm 2) is (¢, §)-DP.
O

J. Utility Guarantees for NTK Regression

Then, we can finally reach the utility guarantees for the private NTK regression, which is discussed in the following
Lemma.

Lemma J.1 (Utility guarantees for NTK regression, formal version of Lemma 4.3). If we have the below conditions,
o If D € R"*% and D' € R"*? are neighboring dataset (see Definition 4.1)
o Let HY® denotes the discrete NTK kernel matrix generated by D (see Definition 3.5).
o Let NmaxTnxn = HYS = 0win Iy xn, fOF SOme Nmax, Nmin € R.

e Let HY denotes the private HYS generated by Algorithm 1 with HYS as the input.



e Let K = HY K = HYS in Definition 3.8. Then we have fi(x) and [ ().
o Let /nt) /Nmin < A, where A is defined in Definition 5.2.

e Let p = O(y/(n2 +log(1/7))/k + (n* + log(1/7))/k).
o Let w := 6do’B%.

e Let By, € R be defined in Lemma 3.2.
e Lety € (0,1).
Then, with probability 1 — ~, we have

Bj\/gBL P * Nmax * W
TImin + )\ (nmin + )\)2

[fxc () = [ (@)] <O )

Proof. We consider the ||K(z, X)||2 term.
Let K(z, X)(s) € R denote the s -th entry of K(z, X) € R™. Let 2, := ((w,, x)x, (Wy, ;) ;).
Then, for any s € [n], we have

m

K, X))l = |- 35,

s=1
< 6do?B*
=w (28)
where the 1st step is because of the definition of K(x, X'), the 2nd step is due to Lemma E.7, the 3rd step is from definition

of w.
Then we have

[K(z, X) |2 < Vn|K(z, X)(s)|
< Vnw (29)

where the 1st step is because of the definition of || - ||2, the 2nd step is due to Eq. (28).
Then, we consider the ||Y]|2.
Since we have Y € {0, 1}", then we have

V]2 < vn (30)

Let p = O(y/(n? +log(1/7))/k + (n® + log(1/7))/k).
By Lemma F.3, with probability 1 — v, we have

-1 = —1 p'nmax
(KA = (R #2171 < O L) (31

We have

K(z, X)T (K 4+ AI)~'Y — K(z, X) T (K + )Y
< K (@, X)[l2| (K + A1) ™! = (K + D[V ]2
P Nmax
S \/ﬁw.O((nmin+>\)2) \/’E
— O(np : nmax w)

(nmin + )\)2 (32)

where the first step follows from [b" Ac| < ||b]|2/| All||c|l2 holds for any b, ¢ € RY, A € R?*?, the 2nd step is from Eq. (29),
Eq. (30), and Eq. (31), the 3rd step comes from basic algebra.



By Lemma H.1, we have
IK(z, X) = K@, X)|l2 < 2B*V/nBy, (33)
Then, we have
K(z, X)T (K + A)~'Y — K(z, X)T (K + A) Y|
< [IK(z, X) = K@, X) |2 (K + D[V ]2
< ZﬁBBJEBL#\/ﬁ

Tlmin +A
_ 2nVdB3B,,

34
TImin + A ( )

where the first step follows from |bT Ac| < ||b]|2|| A]|||c|2, the second step follows from Eq. (30), Eq. (31), and Eq. (33), the
third step follows from basic algebra.
Eventually, we can combine the above two equations to get our final results.

|f(x) — fx ()]
_ %|K(;v,)~()T(I~( FADYY = K(z, X)T (K + AT)~Y]
< %(|K(m,)~()—r(]~( +AD)7Y —K(z, X) (K + M) ~'Y|

+ Kz, X)T (K + AD)7'Y — K(z, X) T (K + \)~'Y))
< 1 2nvdB3 By, (np  Nmax w))

TN Nmin + A (Mmin + A)?

VAB®*BL | p Nmax - w

T A o + 22

=0(

where the 1st step is because of Definition 3.8, the second step follows from the triangle inequality, the third step follows
from Eq. (32) and Eq. (34), the fourth step follows from basic algebra.
O
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