8. Supplementary

In the main paper, the discussion on conventional open-
set backdoor performance was restricted to the mask trigger
on the LFW and WebFace datasets due to space constraints.
However, it was noted that similar results were observed for
the other triggers, offering only marginal added value to the
main document as the resulting statements remain the same
while adding several extra pages.

To provide the reader with a comprehensive understand-
ing of the results for all conventional backdoor approaches
in an open-set setting for each trigger, we will now present
the remaining results. This further underscores our asser-
tion that current state-of-the-art backdoor attacks designed
for closed-set classification scenarios do not translate effec-
tively to real-world open-set recognition tasks, reinforcing
the significance of our proposed contribution.

Tables 7, 8, 9, and 10 show the results on LFW and Ta-
bles 11, 12, 13, and 14 show the results for digital sun-
glasses, hat, physical sunglasses, and red square triggers.
There, the open-set performances of conventional backdoor
attacks are shown for the four introduced face recognition
models. Value N still represents the number of trained iden-
tities to distinguish from and the error on clean data repre-
sents how well the model can recognize people without the
presence of a trigger and the error on backdoor data shows
how well the model can link the trigger to the target iden-
tity. Performance is shown in terms of FNMR at different
FMRs.

In all cases, it can be seen that training backdoor attacks
on the classification model leads to unreasonably high er-
rors on clean data, i.e. the resulting face recognition system
does not perform well. Compared the performance of the
original face recognition system (Table 5 in the main pa-
per), it is unlike that these systems would be used in a real-
world context due to their low performance. Moreover, the
performance of the backdoor itself is low as and only leads
to low error rates for high FMRs. These results motivate the
need for more effective open-set backdoor attacks in more
realistic scenarios to develop more effective defense mecha-
nisms for real-world applications. These results reflect what
we have already found out in the main section and are only
included here for the sake of completeness.

Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data

N 107* 107® 1072 10=! AUC 10™* 103 1072 107! AUC
5 96.0 91.1 776 449 840 929 833 657 303 90.7

5 10 935 829 60.7 250 90.8 915 786 544 172 933
:925 25 799 621 347 121 948 932 755 376 7.8 963
£ 50 799 607 346 11.6 956 935 785 398 7.9 956
75 712 485 250 79 962 958 805 400 92 952
100 77.1 57.5 321 129 949 944 811 399 106 942
5 99.0 975 89.1 563 767 8l1.6 724 605 265 92.6
g 10 962 902 735 381 847 772 66.0 380 6.7 965
%‘ 25 851 672 440 163 93.7 735 472 180 48 972
< 50 817 684 474 212 915 524 219 64 44 977
75 647 429 233 79 97.0 709 356 109 6.8 96.6
100 77.6 59.1 334 107 954 659 295 101 25 987
5 99.0 963 882 61.7 739 91.6 833 746 651 69.8
§ 10 96.0 87.6 68.6 332 875 933 864 794 604 79.0
K, 25 857 733 518 222 91.6 922 889 746 345 883
§ 50 907 783 540 197 926 958 O91.7 749 220 92.1
75 916 79.0 580 240 91.0 968 91.0 724 325 887
100 908 773 53.0 208 926 975 93.1 762 347 88.0
© 5 99.8 983 931 625 759 996 974 855 685 70.0
’E 10 994 935 786 385 856 99.7 96.6 812 61.1 713
% 25 955 879 686 315 880 964 923 800 335 89.0
% 50  96.1 833 573 234 918 968 929 773 354 815

75 957 877 654 289 896 97.6 928 71.0 204 922
100 92.1 756 47.1 17.0 935 969 927 742 263 89.8

Table 7. Conventional Open-Set Backdoor Performance on
LFW for the digital sunglasses trigger - In an open-set sce-
nario, the conventional classification-based backdoors are evalu-
ated based on FNMR[%]@FMR recognition error on the LFW
dataset for the digital sunglasses trigger. A lower FNMR is bet-
ter while the AUC should be higher. The Clean Data error refers
to the evaluation using test data without poisoned images, while
the Backdoor Data error is evaluated on data that consists of poi-
soned images. Generally, both on clean data and on backdoor data,
the conventionally backdoored models show high error rates com-
pared to the performance of the original model (see Tab. 5).
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WebFace

Error (FNMR) on Clean Data

Error (FNMR) on Backdoor Data

Error (FNMR) on Clean Data

Error (FNMR) on Backdoor Data

N 107* 107% 10=2 10~' AUC 10=* 10=® 10=2 10~' AUC 10~* 10=% 102 10~' AUC 10~* 10=% 102 10~! AUC
5 97.1 927 803 474 821 985 895 659 156 951 977 940 837 539 78.1 978 885 618 114 957
5 10 950 837 60.8 250 909 98.1 902 468 40 978 954 89.0 717 39.7 847 976 854 436 93 969
% 25 774 59.8 339 106 960 951 804 336 30 983 883 755 548 258 903 968 79.7 445 95 968
£ 50 668 494 277 80 971 965 729 334 54 978 836 699 490 229 91.1 932 787 416 82 970
75 648 426 202 45 98.1 964 707 239 20 989 838 684 468 21.7 913 964 784 449 11.6 96.0
100 673 446 219 55 979 924 716 219 13 990 839 682 473 223 911 923 803 474 11.7 959
5 99.3 979 90.6 585 741 932 728 252 0.0 992  99.1 965 87.8 569 780 89.3 714 333 15 986
g 10 959 865 655 282 900 892 479 29 00 99.8 963 89.6 71.9 365 864 722 317 36 00 99.8
Lg-“j 25 838 66.7 419 116 954 526 102 00 00 1000 91.6 802 587 275 892 784 323 64 03 99.7
< 50 619 445 218 47 983 599 174 02 00 999 797 652 446 203 917 542 260 50 00 99.8
75 612 39.6 208 64 977 426 142 12 00 999 727 574 383 179 927 706 262 76 09 995
100 574 410 197 52 983 49.0 264 40 00 998 686 523 339 157 935 584 270 58 03 99.7
5 994 978 923 663 721 99.8 988 934 59.6 802 993 975 919 680 70.0 99.5 972 87.1 472 852
8 10 988 959 844 540 795 986 947 772 310 9L6 972 924 788 459 823 982 877 542 134 951
R, 25 882 708 449 142 943 964 876 556 128 957 856 703 493 23.8 904 897 78.0 441 11.1 954
S 50 765 567 303 7.9 970 975 772 381 52 979 761 583 386 172 927 934 720 388 84 969
75 798 625 355 100 96.1 963 845 56.1 151 951 705 564 37.6 19.1 916 942 647 292 7.5 975
100 754 53.8 321 106 954 964 863 515 95 964 739 564 380 184 922 907 755 397 88 96.6
Y 3 99.9 986 893 59.6 77.1 97.6 925 797 623 800 998 982 902 589 77.1 98.8 974 915 614 79.1
E 10 99.0 932 772 419 842 97.5 853 729 451 813 992 924 734 377 852 955 872 655 254 924
s 25 885 68.7 434 165 935 89.0 69.7 349 52 978 920 78.0 552 264 89.6 754 487 121 0.1 996
(Ey 50 882 714 434 177 932 90.0 69.1 194 08 992 842 684 481 225 904 713 385 89 03 996
75 865 655 395 151 941 928 754 304 22 986 871 735 519 243 900 730 394 97 09 995
100 857 633 370 13.0 945 90.0 607 130 02 995 856 71.1 49.1 233 904 893 527 141 0.6 99.4

Table 8. Conventional Open-Set Backdoor Performance on LFW and WebFace for the hat trigger - In an open-set scenario, the
conventional classification-based backdoors are evaluated based on FNMR[%]@FMR recognition error on the LFW dataset for the hat
trigger. A lower FNMR is better while the AUC should be higher. The Clean Data error refers to the evaluation using test data without
poisoned images, while the Backdoor Data error is evaluated on data that consists of poisoned images. Generally, both on clean data and
on backdoor data, the conventionally backdoored models show high error rates compared to the performance of the original model (see

Tab. 5).



Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data
N 107* 107® 1072 107! AUC 10~* 1073 1072 107! AUC
25 96.6 924 80.8 500 813 99.1 919 616 162 948

5 50 945 844 587 242 919 963 853 388 30 983
:9Z3 75 824 659 376 112 960 91.0 695 243 13 99.0
£ 100 69.8 518 27.0 66 974 947 736 153 03 994
5 627 406 19.1 46 982 90.6 558 153 04 994
25 678 460 227 7.1 976 905 63.0 123 02 995
5 99.0 98.1 90.1 595 749 904 737 350 0.7 987
g 25 9.1 879 702 31.6 885 766 47.6 109 0.0 99.6
Lg 50 747 58.0 345 78 968 399 16 0.0 0.0 100.0
£ 75 679 476 256 65 975 278 75 03 00 1000
100 590 356 153 35 986 397 184 38 02 998
5 56.1 349 169 43 983 450 176 37 02 998
50 992 973 910 67.6 723 992 975 89.1 511 854
§ 75 99.0 953 859 472 841 994 964 828 374 898
%, 100 848 69.2 41.0 13.1 951 929 80.0 53.6 119 959
§ 5 76.1 588 324 100 958 929 828 514 109 963
25 761 531 280 9.1 968 951 858 588 124 958
50 659 456 227 69 97.1 920 813 525 97 965
o 75 1000 99.3 96.1 785 66.1 100.0 99.8 973 725 76.2
E 100 995 98.0 879 562 79.0 992 962 86.0 40.6 89.0
o5 920 752 485 166 940 979 872 495 63 973
5 25 758 552 300 9.1 962 936 76.1 325 30 984

50 823 620 352 113 96.0 926 846 548 9.7 965
75 767 569 327 115 956 964 850 51.7 11.2 957

Table 9. Conventional Open-Set Backdoor Performance on
LFW for the physical sunglasses trigger - In an open-set sce-
nario, the conventional classification-based backdoors are evalu-
ated based on FNMR[%]@FMR recognition error on the LFW
dataset for the physical sunglasses trigger. A lower FNMR is bet-
ter while the AUC should be higher. The Clean Data error refers
to the evaluation using test data without poisoned images, while
the Backdoor Data error is evaluated on data that consists of poi-
soned images. Generally, both on clean data and on backdoor data,
the conventionally backdoored models show high error rates com-
pared to the performance of the original model (see Tab. 5).

Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data

N 107* 107 1072 107! AUC 107* 10=% 1072 10~! AUC
25 970 919 782 450 829 962 902 789 554 764

5 50 929 836 655 300 885 957 897 783 447 856
% 75 80.1 63.1 392 144 944 941 859 597 185 940
£ 100 782 589 335 105 958 983 902 640 189 937
5 814 638 379 121 950 98.0 9.1 695 222 926
25 884 732 482 176 934 989 940 780 332 89.0
5 98.6 963 88.1 56.8 77.0 855 756 69.5 588 755
§ 25 98.0 927 767 395 859 818 792 738 296 922
K50 935 830 645 313 883 873 750 317 04 99.0
< 75 890 772 556 222 918 731 412 77 04 996
100 831 692 475 156 945 638 302 75 04 997
5 81.7 66.0 384 123 954 533 212 37 1.0 99.6
50 989 963 87.1 576 77.1 905 812 73.0 700 519
§ 75 974 912 744 414 851 865 820 79.7 77.8 49.7
LE‘, 100 908 79.1 57.7 217 917 917 903 89.1 851 488
s 5 91.9 80.6 558 23.6 91.7 952 942 91.6 765 580
25 91.0 795 570 237 914 974 963 936 788 534
50 913 798 589 249 915 977 960 915 777 56.6
° 75 994 979 910 574 784 998 951 829 708 51.1
E 100 96.7 913 77.1 452 837 980 86.0 803 781 46.2
oh 5 90.0 72.7 453 164 943 993 909 872 814 520
5 25 960 834 560 174 935 968 951 931 822 52.1

50 988 86.8 559 183 930 97.7 963 930 79.0 555
75 987 913 740 312 89.0 994 983 951 83.0 517

Table 10. Conventional Open-Set Backdoor Performance on
LFW for the red square trigger - In an open-set scenario, the
conventional classification-based backdoors are evaluated based
on FNMR[%]@FMR recognition error on the LFW dataset for
the red square trigger. A lower FNMR is better while the AUC
should be higher. The Clean Data error refers to the evaluation
using test data without poisoned images, while the Backdoor Data
error is evaluated on data that consists of poisoned images. Gener-
ally, both on clean data and on backdoor data, the conventionally
backdoored models show high error rates compared to the perfor-
mance of the original model (see Tab. 5).



Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data
N 107 107% 1072 107! AUC 10=* 10=% 1072 107! AUC

Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data
N 107* 107 1072 107! AUC 107* 10=% 1072 10~! AUC

5 98.1 946 843 542 788 975 922 79.7 405 879

3 10 977 937 798 486 796 969 899 609 87 957
%(3 25 903 79.0 604 320 864 968 89.0 580 79 96.5
£ 50 879 755 546 261 894 976 87.1 532 81 96.2
75 875 747 554 295 878 97.8 871 493 41 975
100 89.4 768 57.1 29.0 87.6 985 90.0 494 36 977
5 98.9 964 885 603 76.0 90.9 853 73.7 333 905
g 10 968 920 787 466 815 8.6 739 274 26 98.1
f-g 25 950 87.0 721 413 826 884 488 78 33 983
< 50 836 711 513 247 899 444 186 32 12 993
75 764 628 439 210 912 444 169 60 37 982
100 708 572 39.1 183 922 573 226 53 19 989
5 98.7 95.1 846 552 774 93.6 885 825 70.6 67.0
§ 10 972 923 793 475 809 960 920 815 41.0 887
T, 25 932 851 677 357 852 981 954 829 414 868
§ 50 954 868 674 345 852 988 951 79.1 308 90.1
75 934 846 663 357 853 984 933 748 287 89.5
100 924 834 653 329 859 987 946 768 256 92.0
° 5 99.8 972 86.6 564 769 979 941 835 605 80.8
E 10 99.1 949 79.7 440 821 983 952 89.0 63.1 809
°h 25 987 917 705 364 846 989 948 79.1 275 911
% 50 964 864 634 326 861 982 924 695 207 923

75 973 900 710 368 847 994 956 773 292 90.5
100 97.1 91.1 735 39.0 837 987 933 725 255 916

5 97.7 940 837 539 781 97.8 885 61.8 114 957
10 954 890 717 397 847 976 854 436 93 969
883 755 548 258 903 968 79.7 445 95 968
50 836 699 490 229 91.1 932 787 416 82 970
75 838 684 468 21.7 913 964 784 449 116 96.0
100 839 682 473 223 91.1 923 803 474 11.7 959

5 99.1 965 87.8 569 780 893 714 333 15 986
10 963 896 719 365 864 722 317 36 00 998
91.6 80.2 587 275 892 784 323 64 03 997
50 797 652 446 203 917 542 260 50 0.0 99.8
75 727 574 383 179 927 706 262 7.6 09 995
100 68.6 523 339 157 935 584 270 58 03 997

5 99.3 975 919 68.0 70.0 99.5 972 87.1 472 852

FaceNet
[
W

ArcFace
[
W

§ 10 972 924 788 459 823 982 877 542 134 095.1
B, 25 856 703 493 238 904 89.7 780 441 11.1 954
§ 50 76.1 583 386 172 927 934 720 388 84 969

75 705 564 376 19.1 916 942 647 292 75 975

100 739 564 380 184 922 90.7 755 397 88 96.6
° 5 99.9 995 949 699 70.1 99.9 99.8 958 66.2 794
E 10 97.0 914 750 409 835 989 919 645 182 94.1
ob 25 842 705 49.7 234 904 937 756 40.1 83 970
% 50 760 604 404 204 909 956 76.8 425 7.7 969

75 750 587 379 179 924 912 716 399 112 956
100 737 56.1 367 166 928 914 748 403 82 971

Table 11. Conventional Open-Set Backdoor Performance on
WebFace for the digitial sunglasses trigger - In an open-set sce-
nario, the conventional classification-based backdoors are evalu-
ated based on FNMR[%]@FMR recognition error on the Web-
Face dataset for the digital sunglasses trigger. A lower FNMR
is better while the AUC should be higher. The Clean Data error
refers to the evaluation using test data without poisoned images,
while the Backdoor Data error is evaluated on data that consists of
poisoned images. Generally, both on clean data and on backdoor
data, the conventionally backdoored models show high error rates
compared to the performance of the original model (see Tab. 5).

Table 12. Conventional Open-Set Backdoor Performance on
WebFace for the hat trigger - In an open-set scenario, the con-
ventional classification-based backdoors are evaluated based on
FNMR[%]@FMR recognition error on the WebFace dataset for
the hat trigger. A lower FNMR is better while the AUC should be
higher. The Clean Data error refers to the evaluation using test data
without poisoned images, while the Backdoor Data error is evalu-
ated on data that consists of poisoned images. Generally, both on
clean data and on backdoor data, the conventionally backdoored
models show high error rates compared to the performance of the
original model (see Tab. 5).



Error (FNMR) on Clean Data Error (FNMR) on Backdoor Data
N 107 107% 1072 107! AUC 10=* 10=% 1072 107! AUC

Error (FNMR) on Clean Data
N 107* 107 1072 107! AUC 107* 10=% 1072 10~! AUC

Error (FNMR) on Backdoor Data

5 98.3 953 847 565 77.8 993 776 584 7.5 969

3 10 967 908 739 396 846 902 625 659 190 937
%(3 25 899 782 581 285 884 874 462 532 106 963
£ 50 845 711 507 226 909 847 580 50.1 65 97.2
75 834 699 49.1 23.0 909 714 407 143 950
100 855 704 489 226 91.1 813 535 506 68 972
5 99.2 97.1 89.2 60.0 76.1 948 77.6 374 1.8 985
g 10 973 897 724 367 860 902 625 128 0.1 99.5
f-g 25 912 807 603 29.1 883 874 462 129 0.6 994
< 50 794 652 454 205 918 847 580 211 25 988
75 722 575 373 168 934 714 407 129 08 994
100 685 512 327 146 937 813 535 229 36 985
5 992 977 913 651 723 99.8 982 89.7 593 80.7
§ 10 966 90.1 722 387 856 993 936 731 249 925
T, 25 828 701 49.1 22.1 908 942 814 429 34 980
§ 50 788 642 430 192 919 971 855 559 122 958
75 734 570 373 175 925 973 856 56.6 10.7 96.1
100 70.0 533 345 162 928 96.6 815 466 94 96.7
° 5 99.8 988 939 73.0 694 999 993 933 642 79.7
E 10 965 895 723 39.7 844 993 931 716 20.1 937
eh 25 889 730 497 230 906 950 830 511 145 956
5 50 796 628 419 199 913 985 86.7 578 142 953

75 706 541 348 167 924 954 817 464 78 970
100 73.8 56.1 370 173 927 963 814 540 148 952

5 98.6 952 848 554 772 995 97.8 905 59.0 814
10 967 911 755 438 821 977 937 715 307 904
925 833 627 329 859 989 950 789 275 917
50 920 80.7 625 338 858 995 964 716 235 929
75 944 844 658 373 850 99.7 969 802 274 916
100 932 829 649 352 855 997 969 793 259 919

5 98.7 953 86.0 565 773 923 869 8l.1 60.8 81.8
10 984 949 830 519 793 924 852 543 54 973
949 879 1707 384 841 941 795 276 1.1 989
50 886 765 560 27.7 888 764 433 89 04 996
75 80.1 681 489 23.6 900 754 352 79 04 996
100 79.0 65.6 459 222 902 646 348 59 0.1 9938

5 99.0 964 882 604 744 949 922 884 799 503

FaceNet
[
W

ArcFace
[
W

§ 10 966 899 727 387 845 959 936 91.6 879 483
By, 25 91.0 79.1 569 258 893 979 969 953 91.0 478
§ 50 947 856 66.1 323 873 994 986 954 825 554

75 939 843 645 328 867 994 988 957 855 514

100 957 876 706 386 841 997 99.1 959 824 562
° 5 99.3 972 885 60.0 754 993 96.6 86.6 80.7 434
E 10 992 957 812 456 81.8 992 97.1 924 856 55.6
ob 25 966 88.0 679 322 874 99.0 977 959 89.8 48.1
% 50 965 862 639 320 870 99.7 987 946 825 554

75 951 860 632 31.0 876 99.7 988 958 835 543
100 986 951 786 382 844 998 994 963 817 553

Table 13. Conventional Open-Set Backdoor Performance on
WebFace for the physical sunglasses trigger - In an open-set
scenario, the conventional classification-based backdoors are eval-
uated based on FNMR[%]@FMR recognition error on the Web-
Face dataset for the physical sunglasses trigger. A lower FNMR
is better while the AUC should be higher. The Clean Data error
refers to the evaluation using test data without poisoned images,
while the Backdoor Data error is evaluated on data that consists of
poisoned images. Generally, both on clean data and on backdoor
data, the conventionally backdoored models show high error rates
compared to the performance of the original model (see Tab. 5).

Table 14. Conventional Open-Set Backdoor Performance on
WebFace for the red square trigger - In an open-set scenario, the
conventional classification-based backdoors are evaluated based
on FNMR[%]@FMR recognition error on the WebFace dataset
for the red square trigger. A lower FNMR is better while the AUC
should be higher. The Clean Data error refers to the evaluation
using test data without poisoned images, while the Backdoor Data
error is evaluated on data that consists of poisoned images. Gener-
ally, both on clean data and on backdoor data, the conventionally
backdoored models show high error rates compared to the perfor-
mance of the original model (see Tab. 5).



