Appendix

A. Victim model training, evaluation, and attack setups

When training all CIFAR-10, CIFAR-100, and Tiny—-ImageNet victim models (each of which is given by an attribute
combination), we use the SGD optimizer with the cosine annealing learning rate schedule and an initial learning rate of 0.1.
The weight decay is 5e — 4, and the batch size is 256. The number of training epochs is 75 for CIFAR-10 and CIFAR-100,
and 100 for Tiny—-ImageNet. When the weight sparsity (WS) is promoted, we follow the one-shot magnitude pruning
method [87, 94] to obtain a sparse model. To obtain models with different activation functions (AF) and kernel sizes (KS), we
modify the convolutional block design in the ResNet and VGG model family accordingly from 3, ReLU to others, i.e., 5/7,
tanh/ELU. Table A1 shows the testing accuracy (%) of victim models on different datasets, given any studied (AF, KS, WS)
tuple included in Table 2. It is worth noting that we accelerate victim model training by using FFCV [95] when loading the
dataset.

Table Al. Victim model performance (testing accuracy, %) given different choices of datasets and model architectures.

Attribute combination
ReLU tanh ELU
Dataset AT 3 5 7 3

3 5 7 3 5 3 5 7
0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5% | 0% | 37.5% | 62.5%
ResNet9 | 944 | 939 942 | 933 | 935 935 | 924 | 92.8 928 | 89.0 | 888 89.9 | 88.4 | 88.6 88.2 | 87.0 | 872 88.0 | 91.0 | 912 90.7 | 903 | 90.2 90.5 | 89.3 | 90.0 89.6

ResNetl8 | 94.7 | 94.9 95.0 | 942 94.5 94.5 93.9 93.5 93.6 | 87.1 87.5 88.2 842 | 849 85.5 81.3 81.2 85.1 90.6 | 90.8 90.6 90.1 91.1 90.5 85.7 83.4 843

CIFAR-10 ResNet20 | 92.1 | 92.5 923 | 920 | 922 92.0 |909 | 91.8 915 | 89.7 | 89.7 89.7 | 89.5 | 89.4 89.6 | 883 | 88.2 88.9 907 | 91.2 90.9 |903 | 90.5 90.6 | 89.2 | 89.7 89.7
VGG11 91.0 | 91.1 90.4 | 89.8 89.9 89.4 | 88.2 88.4 88.0 | 88.7 89.1 88.9 872 | 87.6 87.6 87.0 86.8 87.0 89.4 89.5 89.5 88.0 88.2 88.5 87.1 87.1 87.2

VGGI3 | 93.1 | 933 93.0 | 920 | 922 926 | 912 | 911 91.0 | 90.1 90.1 90.1 89.3 | 89.1 89.3 | 882 | 88.8 88.8 | 90.8 | 90.9 90.8 | 89.2 | 895 89.4 | 884 | 88.7 88.9

ResNet9 | 73.3 | 73.6 735 | 71.8 | 719 712 | 69.1 69.8 69.2 | 586 | 60.1 60.3 | 60.1 61.2 62.0 | 582 | 59.8 60.3 | 708 | 70.7 70.8 | 69.5 | 69.6 69.8 | 673 | 683 68.7

ResNetl8 | 744 | 75.0 756 | 73.6 | 73.0 746 | 712 | 710 709 | 62.0 | 62.0 629 | 573 | 59.3 60.1 51.3 | 534 57.1 | 70.1 70.8 711 66.8 | 69.7 69.7 | 63.1 61.8 65.7

CIFAR-100 ResNet20 | 68.3 | 68.4 675 | 678 | 675 67.7 | 66.8 | 66.7 67.6 | 599 | 61.3 59.6 | 61.9 | 620 62.1 599 | 612 61.2 | 664 | 67.6 67.7 | 67.0 | 67.3 672 | 662 | 66.9 66.8
VGG11 68.3 | 684 67.7 | 652 | 657 658 | 624 | 62.0 626 | 652 | 655 655 | 63.6 | 63.6 63.9 | 62.1 61.8 62.5 | 662 | 66.5 659 | 64.6 | 64.0 64.6 | 61.5 | 62.3 61.9
VGGI3 | 71.0 | 70.6 71.1 69.9 | 70.5 70.3 | 66.5 | 66.5 67.2 | 66.7 | 67.5 67.5 | 652 | 65.5 67.1 639 | 634 650 | 689 | 69.3 69.5 | 663 | 66.7 67.1 642 | 645 64.7

Tiny-ImageNet | ResNetl8 | 63.7 | 64.1 | 635 | 615 | 627 | 626 | 596 | 61.0 | 617 [47.0 | 481 | 500 |466| 479 | 483 |410| 435 | 446 |57.2| 579 | 581 |527] 538 | 536 |523| 515 | 523

For different attack types, we list all the attack configurations below:
4 FGSM. We set the attack strength e equal to 4/255, 8/255, 12/255, and 16/255, respectively.
4 PGD /. We set the attack step number equal to 10, and the attack strength-learning rate combinations as (¢ = 4/255,
a = 0.5/255), (e = 8/255, « = 1/255), (e = 12/255, v = 2/255), and (¢ = 16/255, v = 2/255).
4 PGD /5. We set the step number equal to 10, and the attack strength-learning rate combinations as (¢ = 0.25, a = 0.05),
(e=0.5,a=0.1), (e =0.75, « = 0.15), and (¢ = 1.0, o = 0.2).
4 CW. We use ¢ version CW attack with the attack conference parameter « equal to 0. We also set the learning rate equal to
0.01 and the maximum iteration number equal to 50 to search for successful attacks.
4 AutoAttack £y . We use the standard version of Aut oAt tack with the /., norm and € equal to 4/255, 8/255, 12/255,
and 16/255, respectively.
4 AutoAttack fo. We use the standard version of Aut oAt tack with the 5 norm and € equal to 0.25, 0.5, 0.75, and 1.0,
respectively.
4 SquareAttack fy. We set the maximum query number equal to 5000 with £, norm e equal to 4/255, 8/255, 12/255,
and 16/255, respectively.
4 SquareAttack f2. We set the maximum query number equal to 5000 with /., norm € equal to 0.25, 0.5, 0.75, and 1.0,
respectively.
4+ NES. We set the query number for each gradient estimate equal to 10, together with p = 0.01 (i.e., the value of the
smoothing parameter to obtain the finite difference of function evaluations). We also set the learning rate by 0.0005, and the
maximum iteration number by 500 for each adversarial example generation.
4 Z0-s1ignSGD. We set the query number for each gradient estimate equal to 10 with ¢ = 0.01. We also set the learning
rate equal to 0.0005, and the maximum iteration number equal to 500 for each adversarial example generation. The only
difference between ZO—s1ignSGD and NES is the gradient estimation method in ZOO. ZO-s1ignSGD uses the sign of forward
difference-based estimator while NES uses the central difference-based estimator.

These 10 attack methods (Tab. 1) are applied to each VM on the test set to generate their respective adversarial sets.
Therefore, 10 x 10,000 x 135 adversarial examples are generated for CIFAR-10 and CIFAR-100 each; 10 x 10,000 x 27 for
Tiny-ImageNet. Then, the generated adversarial examples are split 80/20 for MPN training/testing. This ensures a balanced
representation of each attribute across different VMs, while the diversity of adversarial attacks enables comprehensive training
and evaluation of MPN.



B. OOD generalization performance of MPN across attack types when PEN is used

Similar to Fig. 7, Fig. A1 shows the generalization performance of MPN when trained on a row-specific attack type but
evaluated on a column-specific attack type when dpgy is given as input. When MPN is trained on the collection of four attack
types PGD {,, PGD {5, CW, and ZO-signSGD (i.e., the ‘Combined’ row), such a data augmentation can boost the OOD
generalization except for the random search-based Square attack.
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Figure A1l. Generalization performance matrix of MPN when trained on a row-specific attack type but evaluated on a column-specific attack
type given dpen as input. The attack data are given by adversarial perturbations with strength ¢ = 8/255 for £« attacks, e = 0.5 for £2
attacks, and ¢ = 1 for CW attack. The victim model architecture and the dataset are set as ResNet9 and CIFAR-10. The ‘combined’ row
represents MPN training on the collection of four attack types: PGD £, PGD #2, CW, and ZO—signSGD.



C. MPN across different architecture types (AT)

We also peer into the generalization of MPN across different VM architectures (i.e., AT in Table 1), while maintaining
constant configurations for other attributes (KS, AF, and WS).

Fig. A2 demonstrates the generalization matrix of MPN when trained and evaluated using adversarial perturbations
generated from different VM architectures (i.e., different values of AT in Table 1) by fixing the configurations of other attributes
(KS, AF, and WS). We observe that given an attack type, the in-distribution MPN generalization remains well across VM
architectures. Yet, the OOD generalization of MPN (corresponding to the off-diagonal entries of the generalization matrix)
rapidly degrades if the test-time VM architecture is different from the train-time one. This inspires us to train MPN on more
AT variants in order to retain the model parsing performance, as shown in the last row of each subfigure of Fig. A2.
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Figure A2. Generalization matrix (%) of MPN when trained on attack data generated from a row-specific architecture but evaluated on
attack data generated from a column-specific architecture. Both the train-time and test-time architectures share the same VM attributes in
KS, AF, and WS. The attack type is specified by FGSM, PGD £, or CiW on CIFAR-10, with the attack strength e = 8/255 for £« attacks
and ¢ = 1 for CW.

MPN is then trained on (AT, AF, KS, WS) tuple by merging AT into the attribute classification task. We conduct experiments
considering different architectures mentioned in Table 2 on CIFAR-10 and CIFAR-100, with § and dpgn as MPN’s inputs,
respectively. We summarize the in-distribution generalization results in Table A2, Table A3, Table A4, and Table A5. Weighted
accuracy refers to the testing accuracy defined in Sec. 5, i.e., Y, (N;TA(4))/ >, N;, where N; is the number of classes of
the model attribute 7, and TA(¢) is the testing accuracy of the classifier associated with the attribute 4 (Fig. 3). In the above
tables, we also show the testing accuracy for each attribute, i.e., TA(7). Combined accuracy refers to the testing accuracy
over all victim model attribute-combined classes, i.e., 135 classes for 5 AT classes, 3 AF classes, 3 KS classes, and 3 WS
classes. The insights into model parsing are summarized below: (1) MPN trained on § and dpgn can effectively classify all the
attributes AT, AF, KS, WS in terms of per-attribute classification accuracy, weighted testing accuracy, and combined accuracy.
(2) Compared to AT, AF, and KS, WS is harder to parse.

Table A2. MPN performance (%) on different attack types given different evaluation metrics with adversarial perturbation § as input on
CIFAR-10.

Attack types
Metrics FGSM PGD log PGD {3 cw

€=14/255 | €=8/255 | e =12/255 | €=16/255 | e =4/255 | e =8/255 | ¢=12/255 | € =16/255 | €=0.25 | €=0.5 | =075 | e=1.0 | ¢=01|c=1|c=10

AT accuracy 97.77 97.85 97.91 97.91 97.23 96.13 96.16 94.22 99.77 | 99.64 | 9937 | 99.12 | 9673 | 97.30 | 97.28
AF accuracy 95.67 95.73 95.79 95.71 95.86 95.26 95.77 94.05 99.51 | 99.36 | 99.04 | 98.68 | 95.12 | 94.84 | 94.68
KS accuracy 98.66 98.66 98.65 98.71 98.22 97.55 97.43 95.52 99.83 | 99.79 | 99.64 | 9948 | 9694 | 98.13 | 98.09
WS accuracy 87.16 87.16 87.29 87.52 84.36 79.99 80.01 71.68 98.51 | 97.83 | 96.86 | 9557 | 8842 | 85.28 | 85.03
Weighted accuracy | 9524 | 9528 | 9534 | 9538 | 9439 | 9279 | 9289 | 89.63 | 9946 | 99.23 | 98.82 | 9834 | 9465 | 9438 | 94.27
Combined accuracy | 8185 | 8200 | 8219 | 8233 | 7865 | 7311 | 7333 | 6267 | 9779 | 9689 | 9538 | 9355 | 83.00 | 79.29 | 78.88




Table A3. MPN performance (%) on different attack types given different evaluation metrics with estimated perturbation dpex as input on
CIFAR-10.

Attack types
Metrics FGSM PGD o PGD {3 cw

€=14/255 | e=8/255 | e=12/255 | € =16/255 | e =4/255 | € =8/255 | € =12/255 | € =16/255 | =025 | e =05 | e=0.75 | e=1.0 | ¢=01|c=1|c=10

AT accuracy 88.98 95.68 97.20 97.64 75.81 84.58 90.27 88.50 61.09 | 8141 | 8780 | 9048 | 56.10 | 64.11 | 64.30
AF accuracy 83.48 9221 94.56 95.22 74.95 85.04 90.72 89.81 5762 | 7690 | 8395 | 8736 | 5461 | 5877 | 5898
KS accuracy 91.57 96.63 97.96 98.41 81.10 88.18 92.67 90.99 6785 | 84.50 | 89.93 | 9218 | 6246 | 69.81 | 70.15
WS accuracy 69.99 81.42 84.92 86.59 56.07 63.92 70.19 64.80 5009 | 67.26 | 7402 | 7770 | 4640 | 47.53 | 47.77
Weighted accuracy | 8429 | 9208 | 9417 | 9492 | 7253 | 8102 | 8658 | 8423 | 5944 | 7807 | 8448 | 8744 | 5507 | 60.63 | 60.87
Combined accuracy | 54.83 | 7266 | 7863 | 8083 | 3259 | 4605 | 5710 | 5060 | 1838 | 4539 | 57.10 | 63.00 | 1462 | 1944 | 19.70

Table A4. MPN performance (%) on different attack types given different evaluation metrics with adversarial perturbation § as input on
CIFAR-100.

Attack types
Metrics FGSM PGD lo PGD £y cw

€=4/255 | €=8/255 | € =12/255 | e =16/255 | € =4/255 | € =8/255 | ¢ =12/255 | e =16/255 | €=0.25 | ¢ =05 | e=0.75 | e=1.0 | c=01]c=1]|c=10

AT accuracy 97.70 97.76 97.76 97.75 97.03 95.40 95.23 92.52 99.59 | 99.29 | 9891 | 9850 | 93.84 | 96.23 | 96.30
AF accuracy 95.17 95.14 94.96 95.11 94.79 93.73 93.87 91.87 99.14 | 9863 | 9797 | 9731 | 90.83 | 92.32 | 9247
KS accuracy 97.66 97.65 97.69 97.62 96.75 95.16 94.44 91.25 99.62 | 9943 | 99.16 | 9870 | 93.11 | 9577 | 9581
WS accuracy 81.13 80.77 80.90 80.94 76.57 69.85 68.16 59.42 96.58 | 9504 | 9270 | 9043 | 7661 | 7464 | 7477
Weighted accuracy | 9360 | 9354 | 9353 | 9355 | 9211 | 8952 | 8897 | 8502 | 9885 | 9827 | 9743 | 9656 | 89.34 | 90.67 | 90.76
Combined accuracy | 7508 | 7476 | 7482 | 7495 | 6972 | 6127 | 5931 | 4837 | 9527 | 93.06 | 89.89 | 86.73 | 67.19 | 6624 | 66.56

Table A5. MPN performance (%) on different attack types given different evaluation metrics with estimated perturbation dpgx as input on
CIFAR-100.

Attack types
Metrics FGSM PGD l PGD {y Ccw
€=16/255 | € =4/255 | € =8/255 ‘ €=12/255 | €¢=16/255 | ¢=0.25 | e=05|e=0.75| e=1.0| ¢=0.1 ‘ c=1 ‘ c=10

€=4/255 | e=8/255 | e=12/255 | | |
AT accuracy 88.17 95.25 96.92 97.45 72.40 82.48 88.11 85.47 6277 | 80.01 | 8588 | 8833 | 47.31 |51.80 | 5248
AF accuracy 81.81 91.14 93.53 94.52 71.43 81.93 87.76 86.71 58.16 | 7406 | 80.88 | 84.18 | 49.98 | 49.49 | 49.96
KS accuracy 88.62 94.92 96.58 97.12 76.97 84.74 88.78 86.46 69.38 | 84.09 | 88.68 | 9056 | 56.07 | 59.68 | 59.72
WS accuracy 64.19 74.98 78.60 79.85 50.64 56.88 60.32 54.94 4650 | 6173 | 67.79 | 7059 | 3946 | 39.85| 4037
Weighted accuracy | 81.76 | 8995 | 9219 | 9298 | 6851 | 7736 | 8222 | 7940 | 5971 | 7569 | 8153 | 84.12 | 4808 | 5043 | 50.90
Combined accuracy | 47.75 | 6527 | 7105 | 7327 | 2556 | 3749 | 4528 | 3897 | 1627 | 3887 | 49.04 | 5406 | 731 | 920 | 9.59




D. Correlation between transfer attack and model parsing

First, we show the full figure of Fig. 7 as Fig. A3 for better visualization.
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Figure A3. Model parsing of transfer attacks: Transfer attack success rate matrix (a) and model parsing confusion matrix (b). Given the

architecture type ResNet9, the dataset CIFAR-10, and the attack type PGD £ (with strength e = 8/255), each model attribute combination
(AF, KS, WS) defines a model instance to be attacked, transferred, or parsed.

Predicted model
(b) Confusion matrix (%)

Although model parsing for transfer attacks presents difficulties compared to non-transfer scenarios, our model parsing
method does not fail. Fig. 7(b) highlights the dominance of correct model parsing (diagonal entries) over misclassifications (off-
diagonal entries). Further, to understand why attack transferability plays a role in model parsing, we extract two representative
cases from Fig. 7: (1) ‘hard-to-parse’ (‘easy-to-transfer’): transfer attacks from (ReLU,3,0%) to (ReLU,3,37.5%); (2) ‘easy-
to-parse’ (‘hard-to-transfer’): transfer attacks from (ReLLU,3,0%) to (tanh,3,0%). Hard-to-parse attacks show stronger input
gradient correlation (see Fig. A4) between the source victim model and the transfer attack target model, indicating higher
transferability. Given the model attribute information is carried within the input gradient, model parsing for transfer attacks is
harder.

L 06

S

T 04 1=0.25
& o010 0=0.11
g 0.2 n=".

o 0=0.07

=

2 0.0

o

©

~

O -0.2 o

Easy to parse Hard to parse

Figure A4. Input gradient correlation between true victim model and transfer attack target model in ‘easy-to-parse’ and ‘hard-to-parse’
scenarios, expanded from Fig. 7.



E. Model parsing vs. model robustness

We re-use the collected ResNet9-type victim models in Fig. 7, and obtain their adversarially robust versions by conducting
adversarial training [1] on CIFAR-10. Fig. A5 presents the generalization matrix of MPN when trained on a row-wise
attack type but evaluated on a column-wise attack type. Yet, different from Fig. 6, the considered attack type is expanded
by incorporating ‘attack against robust model’, besides ‘attack against standard model’. It is worth noting that every attack
type corresponds to attack data generated from victim models (VMs) instantiated by the combinations of model attributes
KS, AF, and WS. Thus, the diagonal entries and the off-diagonal entries of the generalization matrix in Fig. A5 reflect the
in-distribution parsing accuracy within an attack type and the OOD generalization across attack types. Here are two key
observations. First, the in-distribution generalization of MPN from attacks against robust VMs is much poorer (see the marked
region @), compared to that from attacks against standard VMs. Second, the off-diagonal performance shows that MPN
trained on attacks against standard VMs is harder to parse model attributes from attacks against robust VMs, and vice versa
(see the marked region @). Based on the above results, we posit that model parsing is easier for attacks generated from VMs
with higher accuracy and lower robustness.
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Figure A5. Generalization performance (%) matrix of MPN across attack types, ranging from FGSM, PGD ¢, PGD /2, and CW attacks
against standard victim models to their variants against robust victim models, termed (Standard or Robust) Attack. Other setups are
consistent with Fig. 6.
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Figure A6. Distribution of input gradient /> norms on testing data of robustly and normally trained models on (CIFAR10, ResNet9),
expanded from Fig. AS.

To explain why the adversarial examples against robust models are hard to parse, we try to understand this from the
perspective of the norm of input gradients. Fig. A6 shows that robust models are harder to infer from the adversarial
examples due to the low magnitude power of input gradients, making it non-differentiable between different model attribute
configurations.



F. Other experimental studies

We also study other factors that could possibly affect the model parsing performance like PGD steps, step sizes, and stronger
transfer attack methods.

Table A6. Model parsing accuracy of PGD £ perturbations with e = 8/255 on (CIFAR10, ResNet9) under different attack steps & and step
sizes a.

w k=10 | 20 | 40 | 80

Training

k=10 95.07 93.59 | 93.53 | 9353

20 93.73 93.88 | 93.92 | 93.89

40 93.84 93.96 | 94.07 | 93.99

80 93.92 9398 | 94.08 | 94.11

w o =1/255 | 1.5/255 | 2/255 | 2.5/255
Training

a = 1/255 95.07 91.31 | 89.33 | 88.95

1.5/255 93.41 9585 | 9554 | 95.18

2/255 91.51 95.88 | 96.09 | 96.02

2.5/255 90.26 95.61 | 96.09 | 96.17

For attacks like PGD, while hyperparameters (step count k and step size ) exist, their influence on model parsing is less
notable compared to the attack strength e (Fig. 5). Table A6 shows additional justification of model parsing vs. £ and «.

Table A7. Model parsing accuracy of MI/DMI-FGSM attacks vs. PGD /. -attack on (CIFAR10, ResNet9), expanded from Table 4.

Strength | Attack Accuracy (%)
(e) methods x' ‘ OPEN ‘ )

PGD 66.62 | 83.20 | 95.07

8/255 Ml 65.16 | 82.46 | 94.33
DMI 62.65 | 81.90 | 90.93
PGD 76.65 | 89.73 | 94.91

12/255 MI 72.83 | 87.02 | 93.86
DMI 71.99 | 85.05 | 90.67

Tab. A7 consistently shows that the improved transfer attacks like MI-FGSM [96] and DMI-FGSM [18] are a bit harder in
model parsing than the ordinary PGD attacks. However, the model parsing ability is still prominent, proving the feasibility of
our method.



G. Extended Study on Refined Model Parsing Labels

To generalize our model parsing method, we refine the label definition to decompose specific model architectures (ResNet18,
VGGl 1, etc..) into architecture families (ResNet, VGG, etc..) and exact layer numbers (ResNet9, ResNet18, VGG11, VGG13,
etc..). We treat architecture family and layer number as two subclassification tasks, categorizing layer numbers as small/large.
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Figure A7. Model parsing performance (%) over a refined label definition: model architecture family (a) and layer number (b). The dataset
is CIFAR-10, and the attack type is PGD £ (With strength € = 8/255).
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Figure A7 demonstrates the strong generalization ability of the model parsing method. Each heatmap shows that the model
can successfully classify both model architecture families (ResNet vs. VGG) and layer numbers (small vs. large) with high

accuracy. Misclassification rates are very low (around 1% in both tasks), indicating that the model effectively differentiates
between the architectures and the layer size.
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