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Abstract

The generalization of deepfake detectors to unseen ma-
nipulation techniques remains a challenge for practical de-
ployment. Although many approaches adapt foundation
models by introducing significant architectural complexity,
this work demonstrates that robust generalization is achiev-
able through a parameter-efficient adaptation of one of the
foundational pre-trained vision encoders. The proposed
method, GenD, fine-tunes only the Layer Normalization pa-
rameters (0.03% of the total) and enhances generalization
by enforcing a hyperspherical feature manifold using L2
normalization and metric learning on it.

We conducted an extensive evaluation on 14 benchmark
datasets spanning from 2019 to 2025. The proposed method
achieves state-of-the-art performance, outperforming more
complex, recent approaches in average cross-dataset AU-
ROC. Our analysis yields two primary findings for the field:
1) training on paired real-fake data from the same source
video is essential for mitigating shortcut learning and im-
proving generalization, and 2) detection difficulty on aca-
demic datasets has not strictly increased over time, with
models trained on older, diverse datasets showing strong
generalization capabilities.

This work delivers a computationally efficient and repro-
ducible method, proving that state-of-the-art generalization
is attainable by making targeted, minimal changes to a pre-
trained foundational image encoder model. The code is at:
https://github.com/yermandy/GenD.

1. Introduction

The proliferation of realistic facial deepfakes raises signifi-
cant concerns regarding misinformation and malicious use,
with Al-manipulated videos — those altered by techniques
like face swapping or face reenactment — making detection
challenging. Unlike fully synthetic content, such forgeries
preserve the original context and leave subtle artifacts that
are difficult for humans and machines to detect [10, 24].

A primary issue affecting current detection methods is
their limited ability to generalize. A model that has been
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trained to identify images altered by a particular deepfake
generation algorithm often struggles when faced with ex-
amples produced by a new generation algorithm.

The generalization gap is the primary issue that we ad-
dress in this work. Assuming the hypothesis that adapted
large-scale, pre-trained foundational vision encoder can
serve as a general foundation for deepfake detection [40],
we build the proposed method in three variants, using Con-
trastive Language-Image Pre-training (CLIP) [43], Percep-
tion Encoder (PE) [8] and DINO [46] models as feature ex-
tractors, which are known for their generalizable visual rep-
resentations.

The proposed method consists of a vision encoder,
whose outputs are L2-normalized. We then fine-tune only
the parameters of the Layer Normalization blocks [42]
while keeping the rest frozen. Additionally, we propose us-
ing metric learning in this L2 space to enhance generaliza-
tion.

We benchmarked the generalization capabilities of the
proposed model on 14 deepfake video datasets released be-
tween 2019 and 2025, listed in Tab. 1. To our knowledge,
this represents the broadest evaluation in the deepfake lit-
erature. We show that the proposed model outperforms the
most recent state-of-the-art methods on the majority of all
available benchmarks.

In summary, our key contributions are as follows:

* A novel deepfake detection method called GenD. The
method achieves the best average cross-dataset AUROC
compared to recently released models.

* The most comprehensive evaluation in the deepfake liter-
ature covering datasets released throughout six years of
research.

* A demonstration that to achieve the best generalization
and prevent shortcut learning, it is essential to construct
the training set consisting of real-fake pairs, where the
fake video is generated from the real counterpart of the
pair.

2. Related Work

Deepfake techniques have rapidly evolved. Key methods in-
clude: Face-swap [4], Face-reenactment [9], LipSync [41],



and full face video synthesis [14, 48]. The first three
approaches manipulate only small, localized areas of the
video, typically the facial region, while leaving the rest of
the footage untouched, making detection challenging. The
techniques are continually improving, leveraging advanced
models to produce increasingly seamless and realistic re-
sults without obvious, visually perceptible artifacts.

As deepfake production techniques advance, detection
methods are also evolving to keep pace. The literature en-
compasses a taxonomy of detection strategies, which can be
divided into two main branches: content-based and signal-
based approaches. Content-based methods focus on visi-
ble or interpretable inconsistencies, utilizing inductive bi-
ases such as apparent blending boundaries [45], unsynchro-
nized audio-visual movements [20], or motion artifacts [1].
Signal-based methods, on the other hand, detect subtle and
often invisible traces left in the visual signal, fingerprints
that reveal synthetic origins even when no overt artifacts
are present. Signal-based techniques have become increas-
ingly accurate, especially as newer deepfakes leave fewer
perceptible cues. However, a persistent challenge remains:
generalizing to previously unseen manipulation methods.

Recent efforts in detecting general Al-generated con-
tent [29, 36, 39, 40] and facial deepfakes specifically [13,
18, 22, 37, 58] have begun to adopt CLIP as a backbone for
generalizable deepfake detection. These approaches can be
broadly categorized by the type of model adaptation. Some
methods, like Forensics Adapter [13] (ForAda), introduce
architectural changes by adding a separate parallel network
explicitly trained to identify artifacts left by blending. Other
methods operate on the parameter space; for instance, Ef-
fort [58] uses Singular Value Decomposition (SVD) to de-
compose the model’s weights into orthogonal subspaces,
freezing the principal components to preserve pre-trained
knowledge while fine-tuning the residual components on
forgery patterns.

In contrast to these approaches, our work proposes to
modify a subset of parameters. LN-Tuning [42] adjusts the
affine parameters of Layer Normalization blocks. The ef-
ficiency of LN-tuning in the general context was analyzed
in [19, 51]. We demonstrate that it achieves competitive or
state-of-the-art performance in the deepfake detection task.

As a complimentary approach to the passive detection
methods of Al manipulations, there exist active defense ap-
proaches that protect real images by incorporating invisible
watermarks [2, 3, 6, 61, 62, 65].

3. Method

The proposed method comes in three variants depending on
the pre-trained image encoder to which we add two com-
ponents: L2 normalization of the classification token and a
linear classifier. We optimize only 0.03% of network pa-
rameters using a weighted combination of cross-entropy,
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Figure 1. The architecture of GenD (CLIP). The gray rectangle
represents the original CLIP ViT image encoder, and green rep-
resents the added components. Only rectangles with a fire icon
represent layers with trainable parameters.

uniformity, and alignment losses in an end-to-end fashion.
We call this approach GenD, and its complete overview is
shown in Fig. 1.

3.1. Model

Feature extractor. We use three different pre-trained image
encoders: 1. CLIP ViT-L/14, trained by OpenAl [43]; 2.
PE oL, trained by Meta Al [8]; 3. DINOv3 ViT-L/16 [46],
trained by Meta Al. After the encoder processes the image,
we take only the 1024-dimensional classification token and
discard the rest.

Optimized parameters. The L2-normalized classification
token is used as the input to the linear binary classifier,
which gives logits for fake and real classes. In addition
to the weights W € R1924%2 and biases b € R? of the
classification layer, we optimize the parameters of all Layer
Normalization blocks [19, 42, 51]. This roughly constitutes
0.03% of the total model parameters; the remaining param-
eters of the encoder are frozen.

Loss function. The network is trained using a weighted
combination of cross-entropy, uniformity, and alignment
losses [52]

L= LCross—Entropy + aﬁalign + Bﬁuniform~ (1)

The cross-entropy loss is applied to fake and real logits,
while uniformity and alignment losses are directly applied
to the L2-normalized classification token, see Fig. 1.



Let z; be the L2-normalized feature of the i-th sample.
The alignment loss tightens feature clusters coming from
the same class

Ealign = E

z,y~

lze ==y 2], @

where P is the distribution of positive pairs. Uniformity
encourages the features to be uniformly distributed on the
unit hypersphere

Acuniform = 1Og E |:672sz7zy‘|§:| ; (3)

z,y~P
where x and y are sampled independently from the data dis-
tribution P.

Training algorithm. To optimize the model parameters,
we use Adam optimizer [30] with §; = 0.9 and [, =
0.999 without weight decay. The weight precision is set
to bfloatl6. The learning rate is scheduled using a cosine
cyclic rule [47]. Each cycle starts with a linear warm-up for
one epoch, increasing from 1075 to 3 x 10, and then de-
cays using cosine scheduling over nine epochs to 10~°. For
most runs, we observed that the training did not improve af-
ter two cycles (or 20 epochs). The batch size is set to 128
samples. For CLIP ViT-L/14, the loss coefficients of Eq. (1)
are set to « = 0.1 and B = 0.5, found on the validation set.

Video classification. GenD has a single frame as an in-
put. To get video-level probabilities, we uniformly sample
32 frames from a video, calculate softmax probabilities for
every frame independently, and average them.

Speed and memory. Every encoder of GenD is of the size
of a ViT-L model, consisting of roughly 304M parameters.
Our non-optimized for speed and memory implementation
in PyTorch can process 120 frames per second on A100 with
a batch size of 1, requiring approximately 2GB of VRAM.

3.2. Data

Data preprocessing. We follow a standard practice of
dataset preprocessing proposed in DeepfakeBench [56],
which consists of the following steps:

Sample 32 frames evenly from each video.
Extract the largest face using RetinaFace [15].
Align the face using predicted landmarks.
Calculate the bounding box for the aligned face.
Enlarge the bounding box by a 1.3x margin.
Crop and resize the face to 224 x 224.

Save the image in lossless format.
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Training data. Following the standard protocol, we train
the model on the FaceForensics++ dataset [44] (FF++),
which consists of 3600 videos, of which 720 are real videos,
and the rest, 4 x 720, come from four different deepfake

forgery methods. After preprocessing, we obtain approxi-
mately 115k frames. The dataset was released in three dif-
ferent compression levels. Following all of the preceding
work, we use the c23 compression version of the dataset.
We augment the training set using image augmentations
such as random horizontal flipping, random affine transfor-
mations, Gaussian blurring, color jitter, and JPEG compres-
sion, all implemented in the torchvision package. In
ablations, we also experimented with changing the training
set to FFIW [67] and DSv2 [5].

Training samples pairing. We train the model on a dataset
consisting of real-fake pairs, where each fake video is gen-
erated from its real counterpart. We hypothesize and empir-
ically confirm in Sec. 4.4 that the dataset constructed in this
way forces the network to learn the subtle, low-level arti-
facts of the manipulation process, rather than exploiting su-
perficial, high-level differences between unrelated videos,
thus preventing shortcut learning.

Validation data. We noticed that the FF++ validation set
is very similar to the training set. That makes the compar-
ison of different training experiments on such a validation
ineffective. Each experiment achieves the best validation
AUROC quickly, shows almost no signs of overfitting, and
does not provide any estimate of cross-dataset generaliza-
tion. The FF++ validation set does not provide crucial in-
formation on how the methods will perform when trained
for an extended period. Therefore, we create a custom val-
idation set, which consists of data from validation or train-
ing splits of other datasets, namely CDFv3 [35], DSv1 and
DSv2 [5], and FFIW [67]. We ensure that test samples from
these datasets are not present in the custom validation set.

4. Experiments

We demonstrate the generalizability of GenD by present-
ing a series of experiments. First, we introduce the di-
verse range of benchmark datasets and the evaluation met-
ric. Next, we conduct a comprehensive cross-dataset eval-
uation, where we train the model on the FF++ dataset and
compare its performance against numerous state-of-the-art
(SOTA) methods on other benchmarks. Following this, a
detailed ablation study is presented to systematically ana-
lyze the contribution of each component of the proposed
method. We then investigated two hypotheses: one demon-
strating the critical importance of training on paired real-
fake data for robust generalization and another exploring
the evolution of deepfake detection difficulty over the years,
which shows that training on older, diverse datasets can be
more beneficial than using solely recent datasets. We finish
the experiments with robustness evaluation against common
image degradation techniques.

We ensure the statistical significance of the results by
repeating each experiment 5 times with different training



Table 1. Test datasets. The number of real and fake videos in the
datasets. Negative values: the number of videos missing in our
experiments, compared to the original datasets, due to face detec-
tor failures. Values in rows with datasets marked * represent the
number of videos randomly subsampled from the original dataset.
Gen. means the number of generators used in the dataset.

Year Dataset Gen. Real Fake
2019 FF++ [44] 4 140 560
2019 DF [44] 1 140 140
2019 F2F [44] 1 140 140
2019 FS [44] 1 140 140
2019 NT [44] 1 140 140
2019 DFD [17] 5 363 3068 -2
2019 UADFV [60] 1 49 49
2019 DFDC [16] 8 2500 -185 2500 -111
2020 FSh[32] 1 140 140
2020 CDFv2 [34] 1 178 340
2021 FFIW [67] 3 1738 -3 1738 -3
2021 KoDF [31] % 6 403 1106
2021 FAVC [28] 4 500 20566 -22
2022 DFDM [27] 5 590 -2 1720 -2
2024 PGF [25] 10 762 13605
2024 1IDF [54] = 9 18834 2323
2024 DSvl.1 [5] 5 1416 1497
2025 DSv2 [5] 6 1863 1416
2025 CDFv3 [35] 22 178 2540 -1

seeds. Every reported AUROC for GenD except for the
Tab. 2 is averaged over 5 seeds; standard deviations can be
found in the supplementary text.

4.1. Test benchmarks

For reporting the performance of the model in cross-
dataset settings, we are using Celeb-DF-v2 (CDFv2) [34],
Celeb-DF++ (CDFv3) [35], DeepFake Detection Challenge
(DFDC) [16], Google’s DFD dataset [17], Face Forensics
in the Wild (FFIW) [67], DeepSpeak v1.1 (DSvl.1) and
DeepSpeak v2.0 (DSv2) [5], Korean DeepFake Detection
Dataset (KoDF) [31], FakeAVCeleb (FAVC) [28], Deep-
Fakes from Different Models (DFDM) [27], PolyGlotFake
(PGF) [25], and IDForge (IDF) [54]. The statistics for the
test part of the datasets are shown in Tab. I.

We are using the video-level area under the ROC curve
(AUROC) as the main comparison and optimization metric.
See the supplementary material for more evaluation metrics
such as average precision (AP) or equal error rate (EER).

4.2. Cross-dataset evaluation

We compared the proposed model in a cross-dataset fashion
following the standard protocol, that is, by training on FF++
and testing on the rest of the datasets as in previous work.
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Tab. 2 compares the video-level AUROC of the proposed
model with SOTA approaches. AUROC values for the com-
peting methods were taken directly from the original papers.
The model achieves SOTA results on two datasets: CDFv2
and FFIW, and gets high results on the DFDC dataset.

The proposed method achieves these results simply by
averaging individual frame softmax probabilities, without
complex post-processing or architectural modifications as
described in Sec. 3.1. This contrasts with many contem-
porary methods that rely on complex multimodal analy-
ses, such as modeling temporal inconsistencies between
video frames or detecting audio-video discrepancies [20-
22, 37,59, 66]. The performance of the proposed method
suggests that the features of the visual encoder, when prop-
erly tuned, are highly effective for this detection task.

We also evaluated the generalization of the proposed
method against current SOTA models across a wide range
of benchmark datasets. For this experiment, we selected the
most recent open-source SOTA models that have made their
code and pre-trained weights publicly available, namely
ForAda [13] and Effort [58]. To ensure that each model was
used as intended by its original authors, we utilized their
officially released weights and integrated their data prepro-
cessing pipelines which were used during model training.
After reproducing the results on the test datasets that were
used in these papers, we obtained the same or very similar
results, presented in Tab. 5. The in-distribution results on
FF++ are shown in Tab. 3.

Subsequently, we compared the pre-trained models with
the proposed model on the comprehensive collection of test
datasets from Tab. 1. The results of this large-scale eval-
uation are presented in Tab. 4. This methodology ensures
that the methods were compared on the same data. From
the results of this experiment, it is seen that the proposed
approach generalized better, which is proved by higher av-
erage performance across all datasets.

4.3. Ablation studies

We conducted ablation experiments to understand the con-
tribution of each component; see Tab. 6. There are three
setups tested for every backbone. Setup 3 is the proposed
GenD:

1. Baseline: the setup is similar to [40]. We freeze the
backbone and train a linear classifier with cross-entropy
loss on top of the feature space of the classification to-
ken.

2. Baseline + LN: adds tuning of Layer Normalization pa-
rameters to setup 1.

3. Baseline + LN + UA: L2-normalizes classification token
and adds uniformity and alignment losses to setup 2.

Layer Normalization tuning. As shown in Tab. 6, LN-
tuning consistently achieves substantial gains in AUROC
across all benchmarks.



Table 2. Video-level AUROC (%) in cross-dataset testing of models trained on the FF++ dataset. Results of other methods are taken from
their original papers. Values with superscript citations are taken from the papers referenced in superscripts. Video input means that the
model takes a sequence of frames and models temporal correlations between them.

Model Year Publication Input Backbone CDFv2 DFD DFDC FFIW
LipForensics [20] 2021 CVPR Video ResNet-18 82.4 - 73.5 -
FTCN [66] 2021 ICCV Video 3D ResNet-50 86.9 - 74.0 74.5[43]
RealForensics [21] 2022 CVPR Video Modified CSN 86.9 - 75.9 -
SBI [45] 2022 CVPR Frame EFNB4 93.2 82.7 72.4 84.8
AUNet [64] 2023 CVPR Video Xception+ART 92.8 99.2 73.8 81.5
StyleDFD [12] 2024 CVPR Video 3D ResNet-50 89.0 96.1 - -
LSDA [57] 2024 CVPR Frame EFNB4 91.1 - 77.0 72.41581
LAA-Net [38] 2024 CVPR Frame EFNB4 954 98.4 86.9 -
AltFreezing [53] 2024 CVPR Video 3D ResNet-50 89.5 98.5 - -
NACO [63] 2024 ECCV Video ViT-B/16 89.5 - 76.7 -
RAE [50] 2024 ECCV Frame ViT-B/16 95.5 99.0 80.2 -
TALL++ [55] 2024 1CV Video Swin-B 92.0 - 78.5 -
ProDet [11] 2024 NeurIPS Frame EFNB4 92.5 - 77.0 -
UDD [18] 2025 AAAI Frame CLIP ViT-B/16 93.1 95.5 81.2 -
P&P [59] 2025 CVPR Video CLIP ViT-L/14 94.7 96.5 84.3 92.1
DFD-FCG [22] 2025 CVPR Video CLIP ViT-L/14 95.0 - 81.8 -
ForAda [13] 2025 CVPR Frame CLIP ViT-L/14 95.7 97.2 87.2 -
Effort [58] 2025 ICML Frame CLIP ViT-L/14 95.6 96.5 84.3 92.1
GenD (CLIP) 2025 - Frame CLIP ViT-L/14 96.0 97.0 87.1 92.8
GenD (PE) 2025 - Frame PE_.L 95.8 96.5 81.6 93.3
GenD (DINO) 2025 - Frame DINOv3 ViT-L/16 92.2 96.6 84.7 94.5

Table 3. Video-level test AUROC (%) on in-domain FF++ dataset
calculated by us. GenD results are the means over five seeds.

Method | DF F2F FS NT | Mean
ForAda[13] | 997 970 986 919 | 968
Effort [58] 99.4 932 984 846 | 939
GenD (CLIP) | 99.5 98.1 987 955 | 98.0
GenD (PE) | 99.7 993 99.1 97.5 | 98.9
GenD (DINO) | 99.6 994 994 967 | 988

We explore further parameter-efficient fine-tuning
(PEFT) strategies, the goal of which is to modify only a rel-
atively small number of parameters while keeping most pa-
rameters untouched, thus efficiently introducing several de-
grees of freedom. PEFT is more effective for generalization
than full fine-tuning (FFT) in low-data regimes [23], which
is particularly applicable to deepfake detection, where col-
lected datasets and benchmarks have a limited number
of samples. This work explores three PEFT methods:
LoRA [26], LN-tuning [33, 42], and bias tuning (Bit-
Fit) [7, 33].

We found that FFT leads to rapid overfitting and poor
generalization across datasets. This observation is consis-

e

tent with recent findings from Effort [58] that FFT degrades
the generalization performance.

Similarly to [58], we fine-tuned the parameters of every
transformer weight matrix using LoRA to preserve the gen-
eralization. Setting LoRA to rank one, the lowest possible,
allowed the model to reach a near-perfect training AUROC
(99.99%) in two epochs, resulting in rapid overfitting.

We observed that BitFit [7] and LN-tuning [42] have sta-
ble training dynamics by first improving the validation AU-
ROC, reaching a peak, and overfitting after some epochs. In
comparison, FFT and LoRA show no improvement in vali-
dation AUROC even after a single training epoch.

Experimental results showed that in combination with
other components, LN-tuning achieves the best perfor-
mance and prevents overfitting compared to other PEFT
strategies, such as BitFit, LoRA, or FFT. These results sug-
gest that LN tuning works as a good tuning strategy for this
task. A more detailed ablation comparing these techniques
can be found in the supplementary material.

Uniformity and Alignment. We hypothesized that repre-
sentations that effectively exploit the latent space could help
us improve generalization. We used uniformity and align-
ment loss [52], leading to slower overfitting and better vali-
dation AUROC. We suppose that adding these losses helps



Table 4. Cross-dataset video-level AUROC (%) for reproduced methods. The highest score in each column is in bold. Results for GenD
are the averages over five training seeds; standard deviations can be found in the supplementary.

2019 2019 2019 2020 2020 2021 2021 2021 2022 2024 2024 2024 2025 2025
Method UADFV DFD DFDC FSh CDFv2 FFIW KoDF FAVC DFDM PGF IDF DSyl DSv2 CDFy3 | Mean
ForAda [13] 99.4 97.2 873 820 95.7 90.6 88.2 93.1 97.1 86.6 90.8 81.8 728 75.6 88.4
Effort [58] 97.4 952 854 912 932 925 88.1 924 982 849 960 82.1 644  78.7 88.5
GenD (CLIP) 99.2 964 864 86.6 94.6 91.5 849 96.0 996 89.6 978 90.1 77.7 859 91.2
GenD (PE) 97.7 96.8 822 876 950 93.7 85.1 97.3 98.3 923 979 87.8 78.6 89.5 914
GenD (DINO) 98.6 962 85.6 888 925 929 89.7 984 998 924 982 869 794 835 91.6
Table 5. Comparison of Reported / Reproduced video-level AU- (a) Training (b) Validation
ROC (%) for reimplemented deepfake detectors. 1000 y— o
I} So0.85 /‘———ﬁ—
S 0.999 2
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Figure 2. Samples from (a) Paired and (b) datasets.

to utilize the hyperspherical space more effectively, result-
ing in improved generalization.

4.4. Importance of training on paired dataset

A fundamental question in training deepfake detectors is
how to construct training data more effectively to promote
generalization. In this section, we empirically validate the
hypothesis that achieving better generalization requires a
training dataset in which each fake video has a real coun-
terpart from which it was produced.

To empirically validate this hypothesis, we designed
an experiment with two differently constructed training
datasets. The first dataset, denoted as paired, consists of
data where for each fake video there exists its pair — a real
counterpart from which this fake was created. In the second
dataset, , fake videos never have its pair — a real
counterpart. Examples of samples from these two datasets
can be found in Fig. 2.

In particular, we generate 20 different paired and 20 un-
paired dataset splits from the FF++ training set. Every split
shares the real part but has a different fake part. In the
paired dataset, every fake video shares the background with
a video from the real part. In an unpaired dataset, every
fake video does not have a corresponding real video with
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Figure 3. Video-level AUROC for (a) Training and (b) Valida-
tion, averaged over 20 randomly sampled paired and 20
datasets from FF++. The image encoder is PEcor.L.

the same background, see Fig. 2. We ensure that the num-
ber of fake and real videos between the paired and unpaired
datasets is the same.

We plot AUROC for training and validation progress
of PE ..l image encoder in Fig. 3. Models trained on
the unpaired datasets consistently overfit more quickly and
achieve a lower validation AUROC, as indicated by the
sharper increase in training and the decline in the validation
AUROC. In contrast, models trained using paired datasets
achieve a higher validation AUROC and have a lower ten-
dency to overfit throughout the training process. We ob-
serve the same behavior on other pre-trained backbones and
training sets; see supplementary material for more experi-
ments.

We attribute the discrepancy in validation AUROC be-
tween training on paired and unpaired datasets to shortcut
learning. When the model is presented with real and fake
videos from the same source, it is constrained to focus on
the low-level inconsistencies and artifacts introduced by the
deepfake algorithm, learning a more robust and generaliz-
able representation left by the forgery algorithm. This ex-
periment highlights the critical importance of data pairing
as a fundamental principle for developing deepfake detec-
tors that can generalize to unseen data.



Table 6. Ablation study. Impact of model components on test video-level AUROC in cross-dataset settings. Each setup was trained on the
FF++ training set. Reported values are averages over 5 training seeds. Setups #3, #6, #9 are the proposed GenD.

# Setup ‘ UADFV DFD DFDC FSh CDFv2 FFIW KoDF FAVC DFDM PGF IDF DSvl.l DSv2 CDFv3 ‘ Mean
1 CLIP+LP 946 892 753 776 746 80.7 81.8 83.0 778 627 687 645 578 756 76.0
2 #1 +LN 99.0 96.1 854 869 938 91.5 844 955 993 875 950 89.1 740  86.8 90.3
3 #2+UA 99.2 964 864 866 94.6 915 849 960 996 896 978 901 777 859 91.2
4 PEyL +LP 76.1 764 672 803 722 757 656 713 733 528 746 656 595 795 70.7
5 #+LN 984 964 819 881 942 93.0 845 965 979 912 977 880 770 899 91.0
6 #5+UA 97.7 968 822 876 95.0 93.7 851 973 983 923 979 878 78.6 895 914
7 DINOV3L+LP| 842 798 690 719 682 747 754 811 859 650 82.0 722 702 683 74.9
8 #7+LN 973 948 844 887 917 904 90.6 984 988 93.6 975 891 824 80.1 91.3
9 #38+UA 98.6 962 856 888 925 929 897 984 998 924 982 869 794 835 91.6

4.5. Evolution of detection difficulty over the years

We hypothesize that successfully training a deepfake detec-
tion system requires exposure not only to the most recent
forgery techniques but also to older ones. Relying solely on
recent datasets may result in poor generalization, as detec-
tors might overfit to the artifacts specific to modern gener-
ation methods while ignoring the broader spectrum of ma-
nipulations seen over time.

To test this, we trained three models on datasets intro-
duced in different years: FF++ (2019), FFIW (2021), and
DSv2 (2025). These models were then evaluated on a di-
verse set of benchmarks spanning from 2019 to 2025, with
test AUROC plotted against dataset release year in Fig. 4.

Although the model trained on the DSv2 dataset per-
forms well on its own test set, it generalizes poorly to older
benchmarks such as FF++, DFDM, and CDFv2. In contrast,
the model trained on the older but diverse FF++ dataset
achieves competitive or even superior performance across
a wider range of test datasets, including many recent ones.

These results indicate that training on only recent deep-
fakes does not guarantee a strong generalization. Instead,
models trained on older datasets with diverse manipula-
tion techniques often perform more robustly across time.
This suggests that newer deepfakes do not entirely subsume
or replace the challenges posed by earlier generation tech-
niques.

To build a generalizable deepfake detector, it is crucial to
curate training datasets that span both old and new forgery
techniques. Focusing exclusively on recent data risks over-
fitting to current trends and missing broader forgery pat-
terns.

4.6. Robustness to image degradations

We evaluated the robustness of the GenD to commonly used
image degradations, which can be used to remove forgery
patterns and decrease the performance of deepfake detec-
tion. For statistical significance, we average the results of
GenD trained using 5 different training seeds. The results
are shown in Fig. 5. Visual examples of images processed

over various levels of degradations can be found in the sup-
plementary.

We selected three methods, such as Gaussian blur, JPEG
compression, and image resizing. For Gaussian blur, we
varied the sigma o and selected the proportional kernel size
k =2-[30] + 1. For resizing, we took the facial image and
resized it to 2242, 1142, or 642 pixels by using 6 different
interpolation techniques: nearest, lanczos, bilinear, bicubic,
box, hamming. After that, each downsized image was up-
sampled to the model’s input resolution by every method’s
preprocessing technique. Results are averaged over the in-
terpolation methods.

5. Limitations and Future Work

Although the proposed method, GenD, demonstrates a
strong generalization, it is important to acknowledge its lim-
itations, which also present avenues for future research.

Robustness to perturbations and adversarial attacks.
One limitation is that the model’s performance against tar-
geted adversarial attacks [49] specifically designed to evade
detection has not been evaluated.

Limited temporal modeling. We tried to model the tem-
poral signal using a simple single-layer self-attention block
between classification tokens from different frames in a
video. Nevertheless, our experiments did not show any no-
ticeable improvements compared to the proposed method,
which operates at the frame level and aggregates predictions
via simple averaging. Although this allows for architectural
simplicity, it ignores temporal dynamics that could offer ad-
ditional forgery cues, such as inconsistencies in lip synchro-
nization or frame-level motion artifacts.

Dependence on facial region. Our preprocessing pipeline
assumes access to a detectable and alignable face. Videos
with occlusions, extreme poses, or low resolution may lead
to failures in face detection or misaligned crops, which can
degrade performance.
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Figure 4. Evolution of detection difficulty over time. Each video-level AUROC is computed on the test set of the corresponding benchmark.
Each curve represents a model trained on a single dataset. Highlighted circles indicate the model’s in-dataset performance.
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Figure 5. Robustness to image degradations for GenD (PEcy.L), ForAda [13], and Effort [58]. Video-level AUROC (%) is calculated
across all 14 test datasets. Error bars for GenD are computed from models trained with 5 different training seeds. In the resize, we also
average every method across 6 interpolation strategies: nearest, lanczos, bilinear, bicubic, box, hamming.

Limited demographic diversity in training data. Train-
ing data lacks sufficient diversity in terms of identity, eth-
nicity, age, and gender. This can result in biased detec-
tion performance, where the model may generalize poorly
to underrepresented demographic groups. Ensuring demo-
graphic balance and evaluating fairness across subgroups
are important next steps toward responsible deployment.
See the supplementary for typical failure cases.

Incremental learning. The current framework does not ad-
dress the challenge of incremental learning. As new forgery
methods emerge, the model would require complete retrain-
ing. Developing a framework that can adapt to new manipu-
lation techniques without catastrophically forgetting previ-
ously learned ones is a critical direction for real-world ap-
plicability.

6. Conclusions

We addressed the persistent challenge of generalization
in deepfake detection. Although recent approaches ex-
plored increasingly complex architectural and parameter-
space modifications to adapt large foundation models, we
show that generalization is achieved by tuning existing
parameters of the image encoder (CLIP, PE, DINO). We
demonstrated that such encoder is transformed into a state-
of-the-art deepfake detection model using three additional
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components: LN-tuning, L2 normalization, and a linear
classifier. State-of-the-art results are achieved within a few
hours of training on a single A100 GPU, making the pro-
posed approach computationally efficient and reproducible.

Our extensive evaluation, conducted on one of the most
comprehensive collections of deepfake benchmarks to date,
confirms the efficacy of this approach, consistently match-
ing or outperforming more complex state-of-the-art meth-
ods. Beyond performance, our work provides several in-
sights for the community. We experimentally demonstrated
that: 1) the difficulty of academic datasets did not substan-
tially increase over time, and training on old data still gives
strong generalization capabilities, compared to, for exam-
ple, training on only recent datasets, and 2) training with
paired real-fake data from the same source video is critical
for mitigating shortcut learning and achieving better gen-
eralization. These findings indicate that data pairing and
training set diversity are key factors in the development of
generalizable deepfake detectors.
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