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1. Synthetic Data Generation Methodology

Overview of Synthetic Data Generation. The construc-
tion of the calibration dataset Dcalibration is a pivotal as-
pect of our approach. We employ a synthetic data gener-
ation pipeline inspired by prior work [6], integrating Stable
Diffusion-V2 [10] and ChatGPT-3.5 [9]. This methodology
ensures the creation of high-quality, domain-relevant data
tailored to the specific requirements of federated learning
tasks. By focusing on diversity and domain relevance, the
synthetic dataset becomes well-suited for computing non-
conformity scores while simultaneously preserving privacy
and eliminating reliance on potentially compromised client
data.
Attribute Extraction: Defining Task-Relevant Features.
The synthetic data generation begins with attribute extrac-
tion, which identifies key characteristics relevant to the
task domain. Attributes such as object types, colors, tex-
tures, poses, and semantic relationships are curated using
ChatGPT-3.5 [9]. For example, in bird-related datasets,
extracted attributes might include species (e.g., ”sparrow”
or ”parrot”), feather colors, environmental contexts (e.g.,
”perched on a branch under a cloudy sky”), and other de-
scriptive details. This phase ensures the synthetic data
aligns with the nuances and variability of real-world dis-
tributions, providing a meaningful basis for nonconformity
score calculations.
Prompt Creation: Translating Attributes into Descrip-
tions. The extracted attributes are systematically trans-
formed into descriptive text prompts for Stable Diffusion.
These prompts are carefully crafted to combine multiple at-
tributes into meaningful, context-rich descriptions. For in-
stance, a prompt like ”Generate an image of a parrot with
green feathers sitting on a wooden branch surrounded by a
forest canopy” incorporates attributes such as color, species,
posture, and environment. Randomized sampling of at-
tributes adds further variability to the prompts, ensuring that
the generated dataset captures a broad range of potential
real-world scenarios.

Image Generation: Creating Diverse and Realistic Data.
The generated prompts are processed by Stable Diffusion-
V2 [10], a state-of-the-art text-to-image generative model.
Using the stochastic nature of the model and introducing
controlled variations in prompt parameters, the synthetic
data pipeline produces high-quality images that are both
photorealistic and domain-relevant. This step ensures the
calibration dataset exhibits sufficient diversity to capture in-
herent task variability, making it suitable for evaluating the
nonconformity of model updates.

2. Attack Methods

We evaluated the effectiveness of our SD-CSFL method
against several recent and sophisticated adversarial attacks
in FL.

Adversarially Adaptive Backdoor Attack to Federated
Learning (A3FL): A3FL enhances backdoor persistence by
dynamically adapting the trigger to the global training dy-
namics [13]. It optimizes the trigger for both the current
and adversarially crafted global models, ensuring its effec-
tiveness through multiple updates. By utilizing adversar-
ial adaptation loss and Projected Gradient Descent (PGD),
A3FL continuously refines the backdoor, allowing it to sur-
vive the evolving training process.

Focused-Flip Federated Backdoor Attack (F3BA): F3BA
targets a small subset of model parameters, altering them
with minimal impact on overall performance [4]. The im-
portance of each parameter, S[j], is evaluated as: S[j] =

−
(

∂Lg

∂w[j]

)
⊙ w[j]. The selected parameters’ signs are

flipped to align with a trigger pattern, embedding the back-
door without causing significant deviation from normal
model behavior.

Cerberus Poisoning Backdoor Attack (CerP): CerP in-
troduces a stealthy and distributed backdoor attack by fine-
tuning backdoor triggers, controlling local model parame-
ter biases, and maximizing diversity among malicious up-
dates. By exploiting defense assumptions, CerP minimizes
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deviations between poisoned and benign models, achieving
high attack success rates while preserving the main learning
task’s accuracy [8].

Inner Product Manipulation Attack (IPM). The IPM
attack aims to evade detection by aligning the malicious gra-
dient with the direction of the true gradient while maintain-
ing the same norm. This manipulation degrades the model’s
performance without raising suspicion. The attacker crafts
a malicious update vector ∆gi

t using:

∆gi
t = ϵ · sign(gi

t ⊙w),

where gi
t is the gradient of client i at iteration t, w is the

model parameter vector, ⊙ denotes element-wise multipli-
cation, and ϵ is a scalar controlling the attack strength [12].
This formulation ensures the malicious update maintains in-
ner product alignment with benign updates, making detec-
tion more difficult.

A Little is Enough Attack (ALIE). The ALIE attack per-
turbs updates within a plausible statistical range to bypass
anomaly detectors. Assuming that benign gradients follow
a typical distribution, the attacker estimates the coordinate-
wise mean µj and standard deviation σj from benign
clients, and then sets:

∆g
(j)
i ∈

[
µj − zmax · σj , µj + zmax · σj

]
,

for each coordinate j ∈ {1, . . . , d}, where zmax is a tun-
able threshold (e.g., derived from the cumulative standard
normal distribution) [1]. This allows the malicious updates
to mimic benign variability while disrupting model conver-
gence.

3. Datasets and Models.
We conduct experiments on the CIFAR-10 and Birds
datasets [5, 7], along with their synthetic counterparts,
CIFAR-10-Synth and Birds-Synth [6]. In our setup, real
datasets are used for local training on client devices, while
the synthetic datasets serve exclusively as calibration data
for computing nonconformity scores on the server side.
This separation ensures that the calibration process remains
privacy-preserving and independent of potentially compro-
mised client data.

For CIFAR-10, we employ a CNN with three convo-
lutional layers (with 32, 64, and 128 filters), followed by
batch normalization, ReLU activation, MaxPooling, and a
fully connected layer with 256 units, ReLU activation, and
0.25 dropout. The output layer consists of 10 classes. Train-
ing uses a batch size of 64, a learning rate of 0.01, and
50, 000 training samples [3], with server calibration per-
formed on 14, 523 CIFAR-10-Synth samples.

The Birds dataset [11], comprising 525 fine-grained
species, presents a challenging classification task due to
high inter-class similarity, significant intra-class variability,
and substantial class imbalance. We use a ResNet50 model,
pre-trained and fine-tuned on layer4, with a 1024-unit
fully connected (FC) classifier, batch normalization, ReLU
activation, 0.5 dropout, and an FC layer for 525 classes.
Training uses a batch size of 16, a learning rate of 0.001,
and 84,635 training samples, with server calibration per-
formed on 20,475 Birds-Synth samples.

4. Additional Experiments
No Attack Model. We evaluated the performance of FL
aggregator methods in a clean environment without attacks
under Non-IID conditions. The results demonstrate that,
in the absence of attacks, the attack success rate remains
close to zero across all methods, as shown in Figure 1. This
indicates robust model behavior in scenarios where no ad-
versarial model occurs. Most methods also exhibited good
accuracy, except the Krum [2] model, which, as shown in
Figure 1, demonstrated reduced accuracy due to its limita-
tion of selecting only one model as the aggregator, making
it less effective under Non-IID conditions.
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Figure 1. Performance of Baselines and SD-CSFL on CIFAR-10
Under Non-IID (α = 0.9) Against No Attack

Effective Defense Against A3FL Attacks.
The experimental results, as shown in Figure 2, demon-

strate the SD-CSFL framework’s robustness in defending
against A3FL [13] attacks under challenging Non-IID con-
ditions (α = 0.5). The analysis of accuracy rates and attack
success rates across different attack intensities (20%, 40%,
and 60%) provides a clear assessment of the framework’s
effectiveness.

Across the 20%, 40%, and 60% A3FL attack scenar-
ios, the SD-CSFL framework consistently maintains stable
accuracy rates, even as attack intensity increases. For the
20% A3FL attack, accuracy remains steady around 0.6, in-
dicating strong resilience to moderate adversarial interfer-
ence. At 40% A3FL attack intensity, accuracy fluctuates
slightly but remains above 0.5, showing the framework’s
ability to preserve model performance under more intense
attacks. Even at 60% A3FL attack intensity, accuracy stays
above 0.4, highlighting the framework’s robustness in Non-
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(a) 20% of A3FL
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Figure 2. Performance of baselines and SD-CSFL on CIFAR-10
against A3FL attack under Non-IID (α = 0.5).

IID conditions.
The attack success rates further confirm the framework’s

effectiveness. As shown, under a 20% A3FL attack, the suc-
cess rate is low, staying below 0.2, suggesting that most ad-
versarial updates are effectively neutralized. At 40% A3FL
attack intensity, the success rate rises moderately, reach-
ing up to 0.4, but remains controlled, reflecting the frame-
work’s continued ability to mitigate adversarial influence.
Although the success rate peaks around 0.6 under a 60%
A3FL attack, the framework still prevents a full compro-
mise, demonstrating its resilience against severe attacks.

These results underscore the SD-CSFL framework’s ef-
fectiveness in Non-IID environments. The adaptive per-
centile thresholds and balanced calibration set, central to
the framework, significantly enhance its ability to detect
and mitigate malicious updates, even when faced with the
complexities of Non-IID data distributions. In summary,
the SD-CSFL framework provides a robust defense against
A3FL attacks, effectively protecting the global model in
challenging Non-IID conditions and outperforming existing
defenses.
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Figure 3. Performance of baselines and SD-CSFL on CIFAR-10
against ALiE attack under Non-IID (α = 0.5).

Effective Defense Against ALiE Attacks.
The experimental results, as shown in Figure 3, demon-

strate the effectiveness of the SD-CSFL framework in de-
fending against ALiE attacks under Non-IID conditions
(α = 0.5). Despite the increasing intensity of the at-
tacks—20%, 40%, and 60%—the framework consistently
exhibits strong resilience.

In a challenging Non-IID environment, the SD-CSFL
framework maintains the integrity of the global model, even
as the intensity of the ALiE attacks escalates. While some
impact on model performance is observed, the framework’s
adaptive mechanisms, including dynamic thresholds and a
balanced calibration set, effectively mitigate these adverse
effects. This resilience is particularly significant given the
subtle nature of ALiE attacks, which aim to manipulate the
model without easy detection.

The consistent performance across all scenarios under-
scores the robustness of the SD-CSFL framework and its
effectiveness in countering sophisticated adversarial strate-
gies. These results justify the adoption of SD-CSFL in fed-
erated learning settings where data heterogeneity and adver-
sarial threats are prevalent.
Effective Defense Against A3FL and F3BA Attacks.

The experimental results in Figure 4 provide a clear
demonstration of the SD-CSFL framework’s robust defense
against both A3FL and F3BA attacks under IID condi-
tions. Despite varying attack intensities—20%, 40%, and
60%—the framework consistently maintains its effective-
ness with minimal performance degradation.

Under A3FL and F3BA attacks, the SD-CSFL frame-
work effectively mitigates adversarial influence, ensuring
that both accuracy rates and attack success rates remain
within controlled bounds. The framework’s adaptive mech-
anisms, including dynamic thresholds and balanced calibra-
tion sets, play a critical role in preserving model integrity.
Even as the intensity of the attacks increases, the framework
demonstrates strong resilience, preventing significant com-
promise of the model’s performance.

These results collectively underscore the SD-CSFL
framework’s capability to protect federated learning models
from sophisticated adversarial threats. Its consistent perfor-
mance across different attack types and intensities justifies
its adoption in environments where maintaining model ac-
curacy and security is paramount.
Effective Defense Against ALiE Attacks. The Figure
5 demonstrates the SD-CSFL framework’s robust defense
against ALiE attacks under IID conditions. Despite varying
attack intensities—20%, 40%, and 60%—the framework
consistently maintains high accuracy rates, effectively neu-
tralizing the adversarial impact. These findings confirm the
framework’s reliability in safeguarding federated learning
models from sophisticated attacks.
Additional Ablation Study under IID. The Figure 6 show
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Figure 4. Performance of baselines and SD-CSFL on CIFAR-10
against A3FL and F3BA attacks under IID.
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Figure 5. Performance of baselines and SD-CSFL on CIFAR-10
against ALiE attack under IID.

that under IID conditions, there is no significant difference
in the performance of the SD-CSFL framework when us-
ing a balanced versus a non-balanced calibration set. Both
calibration approaches result in similar accuracy rates and
attack success rates, indicating that the uniform distribu-
tion of data inherent in IID conditions mitigates the need
for a balanced calibration set. This suggests that, under IID
scenarios, the SD-CSFL framework’s effectiveness is main-
tained regardless of the calibration set’s balance, highlight-

ing the framework’s robustness in environments where data
is evenly distributed.
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Figure 6. Impact of balanced vs. non-balanced calibration set
under IID

The Impact of Selecting Percentile Thresholding. The
choice of percentile thresholds in the SD-CSFL framework
is crucial for accurately distinguishing between benign and
malicious updates. Low thresholds increase the risk of mis-
classifying benign updates as malicious, while high thresh-
olds may allow adversarial updates to evade detection. The
experimental results highlight that optimal threshold selec-
tion is key to balancing detection accuracy and maintaining
overall model performance, ensuring robust defense across
various scenarios.
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