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A. Ablation Study

A.1l. Hyper-parameter Selection

This experiment investigates how the choice of hyper-
parameter ¢” influences standard accuracy and robust ac-
curacy. Since most models are represented in 16 bit format,
and the widths of fraction bit for FP16 format defined by
IEEE-754 standard and BFloat are 10 and 7 bits, respec-
tively, truncated errors might easily occur when performing
addition on two numbers with a magnitude difference of 28
or higher. On the other hand, when ¢" is set to 25, all mod-
els experience a significant drop in standard accuracy, and
there is meaningless in evaluating robustness at this config-
uration. We suggest that the candidates of ¢” are 278, 27
and 276,

The results on CIFAR10 and CIFAR100 are presented
in Table | and Table 2, respectively. Moreover, the results
of accuracy against CW attack on L, norm for CIFAR10
and CIFAR100 datasets are presented in Tables 4a and 4b,
respectively. As can be seen, when ¢” is set to 28 all mod-
els achieve better standard accuracy and robust accuracy.
Additionally, the results for all models with ¢" = 277 are
surpassed by those when ¢” is set to 278, Robust accuracy
can be further enhanced by setting 2%, while standard ac-
curacy might drop compared to the original. The results
suggest that ¢” = 277 is a solution that balances standard
accuracy and robustness. Nevertheless, when robustness is
a major concern, ¢ = 279 is a better choice.

Intuitively, we expect that standard accuracy gradually
decreases when the value of ¢” increases. The phenomenon
can be observed when ¢” is 276 or higher but two coun-
terexamples are reported in the ablation study when setting
¢" to 277 and 278. A possible explanation is that the op-
timizer becomes stuck in a saddle area, as ReLU is non-
differentiable at the zero point. This might cause the gradi-
ent direction to become stuck in an oscillation when values
are close to zero. By shifting those values to zero, antago-
nistic effects among different feature maps, filters, or chan-
nels are accidentally mitigated. However, further investiga-
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tion and evidence are needed to support this conjecture.
We argue that any function that satisfies the conditions
defined in (13) can shrink the largest eigenvalue. There
might be another function that can perform better than the
proposed one. Besides, the hyper-parameter is determined
by choosing the maximum value appearing in the dataset.

A.2. Scaling Training Data for Hyperparameter
Tuning

This experiment investigates how the number of training
images used for hyperparameter selection affects both stan-
dard accuracy and robust accuracy. As shown in Table 3,
robust accuracy decreases slightly as the amount of training
data increases, but it consistently remains higher than that
of the competing methods.

B. Full Experimental Results of Gradient
Masking Verification

Table 6a and 6b present the robust accuracy against adver-
sarial examples generated by the original models on CI-
FAR10 and CIFAR100 datasets, respectively. As observed,
none of the models showed lower robust accuracy than the
original model. It indicates that adversarial examples can be
efficiently crafted by utilizing the gradients from the victim
models.

Table 7 and 8 presents the robust accuracy against FGSM
and PGD attacks among different radii of the e-ball on the
CIFARI10 and CIFAR100 datasets, respectively. As ob-
served, the robust accuracy against FGSM, a one-step at-
tack, is always higher than the robust accuracy against PGD,
an iterative attack. This implies that the gradient is reliable,
allowing the PGD attack to adjust the gradient direction
multiple times to find adversarial examples. Additionally,
we observe that the robust accuracy against PGD attacks for
all models gradually decreases to zero as the radius of the
e-ball increases. This indicates that the quality of gradients
is preserved, enabling PGD attacks to move the gradient to-
ward examples not in the observed distribution.



RobustBench cr=2"8 cr=2"" cr =26
Method
aCCpyt  ACCAA | ACCpy  ACCAA | ACChyy  ACCAA | ACChat  ACCAA
RST-AWP | 88.25 60.04 | 88.82 60.96 | 89.50 62.76 | 87.88 61.96
DefEAT | 86.54 57.30 | 86.88 57.81 | 87.40 59.55 | 84.59 61.08
LTD 85.21 5694 | 85.28 57.28 | 85.98 59.25 | 85.59 60.63
AWP 85.36  56.17 | 85.80 56.53 | 86.19 57.85 | 84.55 59.21
TRADES | 85.34 52.86 | 85.57 5297 | 85.78 53.80 | 8549 55.37
Table 1. Ablation study on selecting optimal ¢ for CIFAR10 dataset.
r _ 9—8 r _ o9—"T r _ 9—6
Method RobustBench c 2 c 2 =2
aCCpy  ACCAA | ACCpy  ACCAA | ACChat  ACCAA | ACChar  ACCAA
EffAug | 68.75 31.85 | 68.81 32.00 | 69.14 32.57 | 68.44 33.64
DKLD | 64.08 31.65 | 64.10 31.77 | 6426 32.58 | 63.50 33.87
DefEAT | 65.89 30.57 | 66.12 31.11 | 66.42 3246 | 65.06 34.07
LTD 64.07 30.59 | 6429 31.13 | 6429 3195 | 64.18 34.04
AWP 60.38 28.86 | 60.18 29.10 | 60.63 29.72 | 60.71 30.82
Table 2. Ablation study on selecting optimal ¢” for CIFAR100 dataset.
# ‘ Method  Training Data [#] accp,  accaa Method | Origin ys 20_ . -
1 | [2] + Ours 5,000 78.88  60.04
2 | [2] + Ours 10,000 7892 59.97 RST-AWP | 5898 | 61.84 68.24 80.92
3 | [2] + Ours 20,000 78.90 5981 DefEAT 56.92 | 58.02 61.06 65.56
ST mem e i mpiae o0 e
5 [1] - 81.48 58.50 : : : :
TRADES | 56.10 | 56.52 58.18 63.62
Table 3. Ablation study on the impact of scaling training data for (a) CIFAR10 dataset
ImageNet dataset.
Method | Origin | ,_g 20_7 -
Figure 1 illustrates the certified robustness achieved by
random smoothing for various models on the CIFARI10 EffAug | 37.40 | 37.70 38.70 43.00
dataset, where Original refers to the certified robustness of DKLD | 37.50 | 38.06 39.38 44.20
the original model, while Ours denotes the robustness of DefEAT | 3690 | 37.56 39.82 44.30
the model combined with the proposed method. As can be LTD 36.66 | 37.32 38.86 43.44
seen, our method brings slight improvements in robustness, AWP 34.56 | 3520 35.94 40.40
except for the AWP model. These results demonstrate that (b) CIFAR100 dataset

our algorithm does not suffer from the gradient masking is-
sue. However, the empirical Lipschitz constant is derived
from the observed data. As the input distribution drawn
from random smoothing and the observed data might have
discrepancies, this could result in fluctuations in robustness.

Alternatively, we can empirically assess the gradient
masking using Lemma 2. The first step is the same as usual:
obtaining the hyperparameter ¢ for each layer. The sec-
ond step involves counting the occurrences of specific ele-
ments in the input vectors that are remapped to 0. The cor-
responding columns of the weight matrix are then replaced
with zero vectors. Table 5 presents the results, where [2]

Table 4. The robust accuracy against CW attack on L, norm.

+ Ours + Weight refers to the alternative implementation.
As shown, the alternative implementation achieves better
robust accuracy compared to the original model. However,
the proposed method outperforms the alternative implemen-
tation. This is because the proposed method offers the flexi-
bility to remap the input vectors on a sample-wise granular-
ity, while the alternative implementation replaces the corre-
sponding columns of the weight matrix, which has a broader



Method Architecutre  acchy  accaa

[2] + Ours Swin-L 78.88  60.04

[2] + Ours + Weight Swin-L 78.82 59.71
[2] Swin-L 78.92 59.56

Table 5. Gradient masking verification by the weight adjustment.

CT

278 27 26

RST-AWP | 60.04 | 62.10 65.10 70.53
DefEAT | 57.30 | 58.37 60.39 66.10
LTD 56.94 | 5871 61.63 6647
AWP 56.17 | 57.49 59.74 65.58

TRADES | 52.86 | 55.55 55.09 58.68
(a) CIFAR10 dataset

Method | Origin

c’

28 2-7 2-6
EffAug | 31.85 | 32.87 35.08 40.04
DKLD | 31.65 | 3291 35.04 40.58
DefEAT | 30.57 | 31.82 33.94 40.67
LTD 30.59 | 32.05 34.07 39.11
AWP 28.86 | 29.88 32.18 36.67

(b) CIFAR100 dataset

Method | Origin

Table 6. The robust accuracy against adversarial examples gener-
ated by the original models.

influence on all samples.

C. Quantitative Analysis of Empirical Lips-
chitz Constant

Our proposed approach, however, is data-driven, relying on
observed data to automatically determine the appropriate
parameters for constructing the forged function. The spar-
sity of the forged vectors is a crucial factor influencing the
magnitude of the Lipschitz constant for the corresponding
layers, although it is not the only factor. Figure 2 illustrates
the average proportion of pruned activations, which varies
depending on the location of each linear layer. FC1 and
FC2 refer to the first and second fully connected layers in
the MLP blocks, respectively. As shown, the proportion of
pruned activations is approximately 20% for the FC1 lay-
ers, except for the last layer. This suggests that the forged
function alone cannot significantly reduce the magnitude of
the Lipschitz constant.

On the other hand, the pruned rates for the FC2 layer
range from 30% to 95%, depending on the layer’s location.
However, we emphasize that a higher pruning rate does not

necessarily lead to a substantial reduction in the empirical
Lipschitz constant. This is because, although the Lipschitz
constant estimated from most of the data may decline, the
empirical Lipschitz constant is based on the worst-case sce-
nario across the entire observed dataset. Experimental re-
sults show that, after applying our method, the eigenvalue of
the worst-case scenario is approximately 95% of the origi-
nal eigenvalue.
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Figure 1. Certified robustness that conducted by random smoothing.
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Figure 2. The average proportion of pruned activations depends on the location of each linear layer. FC1 and FC2 refer to the first and
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(a) FC1 layers

second fully connected layers in MLP blocks, respectively.
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Method c’ Attack 1 2 4 8 16 32 64 96
255 255 255 255 255 255 255 255

98 FGSM | 88.28 86.94 83.80 75.12 57.23 34.04 18.80 19.03

PGD | 86.78 84.47 79.03 66.03 34.02 2.01 0.01 0.0

RST-AWP 97 FGSM | 89.46 88.28 85.64 77.62 60.60 3591 19.39 20.68
PGD | 88.03 85.88 80.89 69.24 38.27 3.08 0.1 0.0

96 FGSM | 87.70 86.63 84.38 7791 6093 3348 16.12 18.81

PGD | 86.38 84.69 81.19 7372 5224 11.89 0.19 0.0

98 FGSM | 86.38 8540 8198 72.73 5328 3034 18.13 19.65

PGD | 84.52 82.07 76.51 63.71 3387 1.76 0.0 0.0

DefEAT 97 FGSM | 86.69 8570 83.05 7435 5636 32.04 18.88 21.40
PGD | 85.11 82.87 78.00 66.54 38.70 3.12 0.0 0.0

96 FGSM | 84.14 83.57 81.03 74.63 57.67 28.11 13.17 19.38

PGD | 8296 8135 77.37 69.52 5070 10.05 0.2 0.0

-8 FGSM | 8494 83.87 81.15 7280 5545 33.06 18.44 1748

PGD | 83.13 80.68 75.53 63.52 3481 2.64 0.0 0.0

LTD o7 FGSM | 8548 84.67 8224 74.10 5741 3553 17.57 17.50
PGD | 83.88 81.88 77.00 6538 28.57 3.95 0.0 0.0

96 FGSM | 85.06 84.28 8221 75.77 60.79 3439 1434 1542

PGD | 8391 82.00 7833 69.82 4995 11.63 0.21 0.0

98 FGSM | 85.11 8390 80.68 71.28 53.78 33.21 20.86 19.61

PGD | 83.34 8034 75.08 61.53 3050 1.89 0.03 0.0

AWP o7 FGSM | 85.50 84.68 81.75 73.56 57.19 3550 20.63 20.16
PGD | 8394 81.62 76.34 6557 3416 2.89 0.02 0.0

96 FGSM | 83.87 83.19 81.08 7497 6149 3513 16.12 18.69

PGD | 83.00 81.42 78.13 71.50 5495 1478 041 0.0

98 FGSM | 84.74 83.51 70.58 70.50 54.23 36.53 2397 2346

PGD | 82.62 79.772 7281 5730 2421 1.21 0.01 0.0

TRADES 97 FGSM | 85.00 84.02 80.57 71.61 5594 2567 2231 2251
PGD | 8296 8031 73.75 5891 2622 131 0.02 0.0

96 FGSM | 85.05 84.19 81.40 75.07 60.24 3699 21.81 21.21

PGD | 83.23 8133 7581 6456 36.76 337 0.02 0.0

Table 7. The robust accuracy against FGSM and PGD attacks among different radii of e-ball on CIFAR10 dataset.



Method

c’

Attack

L
255

2
255

4
255

€
8
255

16
255

32
255

64
255

96
255

EffAug

FGSM
PGD

68.02
64.92

65.96
61.04

60.36
52.82

49.65
39.37

33.90
17.53

17.39
1.81

7.11
0.0

5.77
0.0

FGSM
PGD

68.41
65.66

66.56
62.02

61.84
54.58

51.83
41.55

36.59
19.70

18.34
2.26

7.02
0.0

6.70
0.0

FGSM
PGD

67.84
66.38

67.25
64.20

64.65
59.63

57.97
50.89

44.23
33.98

22.20
7.27

8.26
0.17

8.85
0.0

DKLD

FGSM
PGD

63.47
60.71

61.94
57.14

58.15
50.44

48.86
38.14

34.39
17.38

17.73
1.97

6.26
0.0

3.66
0.0

FGSM
PGD

63.55
61.06

62.31
57.84

58.65
51.51

50.37
39.99

36.49
19.71

18.69
2.37

6.36
0.0

4.29
0.0

FGSM
PGD

63.26
61.67

62.77
59.62

60.41
55.83

55.18
48.06

43.86
33.51

21.17
7.55

5.50
0.17

4.97
0.0

DefEAT

FGSM
PGD

65.57
62.39

64.36
58.96

59.88
51.85

49.38
38.59

32.48
17.18

15.38
1.45

5.50
0.0

3.30
0.0

FGSM
PGD

65.97
62.94

64.96
59.83

60.67
52.98

51.44
41.05

34.84
20.07

16.36
2.02

5.33
0.0

3.96
0.0

FGSM
PGD

64.69
62.85

63.58
60.50

61.31
56.29

54.47
47.54

40.06
30.76

16.91
5.84

4.64
0.09

4.46
0.0

LTD

FGSM
PGD

63.59
61.06

62.35
57.65

58.10
50.70

48.86
38.21

33.11
18.21

16.78
1.98

5.92
0.0

3.20
0.0

FGSM
PGD

64.05
61.51

62.87
58.32

59.02
51.84

50.16
39.89

34.90
20.32

17.27
2.26

5.54
0.0

3.11
0.0

FGSM
PGD

63.62
61.90

62.98
59.68

60.96
55.23

54.96
46.49

41.51
29.13

19.78
5.74

4.69
0.05

3.12
0.0

AWP

FGSM
PGD

59.77
56.72

58.06
52.92

54.21
46.53

45.54
34.90

30.98
16.03

16.69
2.11

6.49
0.0

3.97
0.0

FGSM
PGD

60.00
57.19

58.52
53.75

54.93
47.46

46.65
36.22

32.66
17.48

17.42
2.58

6.04
0.0

3.60
0.0

FGSM
PGD

60.20
58.19

59.71
55.66

57.47
50.91

52.05
42.37

39.78
25.53

21.10
5.68

5.70
0.09

3.90
0.0

Table 8. The robust accuracy against FGSM and PGD attacks among different radii of e-ball on CIFAR100 dataset.
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