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1. Validation of IV in TRACE

In TRACE, to control and generalize confounders arising
from the attachment of adversarial patches, the Instrumen-
tal Variable (IV) Z is defined as the backbone feature vari-
ation, Z = F,4, — Feiean. For successful IV regression us-
ing this IV, three validity conditions—Unconfoundedness,
Exclusion Restriction, and Relevance—must be satisfied, as
established in previous studies [2, 4]. Accordingly, this sec-
tion investigates whether the defined IV satisfies these three
requirements in the adversarial fine-tuning environment of
TRACE.

1.1. Unconfoundedness

Unconfoundedness requires that the IV Z be independent
of the outcome error v; in other words, ©» 1 Z must be
satisfied. The outcome error is defined as the residual com-
ponent of Y that is not predicted given treatment T'. If 7 is
correlated with ), then rather than serving as a control for
confounders, the IV could introduce additional confounding
and distort causal inference. In TRACE, Z is defined as the
backbone feature variation induced by adversarial patches.
Z arises from physical properties of the patch, such as lo-
cation, brightness, and angle. These variations are exoge-
nously determined and structurally separated from the fac-
tors that determine the outcome error. While the outcome
error ¢ primarily arises in the localization and classification
processes within the neck and head stages, Z is defined at
the backbone feature level. Thus there is no correlation be-
tween ¢ and Z. Consequently, in TRACE, Z is independent
of ¢ and the Unconfoundedness condition is satisfied.

1.2. Exclusion Restriction

Exclusion Restriction requires that the IV Z does not di-
rectly affect the outcome Y, but instead influences it only
through the treatment variable 7. Formally, Z L Y | T,
must be satisfied. If Z were to affect directly on Y, then
the IV would fail to control for unobserved confounders
and would transmit spurious correlation. In TRACE, Z is
not structurally passed directly from the backbone to the

neck or head. Instead, Z must be merged with the clean
feature Fl.,, to form either the counterfactual feature
CF = Fiean + g(Z) or the counterfactual causal feature
CC = Feean + h(g9(2)), through which it indirectly influ-
ences the outcome. As a result, the only structural pathway
by which Z can affect Y is Z — T" — Y. Therefore, the ar-
chitecture of TRACE guarantees that Z cannot influence Y
without passing through 7', thereby satisfying the Exclusion
Restriction condition.

1.3. Relevance

Relevance requires that the IV Z be statistically correlated
with the treatment variable T'; that is, Cov(Z,T) # 0 must
be satisfied. If this condition is not satisfied, Z would be
subject to instrument weakness. In TRACE, the treatment
is defined as T' = Fjeqn + Z, which structurally guarantees
that Z directly contributes to the variation in 7". Therefore,
Z is strongly correlated with 7" and satisfies the Relevance
condition.

2. Clean Accuracy

We measured the clean accuracy of the Base Model, which
underwent no tuning, and two adversarial fine-tuned mod-
els, ImageAT and TRACE, using the MS COCO2017 val-
idation set. Table 1 presents the clean accuracy results for
the three models. Both Image AT and TRACE showed lower
performance than the Base Model across both architectures,
Yolov5 and Yolov8. This decline reflects the trade-off intro-
duced by adversarial fine-tuning, a well-known limitation
for which various improvements have been studied, sug-
gesting the possibility of further enhancement. A more de-
tailed discussion of this issue is provided later in Sec. 6.
When comparing ImageAT and TRACE, the results reveal
slight differences between the two models. For Yolov5, the
mAPS50 values were identical, while TRACE outperformed
ImageAT by a marginal 0.001 in mAP50-95. However, in
terms of Precision and Recall, TRACE scored slightly lower
than ImageAT. In contrast, for Yolov8 the performance
gap between the two models was much more pronounced.



Precision Recall mAP50 mAP50-95

Base Model 0.745 0.595 0.658 0.469

Yolov5 ImageAT 0.663 0.506 0.538 0.364
TRACE 0.659 0.496 0.538 0.365

Base Model 0.728 0.624 0.681 0.517

Yolov8 ImageAT 0.634 0.506 0.540 0.389
TRACE 0.651 0.544 0.580 0.417

Table 1. Clean accuracy comparison of ImageAT and TRACE.

TRACE surpassed ImageAT by 0.04 in mAPS50, and this
advantage extended to mAP50-95, indicating more consis-
tent performance across a wider range of IoU thresholds.
We speculate that these performance differences between
Yolov5 and Yolov8 stem from differences in backbone fea-
ture dependence. Yolov5 employ Cross-Stage Partial (CSP)
Net [6], Yolov8 employ CSPDarknet [1], which intergrates
CSP into Darknet architecture, so utilizes a more advanced
backbone with improved feature extraction capabilities. As
a result, Yolov8 not only achieves higher baseline per-
formance but also exhibits greater dependence on back-
bone features. Unlike ImageAT, which attaches adversarial
patches at the pixel level, TRACE injects causal features
into the backbone during adversarial fine-tuning. The fact
that TRACE consistently outperformed ImageAT across all
metrics on Yolov8 suggests that the injected causal features
contribute directly to correct predictions. Considering the
increasing feature extraction capabilities of modern mod-
els, these results imply promising applicability of TRACE
to a broader range of recent architectures.

3. Unseen Adversarial Patch

Fig. 1 shows the adversarial patches used during adversar-
ial fine-tuning (Trained) and those used in the Unseen At-
tack experiment (NPSTV). The Trained patches, generated
with the basic attack objective loss, primarily exhibit pixel-
level noise patterns, whereas the NPSTV patches, produced
with the additional incorporation of NPS Loss and TV Loss,
take on more natural and visually coherent shapes. These
two types of patches follow entirely different distributions
and display distinct visual characteristics. Consequently, in
the Unseen Attack results, ImageAT remains vulnerable to
NPSTV patches because it has primarily learned the vi-
sual properties of the Trained patches. In contrast, TRACE
demonstrates relatively stronger robustness by leveraging
generalized causal feature—based representations, which en-
able it to resist patch distributions beyond those encountered
during training.

4. Qualitative Evaluation

In the main paper, we conducted a qualitative evaluation to
examine whether TRACE achieves generalization with con-
cerning three major confounders—I/ocation, rotation, and

(b) NPSTV patch.

Figure 1. Generated patches for unseen attack.

brightness—and thereby contributes to securing general-
ized robustness. This Supplementary Materials provides a
more detailed qualitative analysis and presents additional
visualization cases for an in-depth comparison between the
two models. For this purpose, 500 single-object images
were extracted from the COCO validation set, and exper-
iments were performed by applying both Trained patches
used during adversarial fine-tuning and newly generated
Adaptive patches. Under each condition, confidence scores
for the objects were measured, and various visualization
techniques, such as heatmaps for location changes, semi-
circle plots for rotation, and line graphs for brightness vari-
ation, were employed to systematically compare the robust-
ness of TRACE and ImageAT. All visualization results were
arranged in a 2 X 2 grid to enable direct comparison between
TRACE and ImageAT for a single original image. The top
row presents TRACE (Trained, Adaptive), and the bottom
row presents ImageAT (Trained, Adaptive), with colors in-
dicating confidence scores.

4.1. Generalization on Location

To analyze the effect of adversarial patch location, we
moved the patch within the bounding box at 16-pixel in-
tervals and measured the corresponding confidence scores.
The bounding box was divided into a 16 x 16 grid, and
the weighted average score was computed by reflecting the
overlap ratio of the patch within each grid cell. The results
were converted into heatmaps and overlaid on the original
images, with areas outside the bounding box set to zero
and displayed in blue. The visualization results for loca-
tion variation are shown in Figs. 2 and 3. Each heatmap
represents the confidence score distribution with respect to
patch location inside the bounding box, where blue denotes
low scores and red denotes high scores. Overall, TRACE
maintained a stable distribution of confidence scores across
different patch locations and achieved higher average val-
ues. In contrast, ImageAT exhibited localized vulnerabili-
ties where performance dropped sharply. For instance, in
the bottom left of Fig. 2, ImageAT showed severe degrada-
tion when patches were placed near the upper center and
corners of the object, whereas TRACE preserved stable dis-



TRACE_Trained
Mean : 0.708. Std : 0.040

TRACE_Adaptive
Mean : 0.722. Std : 0.059

ImageAT_Trained
Mean : 0.559. Std : 0.132

ImageAT _Adaptive
Mean : 0.517.Std : 0.119

TRACE_Trained
Mean : 0.391, Std : 0.019

TRACE_Adaptive
Mean : 0.397, Std : 0.021

ImageAT_Trained
Mean : 0.342, Std : 0.103

ImageAT _Adaptive
Mean : 0.353, Std : 0.108

TRACE Trained
Mean : 0.860. Std : 0.038

ImageAT_Trained
Mean : 0.687. Std : 0.093

Mean : 0.296, Std : 0.052

Mean : 0.281,Std: 0.113

0.94

0.92

TRACE Adaptive os8
Mean : 0.865, Std : 0.035 H

0.84

0.82

0.80

ImageAT _Adaptive
Mean : 0.692. Std : 0.100

0625

0.600

0575

TRACE_Trained TRACE_Adaptive o550

Mean : 0.296, Std : 0.045 3

0500

0.475

ImageAT Trained ImageAT _Adaptive

Mean : 0.306, Std : 0.120 040

Figure 2. Visualization results of patch location generalization for TRACE and ImageAT.

tributions and high scores even at the same positions. Simi-
larly, in the bottom left and bottom right of Fig. 2, Image AT
displayed large fluctuations between central and surround-
ing regions, while in the top right of Fig. 3, it revealed con-
centrated vulnerabilities in the lower bounding box area. By
comparison, TRACE demonstrated a more uniform distri-
bution of confidence scores across all such cases.

In conclusion, while ImageAT heavily relied on specific
regions and exhibited localized weaknesses under patch lo-
cation changes, TRACE successfully generalized over the
location confounder, ensuring more consistent robustness
and stable performance.

4.2. Generalization on Rotation

To analyze the effect of patch rotation, we rotated the patch
around the center of the bounding box from —90° to 90° in

1° increments and measured the corresponding confidence
scores. The distribution of scores across angles was then
color-mapped and visualized using semicircle plots. The
visualization results are shown in Fig. 4. Each semicircle
plot represents the mean confidence score for each rotation
angle within the —90° to 90° range, with colors indicating
confidence score. As observed in the top-left and second-
row-left plots of Fig. 4, ImageAT exhibited clear vulner-
abilities outside the —30° to 30° range, with lower mean
scores and substantially larger variance. This suggests that,
because adversarial fine-tuning was limited to this angular
range, the model failed to defend against patches rotated
beyond it. Although confidence scores increased again out-
side the —60° to 60° range, this reflects a loss of attack
effectiveness rather than true robustness of the model. In
contrast, TRACE maintained stable distributions and com-
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Figure 3. Visualization results of patch location generalization for TRACE and ImageAT.

parable performance across all angles, thereby demonstrat-
ing reliable generalization even under unseen conditions. A
contrasting case is shown in the second-row-right plot of
Fig. 4, where ImageAT maintained high scores within the
|30° to 60°|range but remained vulnerable elsewhere. This
indicates that its robustness was inconsistently expressed,
limited to certain angles where the patch attack was weaker.
TRACE, by comparison, exhibited smaller variations and
stable confidence scores across all angles. The fourth-row-
right plot of Fig. 4 highlights these differences most clearly.
TRACE preserved uniformly high confidence scores with
low variance across the full rotation range, whereas Im-
ageAT showed overall lower scores and irregular fluctua-
tions, reflecting unstable performance. This implies that Im-
age AT may appear robust under specific rotation conditions,
but fails to provide consistent robustness overall.

In conclusion, while ImageAT exhibited distinct vulner-
abilities and unstable distributions at unseen rotation an-

gles, TRACE maintained stable and consistent performance
across all angles, confirming its superior generalization to
rotational variations.

4.3. Generalization on Brightness

To analyze the effect of brightness variation, we adjusted
patch brightness from —30% to 30% in 1% increments.
For each brightness condition, confidence scores were mea-
sured, and their means and standard deviations were calcu-
lated. Individual images were visualized with line graphs
showing score changes across brightness levels, while ag-
gregated scores under each condition were used to derive an
average curve for overall analysis. The visualization results
are presented in Fig. 5. Each graph depicts the confidence
scores as a linear plot over the —30% to 30% brightness
range. Overall, TRACE maintained stable distributions and
consistently high mean scores under brightness variation.
In contrast, ImageAT occasionally showed increased scores
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Figure 4. Visualization results of patch rotation generalization for TRACE
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Figure 5. Visualization results of patch brightness generalization for TRACE and ImageAT.



in certain conditions but generally exhibited larger variance
and lower mean scores. For instance, in the top-right of
Fig. 5, TRACE demonstrated stable distributions with min-
imal variance across the entire range, whereas ImageAT
recorded lower scores and displayed pronounced fluctua-
tions depending on brightness. Similarly, in the second-row-
left and third-row-right plots, ImageAT temporarily outper-
formed TRACE in specific brightness intervals, but the per-
formance variation was substantial and overall levels re-
mained lower. By comparison, TRACE consistently main-
tained higher confidence across all conditions.

In conclusion, ImageAT showed limited strengths in
specific intervals but unstable behavior overall, whereas
TRACE preserved robust and consistent performance
across the full range of brightness variation.

When integrating the visualization analyses across all
three confounders, TRACE consistently maintained stable
and uniform confidence distributions, while ImageAT re-
peatedly revealed localized weaknesses and performance
limited to specific conditions. In the location experi-
ments, ImageAT exhibited excessive reliance on certain ob-
ject regions, while in the rotation experiments, it showed
pronounced vulnerability at angles outside the training
range. Under brightness variation, ImageAT occasionally
exceeded TRACE but suffered from high variance and
lower average performance, reducing reliability. By con-
trast, TRACE achieved consistently higher mean scores
with lower variance under all conditions, demonstrating sta-
ble generalization even for unseen scenarios. Therefore,
TRACE provides more generalized robustness to diverse
environmental variations compared to ImageAT.

5. TRACE in Real-world Scenario

To evaluate whether TRACE maintains robustness in phys-
ical environments, we constructed an unmanned store
testbed and conducted physical experiments. The Supple-
mentary Materials provide detailed descriptions of the phys-
ical setting and experimental procedures.

The testbed was built by connecting a webcam to
NVIDIA’s Xavier board, and the snack dataset [5], which
consists of 21 categories, was used for model training. A
Base Model was trained on this dataset, after which ad-
versarial fine-tuning with ImageAT and TRACE was per-
formed for comparison. All experiments were conducted
under conditions closely resembling real-world scenarios.
To ensure fairness, adversarial patches were applied at the
same locations while maintaining consistent camera an-
gles, lighting, and background conditions across all mod-
els. The patches were moved across objects within the cam-
era’s field of view to perform attacks, and the detection re-
sults and confidence variations of each model were mea-
sured. Real-time detection results were stored in both text
logs and video recordings, with successful hiding attacks

logged as “No detection.” Quantitative evaluation was based
on Attack Success Rate (ASR), defined as the proportion of
frames labeled “No detection” within the last 100 frames
of each test sequence. For detected objects, the confidence
score was also recorded to assess not only whether detec-
tion occurred but also the stability of detection confidence.
The results of the physical experiments conducted in the
unmanned store testbed are shown in Fig. 6. Each figure
illustrates the detection outcomes for the Base Model(No
Attack, Attack), ImageAT, and TRACE (from left to right),
with the numbers above bounding boxes indicating confi-
dence scores. Fig. 6 shows that the Base Model was gen-
erally vulnerable to physical attacks, recording high ASR
under hiding attack scenarios. In contrast, ImageAT and
TRACE more frequently maintained detection compared
to the Base Model. Notably, TRACE exhibited smaller de-
creases in confidence scores and consistently higher stabil-
ity than ImageAT. Specifically, in the first three cases of
Fig. 6, the Base Model failed to detect objects due to hiding
attacks, while both Image AT and TRACE maintained detec-
tion. However, ImageAT suffered large drops in confidence,
whereas TRACE preserved higher scores. In the fourth case,
both the Base Model and ImageAT were fully compromised
by the attack, yet TRACE detected objects reliably. In the
final case, all three models succeeded in detection, but the
Base Model and ImageAT recorded low confidence scores,
while TRACE maintained higher values, reflecting stable
performance.

In conclusion, TRACE achieved higher detection perfor-
mance and reliability than both the Base Model and Im-
ageAT in physical environments, demonstrating strong ro-
bustness against hiding attacks. These results confirm that
TRACE is not only effective in digital environments but
also consistently robust in real-world scenarios. Further-
more, since TRACE operates without additional computa-
tional overhead or external modules during inference, it can
be efficiently deployed even on resource-constrained edge
devices such as Xavier. Beyond unmanned store scenarios,
the characteristics of TRACE suggest strong potential for
broader deployment in diverse real-world scenarios, provid-
ing a reliable foundation for adversarial robustness in prac-
tical applications.

6. Limitations and Future Work

In this section, we discuss the limitations of TRACE, po-
tential solutions to address them, and future research direc-
tions. To enhance the inherent robustness of models against
adversarial attacks, including adversarial patches, training
with adversarial examples is essential. While such train-
ing improves robustness, it inevitably introduces a trade-off
with clean accuracy. As described in Sec. 2, TRACE of-
fers an advantage over ImageAT by achieving stronger ro-
bustness against adversarial patches with less degradation



Figure 6. Physical robustness experiments of Base Model(No Attack, Attack), ImageAT, TRACE (left to right).

of clean accuracy. However, compared to the untuned Base
Model, both ImageAT and TRACE exhibited an approxi-
mately 10% reduction in performance due to the clean ac-
curacy trade-off. Recent advances in adversarial fine-tuning
methods [3, 7] have actively explored strategies to minimize
damage to clean accuracy. Incorporating these approaches
into TRACE could help mitigate the trade-offs observed in
our works.

TRACE also involves a large number of hyper-
parameters, from patch generation to the adversarial fine-
tuning process. In particular, parameters in the causal in-
version step, perturbation budget ¢, update step size «, and
update number ¢, have a direct influence on performance. A
comprehensive exploration of these parameters is therefore
expected to further improve TRACE’s effectiveness.

To validate the effectiveness of TRACE, we employed
Yolov5 and Yolov8 models trained on the COCO dataset.
COCO is one of the most representative datasets for object
detection, containing 80 classes and a wide distribution of

samples. Similarly, YOLO models are widely used in real-
world applications due to their fast inference speed and high
accuracy in real-time object detection. However, further ex-
periments on more diverse models and datasets are required
to verify the broader applicability of TRACE. Therefore, we
plan to conduct additional experiments on a broader range
of datasets and models to confirm the generalizability of
TRACE.
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