
AEON: Adaptive Embedding Optimized Noise for Robust Submerged
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Supplementary Material

1. Additional Quality analysis on different
steps

Here, we provide an analysis of the quality of generated
images about the various steps of watermark implantation.
In Fig. 1, we can see clear improvements in the image qual-
ity when we implant the watermark in the later steps with
total inference steps of 50. However, the quality is much
lower when the watermark is implanted in earlier steps. As
we proceed with the steps, more details are added to the
generated image to increase the attack resilience. While
Fig. 2 shows more qualitative analysis of SOTA models.

Step = 5  Step = 20  Step = 35  Step=40  Step=45

young, curly haired, redhead Natalie Portman as a optimistic!, cheerful, giddy medieval innkeeper in a dark in

a mystical tribal goddess adorned with feathers and gemstones and cables and synthesizer parts is surround

cyborg sweating water, big drops of sweat, forehead only, by Hajime Sorayama, airbrush art, highly realistic, 

Max Headroom in a Perfume advertisement, magical, science �ction, symmetrical face, large eyes, Chanel, Ca

4 k 8 k photorealistic torso headshot portrait of elegant asuka langley in red - white tight �t contact suit re�e

The wizard merlin stands on a mountain �ghting a harde of dragons, by Zdzisław Beksiński, trending on artst

Figure 1. Effect of varying watermark implantation steps on the
quality of the generated image.
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Figure 2. Comparison of more state-of-the-art

2. Additional Pixel Level Comparison with
ROBIN

Fig. 3 presents a comparative analysis of the pixel differ-
ences between the original image and the generated water-
mark image using ROBIN [6] and AEON. The watermark
is visible when we plot the pixel difference in the ROBIN-
generated image. Meanwhile, AEON has a stronger water-
mark, which is submerged and invisible even when added
later in the inference step 45.

3. Additional Ablation Study on each compo-
nent

To assess the impact of each element in our approach,
we conducted ablation studies by including and excluding
different components of the hash training and watermark
generation. Table 1 shows ablation study on other compo-
nents, (1) shows performance of the watermarking approach
when we include all components Lrecons, Lret, and Lcons,
(2) shows performance when we only consider reconstruc-
tion loss Lrecons, while (3) shows performance of the pro-
posed approach will all components except we use logits
without hashing for watermark generation. Removing loss
functions from ROBIN [6], reduces the quality and perfor-
mance on adversarial attacks, while removing the hashing
mechanism. However, it reduces quality, resilience to ad-
versarial attacks, and watermark verification accuracy.
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Original Image ROBIN ����

Figure 3. Effect of varying watermark implantation steps on the
quality of the generated image.

Component AUC↑ Image quality

Clean Adv. PSNR↑ SSIM↑ CLIP↑ FID↓

(1) 1.00 0.991 25.93 0.81 0.41 26.61
(2) 1.00 0.989 24.68 0.71 0.38 28.76
(3) 1.00 0.981 25.83 0.79 0.20 26.18

Table 1. Watermark accuracy and image quality under different
settings.

4. Visualization of Different Attacks
Figure 4 illustrates traditional attacks on the water-

marked image, such as Brightness, Crop, Gaussian Blur,
Gaussian Noise, JPEG, and Rotation Attack.
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Figure 4. Visualization of Different traditional attacks on water-
marked images.

Similarly, Fig. 5 shows different reconstruction adver-
sarial attacks on the generated watermark, that we used
to assess the model efficiency under different attacks such
as BM3D [4], Zhao23 [9], Cheng20 [3], Bmshj18 [2] and
combination of reconstruction of attacks from Fig. 4 and
Fig. 5 as a combined attack.

5. Effect of Varying ϕ.
In Eq. 10, ϕ controls the strength of the watermark

during the watermark injection in the frequency domain.
Figure 6 shows the effect of different blending factors on
the quality metric PSNR and watermark verification rate
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Figure 5. Visualization of Different reconstruction attacks and
combined attack on watermarked images.

(AUC). This result indicates that increasing ϕ reduces the
image quality because it decreases the watermark strength.
The higher the watermark strength, the better the quality
and resilience to attacks.

Figure 6. Ablation study on the effect of blending factor ϕ against
different versions of Stable diffusion, and watermark removal at-
tacks.

6. Robustness against Adversarial Attacks.

To evaluate the model’s robustness against adversarial or
forgery attacks, we evaluated the performance of the pro-
posed approach with the state-of-the-art forgery method Im-
print, as shown in Table 2, existing methods easily breached
in terms of AUC by all of the proposed approaches, while
the proposed approach showed robustness against adversar-
ial attacks.

Method Imprint Forgery

Tree-Ring [8] 0.000
WIND [1] 0.000
PRC [5] 0.000
ROBIN [6] 0.210

Ours 0.680
Table 2. Comparison of Adversarial Attack Imprint Forgery [7].

Algorithm 1 Verification Algorithm

Require: image x: query image, Θ: private diffusion
weights, fhash: trained hash network, tinj: injection step,
bins: frequency mask, τ : detection threshold

1: x̃ ← G−1
Θ

(
x, tinject

)
▷ Reverse-diffuse to the injection

step
2: w̃freq ← 1bins ⊙ FFT

(
φ(x̃)

)
▷ Keep only watermark

frequency bins
3: x̂′

t ← iFFT(w̃freq) ▷ Candidate watermark in pixel
space

4: w ← sign
(
fhash(φ(x̃))

)
▷ Reference hash bits

5: s ← M
(
w, x̂′

t

)
▷ Number of matching bits

6: if s ≥ τ then
7: Declare “watermarked”
8: else
9: Declare “not watermarked”

10: end if

7. Watermark Detection Procedure (M )
Algorithm 1 formalises the verification stage of our

pipeline, deciding whether a query image x is watermarked.

i. Latent recovery. The private inverse-diffusion model
G−1

Θ is run up to the injection timestep tinj, producing
the intermediate latent x̃.

ii. Frequency isolation. We transform x̃ into the fre-
quency domain and retain only the watermark-bearing
coefficients by masking with 1bins: w̃freq = 1bins ⊙
FFT

(
φ(x̃)

)
.

iii. Candidate reconstruction. An inverse FFT converts
the masked spectrum back to pixel space, yielding the
candidate watermark x̂′

t.

iv. Reference hash. Passing x̃ through the trained hash
network fhash and taking the sign produces the reference
bit string w = sign

(
fhash(φ(x̃))

)
.

v. Bit-level comparison. The matching function M(·, ·)
counts identical bits between w and x̂′

t, returning a
score s.

vi. Decision rule. If s ≥ τ , the image is classified water-
marked; otherwise it is deemed clean.



The scheme is resilient because the watermark is (i) re-
covered from the exact diffusion layer where it was injected,
(ii) isolated in the designated frequency bins, and (iii) au-
thenticated via a strict bitwise test, thereby minimising false
positives.
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