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Abstract

Deep neural networks have revolutionised computer vi-
ston with their powerful capabilities. However, they re-
main vulnerable to adversarial attacks, which seek to
find small perturbations to input images that mislead
them into making incorrect predictions. Traditional at-
tacks often rely on gradient information, which is typ-
ically unavailable to attackers in real-world scenarios.
To address this, black-box adversarial attacks have been
developed that do not depend on full access to the net-
work. In this study, we focused on the most challeng-
ing black-box setting, decision-based attacks, where the
target model only returns output labels. While previous
approaches for this setting exist, they either perform in-
consistently across different networks, or are resource-
intensive concerning running time.

To address this, we developed a variant of the
Covariance Matriz Adaptation Evolutionary Strategy
(CMA-ES) with a selective query approach that en-
ables optimisation for 80% more generations with the
same query budget. Furthermore, we utilised state-of-
the-art automated algorithm configuration techniques
to optimise our attack and achieve a success rate of
100% using an initial search strategy. We compared our
novel Decision-based Attack viae CMA-ES (DACES)
against various well-known attacks, demonstrating the
best average performance in creating minimal adversar-
ial perturbations across several network architectures
for ImageNet and CIFAR-100. Notably, DACES is
more than three times as fast with respect to running
time than any other attack on ImageNet, making it par-
ticularly applicable to real-world settings.
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1. Introduction

Over the past decade, computer vision has made re-
markable progress, enabling applications in industry,
healthcare, and beyond. Despite this, deep neural net-
works remain vulnerable to adversarial attacks [11, 31].
Adversarial attacks create a perturbation § that, when
added to a correctly classified, original image Xopig,
causes Xorig + 0 to be misclassified. Studying these
attacks not only helps us understand the weaknesses
of neural networks, but also drives the development of
new adversarial defences [4].

Adversarial attacks can be categorised into white-
box and black-box attacks [21]. In white-box attacks,
the attacker has full access to the architecture and pa-
rameters of a neural network, allowing them to com-
pute gradients and find adversarial examples by mov-
ing the image in the direction that maximises the
loss. Prominent white-box attacks include FGSM [11],
PGD [24] and AutoAttack [5]. However, since external
attackers rarely have full access to a neural network,
research has started to consider black-box strategies,
where the attacker can only access the predictions ob-
tained from the classifier. The black-box setting is fur-
ther divided into three categories [28]: transfer-based
attacks [36], which use surrogate models to gener-
ate adversarial examples; score-based attacks [21, 26],
where the attacker has access to prediction probabil-
ities obtained from a neural network; and decision-
based attacks [3, 7, 28, 34, 35], where only the output
label is available.

Previous research used evolutionary algorithms be-
cause of their good performance in black-box optimi-
sation [1, 7]. One popular method is the Covariance
Matrix Adaptation Evolutionary Strategy (CMA-ES),
which has been extensively used for score-based at-
tacks [7, 21, 26]. The decision-based setting, however,



Table 1. Average running time of each attack in seconds.
HSJA is omitted as the only CPU-based method. Running
DACES on CPU to compare it to HSJA reveals an advan-
tage of 9.5% for DACES (4 332 compared to 4 743 seconds).

DACES CGBA TA

25.0 75.2 126.0
23.6 23.8 107.6

(1+1)-CMA-ES
300.5
169.2

ImageNet
CIFAR-100

comes with multiple challenges: Score-based attacks
can find adversarial examples by following the chang-
ing confidence scores of the classifier; in other words:
slight modifications of the adversarial example will lead
to different confidence scores — information which can
be used to find a good region in the image space to
attack. In the decision-based setting, however, one can
only guide the search with discrete labels, which results
in rugged loss landscapes. Even though the CMA-ES
is well suited for these types of landscapes [12], to the
best of our knowledge, only a simple variant of this
algorithm, the (141)-CMA-ES has been successfully
used for decision-based attacks [7]; this variant relies
on a population size of only two for its search. In our
work, for the first time, we investigated the effective-
ness of the original CMA-ES in this setting. We used
the diversity of the higher population size to create
minimal adversarial perturbations and addressed the
issue of the rugged loss landscapes encountered in the
decision-based setting with an Initial Search Strategy
(ISS). This ISS rapidly increases the variance of the
covariance matrix to find the decision boundary of the
neural network while keeping perturbations small.

An important consideration for adversarial attacks
is the number of times the neural network is used for
classification, the so-called number of “queries”. CMA-
ES naturally has a high query demand, which stems
from the necessity of classifying all members of its pop-
ulation (rather than single instances) to assess the suc-
cess of the attack. Here, one query is equivalent to
running inference on one instance of the population. A
high query demand is unfavourable, as deployers of ma-
chine learning models might notice heavy usage of their
models and cut access after they have been extensively
used. This means that for an attack to be usable in
real-world scenarios, it has to be query-efficient. Thus,
we implemented the first query strategy for this algo-
rithm, allowing us to run the CMA-ES for 80% more
iterations using the same query budget.

We also investigated the effectiveness of four dif-
ferent techniques that have been proposed to reduce
the dimensionality of the problem. Searching for per-
turbations in a lower-dimensional subspace is neces-
sary for most adversarial attacks, as the original image
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size is too large; for example, having an image with
3 x 224 x 224 pixels results in a 150 528-dimensional
problem. Based on our findings, we identified the best-
performing dimensionality reduction technique for our
attack. Finally, current research on decision-based at-
tacks considered only query efficiency [7, 28, 35]. How-
ever, in real-world scenarios, time constraints might
also apply, for example, when someone wants to find
as many adversarial examples as possible in a limited
time frame to determine the vulnerability of a specific
neural network. Thus, we add running time as a dimen-
sion to the analysis of adversarial attacks. In summary,
our contributions are:

e We introduce a Decision-based Attack via CMA-
ES (DACES)! that leverages our newly developed
query strategy, allowing it to run for 80% more gen-
erations within the same query budget. Our ab-
lation studies show how this increase in iterations
significantly reduces the magnitude of the pertur-
bations needed to create adversarial examples.

e We designed a novel ISS and used state-of-the-
art automated algorithm configuration techniques
for our adapted CMA-ES. Remarkably, our attack
demonstrated the best average performance in com-
parison to four state-of-the-art attacks over all Im-
ageNet and CIFAR-100 networks.

e Our analysis of the running time of decision-based
attacks in Table 1 reveals that DACES is more than
three times as fast as any other attack on ImageNet
and the fastest attack on CIFAR-100.

o Last, we show that DACES substantially con-
tributes to the state of the art by analysing marginal
contributions. In particular, an optimal ensemble
attack of previous methods on ImageNet performs
55% worse compared to an ensemble with DACES.
The remainder of this article is structured as fol-

lows: In Section 2, we formally introduce the problem

and the CMA-ES algorithm, followed by related work
on adversarial attacks in Section 3. In Section 4, we
outline our novel method, followed by Section 5, which
presents the experiments conducted and the results ob-
tained. Finally, in Section 6, we close with conclusions.

2. Background

In this section, we first introduce the problem definition
of finding adversarial examples and then the CMA-ES.

2.1. Problem Definition

The task of finding adversarial examples can be de-
fined as a simple optimisation problem [1]: Given an
original, unperturbed image Xqrig with its label y and

1Source code: https://github.com/srheduwe/DACES.



a classifier fy : R™ — R™, where 6 is the set of trained
parameters, n is the size of the input features, and m
is the number of classes, we try to find an adversarial
example Xqig + 0 = x such that fs(x) # y and that
minimises ||X — Xorig||p- Table 4 in Appendix A gives
an overview of the notation used in this article. Re-
garding the distance metric, we follow the literature
on decision-based attacks [23, 25, 27, 28] and focus on
the Euclidean distance, i.e., p = 2.

We considered the decision-based setting, where one
has access to the input X.ig, the target y, and the pre-
dicted label fy(x) but not to the internal information
of the model such as the weights or to the output prob-
abilities (or confidence scores). In contrast to targeted
attacks, which seek to flip the target to a specific label,
we focused on untargeted attacks, which allow the label
to be flipped to any other class, as this is sufficient to
demonstrate the vulnerability of neural networks [1].

2.2. CMA-ES

Evolutionary strategies are stochastic methods for real
parameter optimisation of non-linear, non-convex func-
tions [12] with many applications in engineering and
machine learning [20]. These algorithms are based on
the ideas of biological evolution, i.e., variation and se-
lection of the fittest instances of a population [20]. The
CMA-ES is a special strategy that iteratively samples
search points or solutions from a multivariate Gaussian
distribution, evaluates their fitness, and selects the best
ones, which in turn are used to fit the Gaussian of the
next step or “generation”. The equation for sampling
solutions is given by [12]

xggH) ~N (m(-"), (0(9))20(9)> fori=1,...,, (1)

where g is the generation number, Xz(g D g R is the
i-th search point from g + 1, N/ (-,-) is a multivariate
Gaussian distribution, m@ € R” is the mean of the
Gaussian for the g-th generation, o9 € Ry is the
standard deviation or step-size at g, C9) is the covari-
ance matrix, and A is the population size [12]. In each
generation, CMA-ES updates the parameters of this
Gaussian. The new mean is calculated as [12]:

5
m@t) =@ 4. Zwi ) (XE?A+1) _ m(g))’ (2)
i=1

where ¢, is the learning rate for the mean, y is the
parent population size or, in other words, the num-
ber of selected points, ng’;l) is the i-th best sample at
g+1, and w; is the i-th weight coefficient for recombi-

nation [12]. The weights are determined by

w; = log((A+1)/2) —log(i) fori=1,...,X, (3)
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which assigns positive weights for g and negative
weights otherwise (and only the positive weights are
used for the update). In simple terms, at generation
g+ 1, the mean is updated by adding the weighted dif-
ference between the new samples, XZ(.:gAH) and the mean
at generation g, multiplied by a learning rate. While
generally in each generation, 50% of the population
(or, in other words, u instances) are selected for fit-
ting the new distribution, samples with a better fitness
value are weighted more and are, thus, more important
for the new distribution [12]. The part of the popula-
tion that is most influential for adapting the Gaussian
distribution is the effective population size pg. It is
determined by pleg = ﬁ [12]. The effective pop-

ulation size will be usedl_llater as a part of the query
strategy. For our experiments, we mostly set A = 23,
which results in an effective population size of g = 6
accounting for roughly 88% of the weights.

Explaining the update of the covariance matrix is
more involved and out of the scope of this article. The
interested reader is referred to the tutorial and the ref-
erences therein [12]. However, an important considera-
tion for updating the covariance matrix is whether the
full matrix is needed. Consider the example mentioned
before, where we want to find an adversarial example
for images of the size of n = 3 x 224 x 224, which re-
sulted in a 150 528-dimensional problem. For this, the
original CMA-ES would update and store a matrix of
size n X n, i.e., with 150528 - 150528 covariances in
each generation. Formally, the computation and stor-
age complexity of the covariance matrix becomes at
least O(n?) [18]. A way to address this is to assume
that the variables are independent, i.e., to only adjust
the diagonal parts and set the rest to 0, a strategy also
adapted by [18]. This reduces both computation and
storage complexity to O(n), allowing the use of CMA-
ES for high-dimensional problems [29].

3. Related Work

In this section, we present relevant work on decision-
based attacks, including those we compare ours against
and finally, score-based attacks using CMA-ES.

3.1. Decision-based Attacks

Most decision-based attacks rely on gradient approxi-
mation and binary search [3, 27, 28]. In contrast, one of
the earliest approaches, the Boundary Attack [2], sam-
ples random perturbations from a Gaussian distribu-
tion to find adversaries while minimising the lo-norm,
but is query inefficient compared to newer attacks [18].

The HopSkipJumpAttack (HSJA) [3], another early
decision-based attack, initially identifies the decision



boundary through binary search. By querying the
model near the decision boundary, the authors ap-
proximate the gradient using Monte Carlo estimation,
resulting in an attack vector normal to the decision
boundary. They then iteratively improve the adversar-
ial example by following the gradient.

Another approach, the Curvature-aware Geometric
Black-box Attack (CGBA) [28], uses an initial bound-
ary point from which it follows a random direction to
find the nearest point that is still adversarial. At this
new boundary point, solutions from a Gaussian distri-
bution are sampled to estimate a vector that is orthog-
onal to the decision boundary, which is used to span
a semicircular path between the initial image and the
boundary point. On this semicircular path, a binary
search is conducted between an adversarial and a non-
adversarial example to find a closer adversary. The
authors propose two versions of their algorithm, as the
initial approach performs worse when “the curvature
of the boundary is too high” [28].

The Triangle Attack (TA) [35] spans a triangle be-
tween the benign image, the adversarial example of the
previous and the current step to find adversarial exam-
ples. The decision boundary is reached by adjusting the
angles of the triangle. This simple attack was shown
to be query efficient and to perform well for low query
budgets [35].

Dong et al. proposed an attack with the (1+1)-
CMA-ES [7]. In this variant, in every generation,
only a single offspring is generated from the parent
by adding random noise; from these two solutions, the
one with better fitness is then used for the next iter-
ation. This attack has been mainly evaluated on face
recognition models, which are especially vulnerable to
attacks [7].

3.2. Score-based Attacks with CMA-ES

In the less difficult score-based setting, further ap-
proaches using CMA-ES have been proposed. For
instance, Qiu et al. [26] compared CMA-ES with
two other evolutionary algorithms and found that the
CMA-ES outperforms them. Their research focused on
the number of queries required to create adversarial ex-
amples below certain [,.-norm-thresholds. A method
closely related to our work is the Subspace Activation
Evolutionary Strategy (SA-ES) [21], which is based on
the idea of reducing the search space for the evolu-
tionary algorithm by binarising the red channel of the
smoothed images to identify an “active subspace”. In
the binarised red channel, the largest patch of 1s is
found, enforcing a minimum patch size of 8 x 8, and
this subspace is then used to attack the image over all
three channels. With this technique, Li et al. reduced
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the dimensionality of the images by around 43%.

Despite the success of CMA-ES in the score-based
setting and one of its variants, (141)-CMA-ES, in
decision-based attacks, the performance of CMA-ES
with larger population sizes for the second setting has
not yet been investigated. This is likely due to the
inherently high query demand of this algorithm; ev-
ery generation usually requires classification of each in-
stance in the population, which makes this algorithm
not competitive. To address this, we developed the
first query strategy for CMA-ES-based adversarial at-
tacks and demonstrate how this significantly reduces
the inference costs of our attack. By doing so, we ad-
dress multiple limitations of previous decision-based at-
tacks. These often try to exploit geometric properties
of the decision boundaries to find adversarial exam-
ples [27, 28], which hinders performance when the geo-
metric properties are different from those anticipated.
Then, there are approaches that are not optimised for
modern GPUs [3] and, thus, suffer from high running
times. The (141)-CMA-ES uses a general-purpose al-
gorithm to find adversarial examples, but also incurs
high running times, as only one new image is sam-
pled in each iteration [7]. We address these limitations
by using the original CMA-ES algorithm to create an
adversarial attack that performs well on different net-
work architectures with differing decision boundaries,
but also excels in running time.

4. DACES

In this section, we formally describe our adaptations
to the CMA-ES algorithm, i.e., the ISS and querying
strategy that make it more suitable for searching adver-
saries. We then describe the dimensionality reduction
methods used to scale down the optimisation problem.

We define a simple fitness function F' for our al-
gorithm [1]. The generated images must be classified
differently from Xz while being as close as possible
to it concerning the ls-norm. Thus, we minimise

(4)

where ||x — Xorigl|2 is the Euclidean distance between
the adversarial example x and the original image Xorig,
and [(x) is a term that promotes x being adversarial:

F(x) = [lx = Xorig|l2 + 1(x),

() = 0 if fo(x) #y
m  otherwise,

where m is a constant that is usually set to high
values, e.g., m = oo [7]. To optimise the target func-
tion, we adapted the well-known CMA-ES algorithm
and used the values of the target function as fitness

()



= = = Decision Boundary
Step size

Figure 1. Tllustration of the Initial Search Strategy for the
step-size 0. The cross represents the input image Xorig, the
red dots samples with label fo(x) =y, and the green dot a
sample with label fo(x) # y. o is increased quickly to find
an adversarial example within the first generations.

values. We treated our problem as separable, i.e., we
only adjusted the diagonal parts of the covariance ma-
trix and set the rest to 0, effectively assuming that the
variables are independent. In the context of decision-
based attacks on image classifiers, each search point
xz(.gﬂ) corresponds to one possible perturbation ¢ in
the image space. In other words, in each generation,
CMA-ES proposes A perturbations for the adversarial
attack. While this distribution is interesting in itself,
we focused on the single best point of the distribution
as a result of our adversarial attack. To avoid a tedious,
manual search for good parameters for our attack, we
employed automated algorithm configuration; we pro-
vide details for this in Appendix B and explain our
adaptations to the CMA-ES in the following sections.

4.1. Initial Search Strategy

A crucial aspect is the initialisation of the CMA-ES.
Recall that each instance in the population represents
a perturbation § that is added to Xqyig, 4.€., We create
adversarial examples with xq.4, + 6 = x. Ultimately,
we aim for small perturbations that lead to misclassi-
fication. In Figure 1, this region is located around the
green dot. Thus, it intuitively makes sense to initialise
the mean of the search distribution with m© = 0,
effectively sampling adversarial examples around Xoig -

However, this often results in no adversarial in-
stances in the first generation, especially when Xoig
is far from the decision boundary. This issue is less
relevant in the score-based setting, where confidence
scores guide the population towards the adversarial re-
gion [18, 26]. In the decision-based setting, only the
label is available, necessitating a penalty term (in our
case, [(x)). When all samples are benign (or adver-
sarial), I(x) becomes ineffective, as the fitness of every
sample is added with the same term. Therefore, it
is unlikely that the CMA-ES will find any adversarial
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examples later on. One can also initialise the mean
randomly, starting with a large perturbation likely to
cause misclassification from the first generation, as sug-
gested by Dong et al. [7]. However, this necessitates
more generations to reduce the perturbation size.

Our approach aims to make the warm start of ini-
tialising with m(®) = 0 usable for decision-based at-
tacks. We achieve this by multiplying the step-size (or
standard deviation) o each generation with a config-
urable parameter exp(e,), while fixing m¥) = 0, as
illustrated in Figure 1. This corresponds to lines 9-10
in Algorithm 1. Only after the algorithm finds adver-
sarial examples, it returns to the optimisation process.
With our population size A = 23 and 9, = 0.95, a
single sample needs to be adversarial to return to the
normal optimisation process. The effectiveness of this
strategy can be explained by the properties of the loss
landscape defined by the fitness function F'(x). For cor-
rectly classified images, the term [(x) is very large com-
pared to the Euclidean distance ||x —Xorig|l2. To avoid
convergence to local minima, DACES prioritises explo-
ration through the initial search. Once the first ad-
versary is found, the fitness function decreases sharply,
DACES stops the initial search and transitions towards
exploitation. This procedure is detailed in lines 11-14
of Algorithm 1.

Algorithm 1 DACES?

1: Input: Image Xorig, label y, neural network fo,
number of queries @, ISS threshold ¢,4y, effective
population size fieg

2: Output: Perturbation ¢
3. Initialisation: m® = 0, ¢ = 0, dimensionality n
4: while ¢ < Q do
5: for i + 0to X\ do
6: | x{ ~ N (m®), (69))2C)
7 FOHD  Froness(x9HD Xog, v, fo, foft)
> Call Algorithm 2
s if L0 1(fe(x{7TY) = y) > tuqs then
> Update o based on % of adversarial examples
9: olotl) = exp(ea) PACIS Manually set a high o
10: else
11: ot < UPDATE_SIGMA (0(9))
> Otherwise, update o normally
12: w; =log((A+1)/2)—log(i) fori=1,...,A
> Calculate weights
13: m@t) = m@ 4 - Z’i‘:l w; (xgzq;rl) — m(Q))
. > Update the mean

2Table 4 gives an overview of the notation used.



4.2. Query Strategy

To find out whether the instances of the population
have crossed the decision boundary or not, they need
to be classified. Classifying the entire population is
effective, but leads to a high number of queries. To be
precise, for 1000 generations with a population size of
50, one would query the model 50000 times. A more
sophisticated approach is therefore required.

To reduce the number of queries, we divided the op-
timisation process into three stages, as illustrated in
Figure 3 and formalised in Algorithm 2. In each stage,
an increasing proportion of the population is queried.
In stage 1 (lines 3-4 of Algorithm 2), the algorithm
tests whether a valid, i.e., adversarial, solution already
exists, by querying the single instance closest to the
original image (in terms of the lo-norm). The rationale
behind this is that as long as the population is far from
the decision boundary, the query budget should be con-
served. After the single closest instance has crossed the
decision boundary once, i.e., it has been classified iden-
tically to the original image, more of the query budget
is used. In the pseudocode, this is indicated with a
Boolean indicator Che,, which states whether the clos-
est sample has been classified as benign before. In the
second stage (lines 5-7), the effective population size
Lot 18 queried; for our problem, this is usually around
30% of the total population. Finally, as the popula-
tion converges and gets closer to the decision bound-
ary, the entire population is queried. This third stage
(lines 8-9) is entered as soon as 75% of peg has crossed
the decision boundary. Intuitively, the query strategy
works because it preserves query budget for the more
critical phases of the optimisation, where more infor-
mation (in form of classifications) is needed to obtain
a better result.

Note that we allow transitioning back from stage 3
to stage 2, but not from stage 2 or 3 to stage 1. The
rationale behind this is that by only querying a sin-
gle instance, we implicitly assume that the remaining
population has not crossed the decision boundary yet;
otherwise, we must have added [(x) to their fitness val-
ues. This assumption holds only when the population
is still far from the decision boundary.

4.3. Dimensionality Reduction

Finding adversarial examples in the original image
space is not feasible for datasets such as ImageNet in
the decision-based setting due to the high dimension-
ality. Therefore, researchers have used different tech-
niques to find lower-dimensional subspaces to attack
and thus render adversarial example generation feasi-
ble in such cases. We investigated four different di-
mensionality reduction techniques. However, two of
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Algorithm 2 FITNESS VALUES

1: Input: Population x99 image Xorig, label y,
neural network fq, effective population size picg,
boolean indicator Chen,

2: Output: Fitness values F(9+1)
3. if fg(xgg;rl ) # y and not Che, then
w | FSTY =[x gl fori=1,...,\
5: elselfi “cﬂl(f( g+1)*y)<075
then
1 1 1)
6 FET = xS = afly + 1S for i =
| TS > Penalty for ()ngn ezamples
1 .
7 FSH =[x —ally fori=pep+1,...,A
> No penalty for rest
8: else
9 | FYUT — x99 — gy + 1(x9GTY) for i =
I P > Classify whole population

these inherently limit the number of pixels that can be
attacked. Since no method we compare against consid-
ered this type of limitation, we cover these only in the
supplementary material (Appendix D).

For the remainder of our study, we focus on the well-
known Bilinear Interpolation (BI) and Nearest Neigh-
bour Interpolation (NNI). BI is the two-dimensional
generalisation of linear interpolation and is used, for
example, in the (141)-CMA-ES-based attack of Dong
et al. [7]. In essence, linear interpolation is first ap-
plied along the x-axis to find intermediate values. This
process is then repeated along the y-axis, using the in-
termediate values to obtain the final interpolated val-
ues. For details, we refer to Merchant et al. [37].
perturbation created in a 3 x 14 x 14 space and then
upscaled to the full image size of 3 x 224 x 224 with BI
can be seen in Appendix D, Figure 4(a).

NNI was used by Qiu et al. [26] in their score-based
attack that uses CMA-ES. In simple terms, NNI scales
a picture by assigning the colour of the nearest pixel
to the new pixels created during the scaling process,
which can result in a blocky or pixelated appearance.
See Appendix D.4 for details. A perturbation created
in a 3 X 16 x 16 space and then upscaled to the full
image size can be seen in Appendix D, Figure 4(b). The
performance of our decision-based attack using both
NNI and BI will be compared against each other.

5. Experiments

Here, we describe the experiments we conducted in our
research that demonstrate the efficacy of DACES and
its components, namely the query strategy and the ISS.
We compared DACES using BI (DACES-BI) and NNI
(DACES-NNI) with HSJA [3], TA [35], (1+1)-CMA-



ES [8], and CGBA [28].° We used the EvoTorch li-
brary [33] as the basis for our work. Each attack is
evaluated on 200 correctly classified images which were
selected uniformly at random, without replacement,
from the testing sets of ImageNet and CIFAR-100.
All experiments designed for GPUs, namely CGBA,
TA, (14+1)-CMA-ES and our attack, were run on an
NVIDIA H100 GPU with 80 GB of RAM, and HSJA
was run on an AMD EPYC 7543 2.8GHz with 1 TB
of RAM, as HSJA cannot be trivially transferred to
GPU. Due to the wide availability of GPUs, virtually
all newer attacks take advantage of them. However,
it is important to note that DACES is still the fastest
in terms of running time, independent of the hardware

(i.e. GPU or CPU).

5.1. Evaluation Setup

We used ImageNet [6] and CIFAR-100 [15] for evalua-
tion. ImageNet is a large image classification dataset
containing 1281167 training, 50000 validation, and
100000 test images over 1000 classes. CIFAR-100 [15]
is a small dataset with 50000 training and 10000 test
images of 3 x 32 x 32 over 100 classes. Due to this
size, we did not use any downscaling techniques when
attacking CIFAR-100 and refer to DACES in this con-
text (rather than differentiating DACES-BI and -NNT).

Following Reza et al. [28], we evaluated our attack
on four different neural network classifiers for Ima-
geNet: ResNet-50, ResNet-101 [13], VGG-16 [30] and
ViT [9]. For these networks, images were rescaled
to 3 x 224 x 224. Then, we use three adversarially-
trained models from MadryLab,” that take input sizes
of 3 x 299 x 299, which we will abbreviate with Ro-
bust RN-50, Robust RN-101 and Robust VGG-16.
For CIFAR-100, we used the same network architec-
tures trained on that dataset, except that we replaced
ResNet-101 by ResNet-34, due to the lower complex-
ity of CIFAR-100. We used two metrics to evaluate
all attacks [28]: the median l;-norm perturbation (in
relation to the number of queries or running time) and
the Area Under the Curve (AUC), which is defined as
follows: Let ¢; be the number of queries at step i, and
let §; be the perturbation vector. Then the AUC is
defined as AUC = Efvzl i - ||0i]|2 over N steps of the
attack. The AUC can be interpreted as the cumulative
perturbation cost over the course of the attack, which
summarises the performance across all query budgets.
For comparison with DACES, we used the original im-
plementations and parameters of HSJA [3], TA [35],
CGBA [28] and (1+1)-CMA-ES [8]. We ran each at-
tack for 30 000 queries. Due to the stochasticity of our

3We used CGBA_H only, as CGBA failed in most cases.
4https://github.com/MadryLab/robustness
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Figure 2. Median distance versus number of model
queries/time over 200 images from the ImageNet testing set
(lower is better). For better readability, we concentrate on
the better-performing DACES-NNT and neglect DACES-BI.
DACES-NNI shows a consistently good performance over
the ResNets, the VGG-16 and ViT architectures.

method, we averaged performances over ten runs using
different seeds.

5.2. Results

Table 2 and Table 3 display the results of all attacks on
ImageNet and CIFAR-100 by reporting the AUC. Ad-
ditionally, Table 7 and Table 10 show the performance
of the attacks at 1000, 10 000, and 30 000 queries. Gen-
erally, we observed DACES-BI and DACES-NNI to
perform similarly, with an advantage for the NNI vari-
ant, which we therefore decided to focus on (see Ap-
pendix 1.2). Across all ImageNet networks, DACES-
NNI was observed to obtain the best average AUC, fol-
lowed by DACES-BI, HSJA, TA, (1+1)-CMA-ES and
last CGBA. On CIFAR-100, HSJA performs best, fol-
lowed by CGBA and DACES. We discuss possible ex-
planations for the strengths and weaknesses of DACES
and conduct statistical analysis in Appendix H.



Table 2. AUC over 200 images (per network) from the ImageNet testing set (lower is better).

Attack ResNet-50 ResNet-101 VGG-16 ViT Robust RN-50 Robust RN-101 Robust VGG-16 Average
DACES-BI 122402 128560 118100 222011 221207 215883 173201 171623
DACES-NNI 107729 114174 90308 214425 170432 185084 142120 146 325
HSJA 122970 129996 85002 218035 244118 363201 139026 186 050
CGBA 377780 435 364 78872 103177 286 838 714723 128073 303547
TA 191133 203 052 161763 380992 305901 334938 222726 257215
(141)-CMA-ES 213668 217533 161167 379982 331156 292567 190376 255207

Table 3. AUC over 200 images (per network) from CIFAR-
100 testing set (lower is better).

Attack ResNet-50 ResNet-34 VGG-16 ViT Average
DACES 21241 20484 20212 101 338 40819
HSJA 5535 5470 6338 127058 36100
CGBA 25140 26 766 24065 52114 32021
TA 67023 56819 60979 156 501 85331
(1+41)-CMA-ES 17672 17950 19719 307931 90818

Figure 2 displays the results on ImageNet only. For
each attack, the median lo-norm over 200 images is
shown on a logarithmic scale over the mean number
of queries or time. On the ResNet-50 and ResNet-101
models, the two variants of DACES perform best on
all query budgets above 3000, up to which TA per-
forms best. On VGG-16, CGBA dominated from 2 000
queries onwards and on ViT across all query budgets.
On ViT, DACES performed second best.

Finally, we compared the running times of the differ-
ent attacks, which, in our experiments, were measured
in terms of wall clock time. We added this to the anal-
ysis of the attacks because in real-world scenarios, not
only query but also time limits might apply. HSJA has
been omitted as it was designed for running on CPUs
and is not trivially convertible to make use of GPUs.
To compare against HSJA, we ran our attack for the
ResNet-50 on CPUs, which resulted in an average run-
ning time per image of 4 332 seconds compared to 4 743
for HSJA. The main running time comparison can be
found in Table 1. DACES-NNI is the fastest attack on
ImageNet, where it was observed to be 3 times faster on
average than the next quickest attack, CGBA. These
results show that DACES is specifically suitable for at-
tacking large ImageNet networks in a setting where not
only the query budget but also the time is constrained.
Another piece of evidence for this is the right side of
Figure 2, where it can be seen that DACES performed
even better than in the query-restricted setting, clearly
emerging as the best or second-best algorithm over all
networks in performance with respect to time.

We provide further results in Appendix F and G.
We also performed ablation studies to investigate the
effectiveness of the ISS, Automated Algorithm Config-
uration (AAC) and our query strategy (Appendix I).

The performance on the Robust RN-50, Robust RN-
101 and Robust VGG-16 is similar to their normally
trained counterparts with DACES-NNI dominating on
the former two and performing second best on the lat-
ter with respect to queries (Table 2), but performing
superior over nearly all time budgets.

5.3. Marginal Contribution of DACES

While the previous metrics are useful for comparing
the performance of our attack to other methods, they
provide no information about the marginal contribu-
tion of DACES to the state of the art, in that they do
not indicate whether a combination of multiple other
attacks could achieve the same performance as ours.
To do so, we create a so-called Virtual Best Attack
(VBA). The VBA is a hypothetical attack that opti-
mally combines a set of attacks by picking the best
one for each image; in other words, it is the minimum
perturbation achieved by all attacks on an image. For
ImageNet, we find that the VBA achieves an average
lo-norm of 1.44. By excluding DACES from this VBA
(i.e. creating an ensemble attack of HSJA, CGBA, TA
and (1+1)-CMA-ES only), this grows to 2.26, a plus of
55%. More details can be found in Appendix E.

6. Conclusion

In this study, we introduced DACES, a decision-based
attack for image classification utilising CMA-ES. Our
comparison with HSJA, TA, CGBA and (1+1)-CMA-
ES revealed that DACES achieves the best average per-
formance on various neural networks for ImageNet and
CIFAR-100. We achieved this by implementing a novel
initial search strategy and query strategy. The former
warm-starts the search for adversarial examples, thus
boosting the performance for low query budgets, and
the latter reduces the number of queries used in each
generation, resulting in 80% more iterations.

Our findings also emphasise the importance of run-
ning time as a quality metric for adversarial attacks,
which has been largely overlooked in previous studies.
DACES fully utilises modern GPUs, making it 3 times
faster than the next quickest attack on ImageNet.
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