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Abstract

The lack of robustness shown by deep neural networks

(DNNs) questions their deployment in safety-critical tasks,

such as autonomous driving. We pick up the recently in-

troduced redundant teacher-student frameworks (3 DNNs)

and propose in this work a novel error detection and

correction scheme with application to semantic segmenta-

tion. It obtains its robustnesss by an online-adapted and

therefore hard-to-attack student DNN during vehicle op-

eration, which builds upon a novel layer-dependent in-

verse feature matching (IFM) loss. We conduct experi-

ments on the Cityscapes dataset showing that this loss ren-

ders the adaptive student to be more than 20% absolute

mean intersection-over-union (mIoU) better than in previ-

ous works. Moreover, the entire error correction virtually

always delivers the performance of the best non-attacked

network, resulting in an mIoU of about 50% even under

strongest attacks (instead of 1...2%), while keeping the per-

formance on clean data at about original level (ca. 75.7%).

1. Introduction

Methods based on deep neural networks (DNNs) excel in

benchmarks throughout several computer vision tasks, in-

cluding image classification [29, 33, 63] and semantic seg-

mentation [15, 41, 82, 83]. The latter can be seen as an

extension of image classification to the task of pixel classifi-

cation. Most semantic segmentation architectures are based

upon fully convolutional networks introduced by Long et

al. [46]. While past works primarily concentrated on exclu-

sively increasing the performance [14, 68, 81, 83], today’s

research is dominated by approaches focusing on increas-

ing the computational efficiency of semantic segmentation

architectures [19, 38, 48, 57, 76, 80].
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Figure 1: Overview of the proposed teacher-student framework.

All three semantic segmentation networks are fed with the same

input image x. Both static networks in combination with their

respective losses serve as learning objectives for the adaptive stu-

dent. The static teacher forces the adaptive student’s soft outputs

yA to match the static teacher’s soft outputs yT using the cross

entropy loss JCE. The static student on the other hand forces the

adaptive student’s feature representations fA

ℓ
at layer ℓ to be dif-

ferent from the respective static student’s feature representation

fS

ℓ
at layer ℓ, using a layer-dependent inverse feature matching

loss J IFM
′

. For a practical implementation in the vehicle, the idea

is that the adaptive student is in online learning mode, therefore

hard-to-attack, and output error correction of any of the attacked

two static networks is performed by a majority vote.

Closely related to increasing DNNs’ computational effi-

ciency are methods for teacher-student learning, also often

referred to as model compression [4, 9]. The original idea

is to compress the knowledge of a computationally complex

teacher DNN into a computationally efficient small student

DNN. This can be done by either matching the teacher’s

output exclusively [4, 32, 39, 49] or combining it with meth-



ods for feature guidance [40, 61, 67, 74, 75, 78]. Many

works successfully applied teacher-student learning to se-

mantic segmentation [6, 30, 43, 71, 73] showing its power

and generalization across tasks.

DNNs have been tested thoroughly on clean data. How-

ever, for safety-critical approaches, e.g., environment per-

ception in autonomous driving, not only the performance

on clean data but also the robustness to input perturbations

is an important criterion. Szegedy et al. [64] showed that

DNNs can be easily fooled by perturbed data in the form

of adversarial examples (AEs). This led to a rush in de-

veloping novel sophisticated adversarial attack algorithms

[11, 23, 52, 55]. Looking at the task of semantic segmenta-

tion, Arnab et al. [1] showed that many state-of-the-art ar-

chitectures for semantic segmentation are vulnerable to sim-

ple adversarial attacks [23, 36, 37] that have been initially

introduced for the task of image classification. To increase

the robustness against AEs, some works proposed defense

strategies, including adversarial training [24, 47], feature

denoising layers [31, 56, 70], or different kinds of (gradi-

ent masking) pre-processing strategies [25, 34, 44, 59].

Recently, Bär et al. [6] proposed an AE defense tech-

nique using redundant teacher-student frameworks for se-

mantic segmentation. The authors assume that a possi-

ble intruder can very easily access the weights of a model

which is already trained and fixed. Adaptive models on the

other hand impede the intruder in fooling a system [22].

In general, their proposed redundant teacher-student frame-

work incorporates a static teacher DNN and two architec-

turally identical student DNNs: A static one and an adap-

tive one. The adaptive student distills knowledge from the

static teacher, while simultaneously being penalized by an

inverse feature matching (IFM) loss computed across all

layers to leverage dissimilarity to the static student’s fea-

tures. This way, the adaptive student obtains a certain level

of robustness to AEs generated from static model knowl-

edge, namely the static teacher and the static student. The

idea is to create a model, which is robust to both, static

teacher AEs and static student AEs and thus can serve as

a watchdog allowing schemes for AE detection or even for

correction by comparing the semantic segmentation outputs

among the three networks. Nonetheless, using the IFM loss

comes with the price of a significantly worse performance

on clean data. Additionally, only a marginal increase in the

robustness towards strong AEs can be observed.

In this work, our contributions are as follows: First, we

outline that AEs have strong similarities to general error

propagation. Thus, the IFM loss computation across all lay-

ers is identified as the main reason for the performance drop

on clean data observed in [6]. This motivates the idea of a

layer-dependent IFM loss to mitigate the error in form of

adversarial examples. The proposed loss yields to signifi-

cantly better results on clean and perturbed data compared

to the results in [6]. Second, we introduce a simple yet ef-

fective AE detection function in a general form. Combined

with an adaptive student trained with the layer-dependent

IFM loss, it allows to detect the current static DNN under

attack using the adaptive student as a watchdog. As a post-

processing, one might perform a simple AE correction by

choosing one of the non-attacked DNNs as the (corrected)

output. Finally, we test both our proposed approaches on

the Cityscapes dataset showing their effectiveness.

2. Related Works

In the following section, the related works in three spe-

cific fields of research are introduced: semantic segmenta-

tion, teacher-student learning, and robustness.

Semantic segmentation. Today’s deep neural networks

(DNNs) for semantic segmentation are mostly based on the

concept of fully convolutional networks [46]. Increasing

the spatial context by incorporating dilated convolutions

[13, 77], recurrent neural networks [83], forms of spatial

pyramid pooling [14, 15, 28, 81], conditional random fields

[13, 14, 35, 66], and different schemes for intermediate

skip-connections [7, 15, 72] can further increase the per-

formance. As pixelwise labeling is expensive, some ap-

proaches propose unsupervised domain adaptation [8] or

label relaxation techniques [82] to further boost the perfor-

mance with unlabeled images or videos.

Efficiency-oriented algorithms rely on factorization of

the convolution operation [48, 60], depthwise seperable

convolution [16] with inverted residual units [62], in-place

batch normalization [10], or a more efficient architectural

design in general [38, 57, 76, 80].

In this work, an efficient DNN [60] is combined with a

non-efficient DNN [8, 45] for teacher-student learning.

Teacher-student learning. The most basic concept of

teacher-student learning is to match the output of the student

DNN with the output of the teacher DNN [4, 32, 39, 49].

Further work extended the idea of output matching by guid-

ing and hint layers as a pre-step [61], direct matching of

feature representations [40, 75, 78], flow of solution proce-

dure as a form of internal feature transformation matching

[74], integrating a GAN discriminator for feature alignment

[67], and self-distillation [21, 79]. While being firstly intro-

duced for the task of image classification or speech recog-

nition, the field of teacher-student learning eventually ex-

panded to more complex tasks, such as semantic segmenta-

tion [6, 30, 43, 71, 73].

In this work, a variation of the inverse feature matching

(IFM) loss [6] is used and combined with a form of teacher

output matching [39] for teacher-student learning.

Robustness. The robustness of algorithms relying on

DNNs is heavily questioned since Szegedy et al. [64] dis-

covered the existence of adversarial examples (AEs). Since

then, the research in crafting AEs further evolved and



produced various kinds of adversarial attack algorithms.

FGSM [24], DeepFool [52], LLCM [36, 37], C&W [11],

MI-FGSM [18], and PGD [47] can be classified as image-

dependent adversarial attack algorithms aiming at produc-

ing one perturbation per input image. UAP [51], FFF [55],

and PD-UA [42] on the other hand aim at producing one

exclusive perturbation to fool a respective DNN on a bunch

of images. Moreover, the transferability of AEs to more

complex tasks, such as semantic segmentation, is in general

possible [1, 54], with some works even focusing on task-

specific adversarial attack algorithms [2, 20, 50, 69].

As the research in adversarial attacks progressed, dif-

ferent techniques were proposed to mitigate the success

rate of AEs, e.g., adversarial training [24, 47], robustness-

oriented loss functions [12, 53], feature denoising layers

[31, 56, 70], redundant teacher-student frameworks [6], and

various kinds of (gradient masking) pre-processing strate-

gies [5, 25, 26, 34, 44, 59, 65]. Nonetheless, e.g., Athalye

et al. [3] showed that gradient masking is not a sufficient

criterion for a reliable defense strategy.

In this work, the robustness strategy is built upon redun-

dant teacher-student frameworks [6] and is expanded by an

AE detection function as a form of majority vote.

3. Method

This section gives a short overview of the mathematical

notation and our proposed approaches.

3.1. Mathematical Notation

Let x ∈ X ⊂ G
H×W×C be an image with height H ,

width W , number of color channels C = 3, set of integer

gray values G, and dataset X . The image x serves as an

input for a neural network F(·) with network parameters

θ and output y = F(x,θ) ∈ I
H×W×|S|, with the set of

classes S , and I = [0, 1]. Each element of y is considered to

be a posterior probability yi,s = P (s|i,x) for the class s ∈
S at pixel index i ∈ I = {1, 2, ..., H ·W}. The architecture

of a neural network F(·) consists of several layers ℓ ∈ L,

each having feature representations f ℓ ∈ R
Hℓ×Wℓ×Cℓ , with

height Hℓ, width Wℓ, and number of feature maps Cℓ.

As the setup in this paper unites three networks in to-

tal, namely a static teacher network (T), a static student

network (S), and an adaptive student network (A), the su-

perscript h ∈ H = {T, S,A} is introduced to differentiate

between those three networks. Note, whenever the super-

script is omitted, the general case is referred.

3.2. Background

As this work is closely related to [6] and reuses certain

aspects of it, a short overview of their approach is provided.

Bär et al. [6] propose the use of a teacher-student setup

consisting of three networks in total, namely the static

teacher network FT(·), the static student network FS(·), and

the adaptive student network FA(·). Note that both stu-

dent networks have the exact same network architecture,

whereas the teacher network has a different one.

First, all three networks are pretrained on the same la-

beled dataset Xlabeled. As a next step, the parameters of

the teacher as well as the parameters of one of the students

are frozen to obtain two static networks. Furthermore, sets

of adversarial examples (AEs) are computed for both static

networks using (iterative) LLCM [36, 37] (see Section 3.4).

Now, the adaptive student is initialized using the trained

static student parameters, so that θA
t=0 = θS

t=trained holds

for the initialization step t = 0. Next, the adaptive student

is further finetuned for 10 epochs using two losses, namely

the cross entropy (CE) loss and the inverse feature matching

(IFM) loss, computed on an unlabeled dataset Xunlabeled.

The cross entropy loss JCE is defined as

JCE = −
1

|I|

∑

i∈I

∑

s∈S

yTi,s · log
(

yAi,s
)

, (1)

with yTi,s and yAi,s being the respective posterior probability

of the static teacher and the adaptive student for the class s

at pixel index i. The inverse feature matching loss J IFM is

defined as

J IFM =

(

β +
1

|L|

∑

ℓ∈L

||fA
ℓ − fS

ℓ ||
p
p

Hℓ ·Wℓ · Cℓ

)−γ

, (2)

where fA
ℓ and fS

ℓ are the feature representations of the

adaptive student and the static student at layer ℓ, respec-

tively, when being fed by x, as well as p, β, γ ∈ R
+ being

hyperparameters. The authors of [6] achieved the best re-

sults by setting p = 1, β = 0.5, and γ = 1. Combining (1)

and (2) results in the teacher-student (TS) loss

JTS = (1− α) · JCE + α · J IFM, (3)

with the loss weighting factor α. Here, Bär et al. [6] ob-

served that α = 0.6 shows the best trade-off between pefor-

mance drop on clean data and robustness to the beforehand

computed static teacher and static student AEs. The IFM

loss increases the distance between the layer-wise feature

representations of both students, which is bounded by the

CE loss between adaptive student outputs and static teacher

outputs. The described training procedure is also illustrated

in Figs. 2a, 2b, and 2c. For further information about the

exact training procedure and setup, please refer to [6].

3.3. Detection and Correction

After following the training procedure in Section 3.2,

one can use this system to detect and correct AEs dur-

ing inference as illustrated in Fig. 2d. Note that in prac-

tice, the finetuning step (cf. Fig. 2c) is continuously ongo-

ing in an online learning protocol, while the inference step
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(d) Test step 2: Inference and majority vote

Figure 2: General concept of the proposed teacher-student framework. Training step 1: Pretrain all deep neural networks (DNNs) on

labeled data x ∈ Xlabeled, with y being the respective ground truth label of x, using the cross-entropy (CE) loss JCE between the ground

truth y and the respective DNNs’ outputs yT,yA. Note that both student DNNs have the exact same architecture and parameters. Training

step 2: Freeze the parameters of the teacher DNN and one student DNN. Both are now considered being static. Test step 1: Finetune

the adaptive student DNN on unlabeled data x ∈ Xunlabeled using the CE loss JCE between the static teacher’s soft outputs yT and the

adaptive student’s soft outputs yA, and the layer-dependent inverse feature matching (IFM′) loss J IFM
′

between the static student’s feature

representations fS

ℓ
and the adaptive student’s feature representations fA

ℓ
at layer ℓ. Test step 2: During inference, use the adaptive student

DNN as a watchdog by comparing its output yA with the static DNNs’ outputs yT, yS. Whenever there is more similarity, the respective

static network output is taken as the corrected semantic segmentation output. Test steps 1 and 2 are alternatingly executed in the online

watchdog application of the adaptive student DNN, e.g., in a vehicle (no labels required!). For the experimental validation in this paper,

test step 1 is cast to the training (training step 3) and the alternating call schedule is omitted.

(cf. Fig. 2d) is executed in an alternating fashion. However,

for evaluation in this paper, we do not perform the alternat-

ing schedule and execute both steps just once.

The detection is done by comparing the adaptive stu-

dent’s output on the one hand with the static teacher’s out-

put, and on the other hand with the static student’s output by

some distance metric D(·), implemented, e.g., as a dissimi-

larity counter. The AE detection function in general form is

defined as

dAE = D(g(yT), g(yA))−D(g(yS), g(yA)) ≷ δ, (4)

with g(·) being a possible pre-processing step on the DNN

outputs, and δ being a threshold. For dAE > δ, the adaptive

student’s output is more similar to the static student’s out-

put, pointing to a possible adversarial attack on the static

teacher, whereas for dAE < δ the adaptive student’s output

is considered to be more similar to the static teacher’s out-

put, pointing to a possible adversarial attack on the static

student. In practice, it might be reasonable to consider

DNN-specific thresholds δT, δS ∈ R, i.e., for dAE > δT

the static teacher is being attacked, while for dAE < δS the

static student is being attacked, otherwise no attack is as-

sumed. After AE detection by the sketched majority vote,

the AE correction is simply done by discarding the respec-

tive DNN being currently attacked and selecting the remain-

ing network output with better clean input performance.



3.4. Adversarial Attack Design

The iterative least-likely class method (LLCM) de-

scribed in [36, 37] is chosen to generate adversarial exam-

ples (AEs). An adversarial example is defined as

xadv = x+ r, (5)

with the adversarial perturbation r, which is bounded by

||r||∞ ≤ ǫ, (6)

where ǫ is the upper bound of the adversarial perturbation’s

infinity norm ||r||∞. Following [36, 37], the adversarial ex-

amples are computed over ⌈min(ǫ + 4, 1.25ǫ)⌉ iterations,

where in each step the value of each pixel is only changed

by λ = 1. For our experiments, we generate sets of teacher

adversarial examples (T-AEs) and student adversarial ex-

amples (S-AEs) to obtain both a weak and a strong attack,

in accordance to [6]. For further detail, please refer to [6].

3.5. New LayerDependent IFM Loss

In this section, our novel approach is introduced by a

motivation and is then explained more in detail.

Motivation. The IFM loss increases the robustness of

the adaptive student to static student adversarial examples

(S-AEs) by enforcing its feature representations at all layers

to have a large distance to the respective static student ones.

This in fact does increase the robustness to S-AEs, but at

the same time also harms the performance on clean data.

We hypothesize that computing the IFM loss over the

entire set of layers is not at all needed for better robustness

towards adversarial attacks. We motivate the idea of layer-

dependent computation by the fact that adversarial exam-

ples initiate an error propagation through a DNN. With this

assumption, it should be sufficient enough to only penalize

a few layers using the IFM loss to mitigate the effect of an

adversarial example.

Loss. Following our motivation, layer set L in (2) is

simply replaced by L′ to obtain the layer-dependent inverse

feature matching (IFM′) loss

J IFM
′

=

(

β +
1

|L′|

∑

ℓ∈L′

||fA
ℓ − fS

ℓ ||
p
p

Hℓ ·Wℓ · Cℓ

)−γ

, (7)

with L′ ⊆ L being a subset of all layers. Throughout our

experiments we chose p = 1, β = 0.5, and γ = 1, following

[6]. Using the IFM′ loss, the overall TS loss (3) changes to

JTS
′

= (1− α) · JCE + α · J IFM
′

. (8)

4. Experiments

In this section, the dataset used in the experiments is in-

troduced and the results are shown and discussed.

mIoU mIoU ratio Q
ǫ = 0 ǫ = 1 ǫ = 10

model clean T-AE S-AE T-AE S-AE

T 75.43 23.35 95.07 2.21 70.05

S 66.06 90.08 14.94 64.82 1.63

Table 1: mIoU [in %] and mIoU ratio [in %] on variations of the

Cityscapes mini val set (see Section 4.1), i.e., clean data (ǫ = 0), as

well as static teacher adversarial examples (T-AEs) and static stu-

dent adversarial examples (S-AEs), both created by using LLCM

(cf. Section 3.4, ǫ = {1, 10}). Results are reported for the static

teacher network (T) and static student network (S) after being

pretrained. Best numbers are printed in bold. The mIoU numbers

in the first column are the same as in [6].

4.1. Datasets

The experiments are conducted on the widely-known

Cityscapes dataset [17]. The 2,975 images of the official

finely annotated Cityscapes training set are used as the la-

beled dataset Xlabeled for pretraining, and the 19,998 im-

ages of the official coarsely annotated Cityscapes training

set are used as the unlabeled dataset Xunlabeled for finetun-

ing. Note that the latter is used to emulate the online appli-

cation of the redundant teacher-student framework. First,

the adaptive student DNN is finetuned on unlabeled data

and then used as a watchdog for the static teacher DNN and

the static student DNN (cf. Figs 2c, 2d).

The experimental evaluation is performed by using the

(mean) intersection-over-union (mIoU)

mIoU =
1

|S|

∑

s∈S

TPs

TPs + FPs + FNs

, (9)

with the class-specific true positives TPs, false positives

FPs and false negatives FNs. Additionally, the robustness

is also reported using the mIoU ratio

Q =
mIoUadv

mIoUclean

, (10)

with mIoUclean being the mIoU on clean data and mIoUadv

being the mIoU on the respective LLCM-perturbed data.

The images captured in Lindau (59 images) are used as

a mini validation set, and the images captured in Frankfurt

and Münster (441 images) as the mini test set, following Bär

et al. [6]. The adversarially perturbed validation sets were

generated by applying LLCM from Section 3.4 on the static

teacher network and static student network. The respective

sets are referred to as static teacher adversarial examples

(T-AEs) and static student adversarial examples (S-AEs).

4.2. Results

In this section, the experimental evaluation is presented

and discussed.



IFM′ loss (7) in ... mIoU

down up ǫ = 0 ǫ = 1 ǫ = 10
1st 2nd 3rd 1st 2nd rest clean T-AE S-AE T-AE S-AE

X X X X X X 54.10 49.27 31.80 31.39 13.96

X X X X X 60.77 59.16 43.60 48.05 26.40

X 50.37 42.09 24.65 23.22 8.43

X X X 54.55 52.88 49.50 46.33 37.08

X X 65.05 55.94 14.42 35.80 2.63

X 63.19 59.71 46.44 48.61 30.62

X 61.00 58.81 51.87 49.61 37.19

X 60.02 54.42 30.43 37.72 8.62

Table 2: mIoU [in %] on variations of the Cityscapes mini val

set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). Results are reported for the adaptive stu-

dent network (A) trained with (8) on different subsets of layers

(“down” = downsampling layers; “up” = upsampling layers; “rest”

= all other layers), keeping α = 0.6. For more details about the

exact architecture, please refer to [60]. Best numbers are printed

in bold. The mIoU value of 54.10% is the same as in [6].

Pretraining. First, all three networks are pretrained us-

ing the finely annotated Cityscapes training set, while eval-

uation takes place on variations of the Cityscapes mini vali-

dation set. The results are shown in Tab. 1. Note that just af-

ter pretraining, the static student and adaptive student have

exactly the same parameters (cf. 2b), thus only the numbers

for the static student (S) and static teacher (T) are reported.

As expected, the static teacher performs better on clean

data than the static student. Looking at the robustness

towards AEs, both networks are vulnerable to their re-

spective AEs, but are more or less robust to the counter

part’s AEs. Compared to the static teacher, the static stu-

dent performs worse when being exposed to its respec-

tive weak/strong AEs (cf. mIoU ratios of model S and S-

AEs, 14.94% / 1.63%, compared to model T and T-AEs,

23.35% / 2.21%, in Tab. 1) and when being exposed to the

counter part’s weak/strong AEs (cf. mIoU ratios of model

S and T-AEs, 90.08% / 64.82%, compared to model T and

S-AEs, 95.07% / 70.05%, in Tab. 1).

Finetuning. After pretraining, the parameters of the

static teacher and the static student are frozen. For the first

experiments, the adaptive student is finetuned for 10 epochs

setting α = 0.6, β = 0.5, γ = 1 and p = 1 in (8), while

varying the set of layers L′ in (7). Here, the downsampling

layers and upsampling layers of the ERFNet [60] are cho-

sen to compute the IFM′ loss for a better transferability of

our approach to other models. Note that the last upsam-

pling layer is intentionally not used as it serves as the final

classification layer. The results are shown in Tab. 2.

First, by exclusively using all the downsampling layers

and upsampling layers for the IFM′ loss computation in (7)

IFM′ loss in ... mIoU

down ǫ = 0 ǫ = 1 ǫ = 10
1st 2nd α clean T-AE S-AE T-AE S-AE mean

X 0.5 63.46 59.81 45.72 48.05 29.26 49.26

X 0.6 63.19 59.71 46.44 48.61 30.62 49.71

X 0.7 60.25 56.48 49.94 47.84 36.35 50.17

X 0.8 54.93 52.87 46.98 44.79 35.10 46.93

X 0.9 28.82 27.18 26.12 22.17 22.36 25.33

X 0.5 60.52 58.28 49.00 48.07 32.15 49.60

X 0.6 61.00 58.81 51.87 49.61 37.19 51.70

X 0.7 59.00 56.69 52.45 48.60 40.23 51.39

X 0.8 55.98 54.76 50.59 46.82 39.93 49.62

X 0.9 54.41 53.36 50.86 46.73 40.45 49.16

Table 3: mIoU [in %] on variations of the Cityscapes mini val

set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). Results are reported for the adaptive stu-

dent network (A) trained with (8) on different subsets of layers

(“down” = downsampling layers) and different values for α. For

more details about the exact architecture, please refer to [60]. Best

numbers are printed in bold.

(cf. second row in Tab. 2), our approach already beats the

baseline from [6] in all categories (cf. first row in Tab. 2).

Second, using all layers, except the downsampling and the

upsampling layers, seem to significantly harm the perfor-

mance on clean and perturbed data in general (cf. third row

in Tab. 2). Third, comparing the exclusive incorporation of

all downsampling layers (cf. fourth row in Tab. 2) with the

exclusive incorporation of all upsampling layers (cf. fifth

row in Tab. 2) shows that the latter performs significantly

better on clean data, while the former is significantly better

across all forms of perturbed data, namely weak/strong T-

AEs and S-AEs. Additionally, the configuration with IFM′

loss in all downsampling layers still outperforms our base-

line in all categories and has significantly higher robust-

ness to both weak and strong S-AEs. Fourth, looking at

the downsampling layers separately, it can be observed that

exclusively incorporating the second downsampling layer

(cf. last but one row in Tab. 2) balances high performance

on clean data and high robustness on perturbed data in a

reasonable manner, as it shows the best numbers in 3 out of

5 cases, i.e., weak/strong S-AEs, and strong T-AEs.

Next, as α = 0.6 was optimized for the baseline from

[6], we also experiment with different values for α. Here,

the first two downsampling layers are chosen, as they both

show bold numbers in Tab. 2 for one or more sets of AEs.

The results for the α-experiments are shown in Tab. 3.

Looking at experiments with the first downsampling layer

(cf. upper half of Tab 3), increasing α increases the robust-

ness towards weak and strong S-AEs, however, it also heav-



ǫ = 0 ǫ = 1 ǫ = 10
δ model clean T-AE S-AE T-AE S-AE

0.0
T 40 0 58 0 59

S 19 59 1 59 0

0.1
T 59 0 59 0 59

S 0 59 0 59 0

0.2
T 59 1 59 0 59

S 0 58 0 59 0

0.5
T 59 19 59 0 59

S 0 40 0 59 0

Table 4: AE detection and correction (see Section 3.3) with dif-

ferent threshold values δ on variations of the Cityscapes mini val

set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). The reported numbers correspond to the num-

ber of images, where either the static teacher’s output (T) or

the static student’s output (S) have a smaller Hamming dis-

tance to the adaptive student’s output (A), i.e., dAE > δ or

dAE < δ. An adaptive student with IFM′ loss (7) computed on the

second downsampling layer setting α = 0.6 in (8) was chosen.

Desired behavior in bold.

ily harms the performance on clean data. Looking at the

experiments with the second downsampling layer (cf. lower

half of Tab 3), it can be observed that increasing α also

harms the performance on clean data, but not as hard as it

was the case for the first downsampling layer. Note that all

configurations with the second downsampling layer outper-

form the baseline from [6] (cf. first row in Tab. 3). For a

better comparison, we additionally compute the mean over

all five mIoU values in one row (cf. last column in Tab. 3).

Finally, we conclude that incorporating the second

downsampling layer with α = 0.6 gives the best results,

with 61.00% mIoU on clean data, 58.81% / 49.61% mIoU

on weak/strong T-AEs, and 51.87% / 37.19% mIoU on

weak/strong S-AEs, respectively, resulting in a mean of

51.70%.

AE detection and correction. For the experiments val-

idating the AE detection and correction mechanism from

Section 3.3, the adaptive student trained with (8) on the sec-

ond downsampling layer setting α = 0.6 (cf. second row in

lower half of Tab. 3) is chosen as a watchdog. Additionally,

we use the argmax(·) operation on the posterior outputs yT,

yS, yA as g(·) in (4) to obtain the most-likely class for each

pixel, and combine it with the Hamming distance [27, 58] as

distance metric D(·) in (4). The results are shown in Tab. 4.

By naively setting δ = 0.0, almost all AEs are correctly

detected, i.e., whenever the static teacher is exposed to his

respective AEs, the static student has a smaller Hamming

distance to the adaptive student, and vice versa. However,

mIoU

ǫ = 0 ǫ = 1 ǫ = 10
method clean T-AE S-AE T-AE S-AE

[6] 53.01 45.81 28.55 27.74 11.14

ours 61.12 58.60 48.39 48.67 33.38

Table 5: mIoU [in %] on variations of the Cityscapes mini test

set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). Results are reported for the adaptive student

network (A) being finetuned with the method from [6] and our

here proposed approach, with IFM′ loss (7) computed on the sec-

ond downsampling layer setting α = 0.6 in (8). Best numbers are

printed in bold. The mIoU value of 53.01% is the same as in [6].

when looking at the clean data case (ǫ = 0), the adaptive

student seems to be biased towards the static student due

to the same architecture and pretraining. This can be miti-

gated by increasing the threshold to δ = 0.1, where it can be

observed that now all AEs are correctly detected and addi-

tionally the static teacher is selected over the static student

when being fed with clean data. However, further increas-

ing the threshold slowly leads to a bias towards the static

teacher.

Final Results. For the final experiments, the adaptive

student is finetuned for 10 epochs by computing the IFM′

loss in (7) exclusively on its second downsampling layer

and setting α = 0.6 in (8). We compare this model with

the baseline model from [6] on the Cityscapes mini test set.

The results are shown in Tab. 5. Similar to the previous ob-

servations, our approach manages to significantly improve

the baseline in all categories, namely performance on clean

data and robustness towards static teacher adversarial ex-

amples (T-AEs) and static student adversarial examples (S-

AEs). The biggest improvements are obtained in the ro-

bustness towards strong T-AEs as well as weak and strong

S-AEs (each better by about 20% absolute mIoU).

Additionally, we also provide results for the AE detec-

tion and correction mechanism from Section 3.3 on the

Cityscapes mini test set, with g(·) being the argmax taken

individually over the posterior probabilities yT, yS, yA,

Hamming distance D(·), and threshold δ. The results are

shown in Tab. 6. Similar to the observations in Tab. 4, de-

pending on the threshold δ, our proposed adversarial ex-

ample detection and correction mechanism manages to cor-

rectly detect all adversarial examples (AEs), while only hav-

ing very few false positives on clean data. For the optimal

δ = 0.1 (as obtained on the mini val set, see Tab. 4) only a

single error in total has been observed on the mini test set.

Using the proposed majority vote with δ = 0.1, the

mIoU numbers of the corrected network ensemble output

are displayed in Tab. 7. Here, two configurations for major-



ǫ = 0 ǫ = 1 ǫ = 10
δ model clean T-AE S-AE T-AE S-AE

0.0
T 388 0 441 0 440

S 53 441 0 441 1

0.1
T 440 0 441 0 441

S 1 441 0 441 0

0.2
T 441 0 441 0 441

S 0 441 0 441 0

0.5
T 441 155 441 4 441

S 0 286 0 437 0

Table 6: AE detection and correction (see Section 3.3) with dif-

ferent threshold values δ on variations of the Cityscapes mini test

set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). The reported numbers correspond to the num-

ber of images, where either the static teacher’s output (T) or

the static student’s output (S) have a smaller Hamming dis-

tance to the adaptive student’s output (A), i.e., dAE > δ or

dAE < δ. An adaptive student with IFM′ loss (7) computed on the

second downsampling layer setting α = 0.6 in (8) was chosen.

Desired behavior in bold.

ity vote are compared to each other. In the first one, T/S,

the adaptive student is only used as a watchdog, i.e., de-

pending on the Hamming distance, either the static teacher

or the static student is chosen (cf. Tab. 6). The T/S majority

vote leads to the (shared) best numbers in two categories,

i.e., weak/strong S-AEs. However, as the adaptive student

clearly performs better on perturbed data than the static stu-

dent, it is reasonable to use the adaptive student not only

as a watchdog, but also as a replacement for the static stu-

dent, whenever the decision of the AE detection and cor-

rection would favor the static student. Using the T/A ma-

jority vote leads to 75.74% mIoU on clean data, 58.60% /

48.67% mIoU on weak/strong T-AEs, and 72.12% / 54.02%

mIoU on weak/strong S-AEs, which is signficiantly better

than exclusively using the static teacher or exclusively using

the static student. In a nutshell, our proposed T/A majority

vote using an ensemble of three networks keeps an mIoU of

about 50% under all circumstances, while providing a high

performance (75.74%) in case of no attack.

5. Conclusion

In this paper, we propose a novel error detection and

correction scheme to mitigate the effect of adversarial ex-

amples on deep neural networks (DNNs) for semantic seg-

mentation. To this end, we make use of the recently intro-

duced redundant teacher-student frameworks, consisting of

3 DNNs, and emulate online adaptation using a novel layer-

dependent inverse feature matching (IFM) loss to obtain an

mIoU

ǫ = 0 ǫ = 1 ǫ = 10
method clean T-AE S-AE T-AE S-AE

T 75.77 16.89 72.12 1.84 54.02

S 64.55 58.39 9.14 41.21 0.87

A 61.12 58.60 48.39 48.67 33.38

our T/S

maj. vote
75.74 58.39 72.12 41.21 54.02

our T/A

maj. vote
75.74 58.60 72.12 48.67 54.02

Table 7: mIoU [in %] of the proposed majority vote based on

the network triplet computed on variations of the Cityscapes mini

test set (see Section 4.1), i.e., clean data (ǫ = 0), as well as static

teacher adversarial examples (T-AEs) and static student adversar-

ial examples (S-AEs), both created by using LLCM (cf. Section

3.4, ǫ = {1, 10}). The same static student (S) and static teacher

(T) reported in Tab. 1 are taken. An adaptive student network (A)

trained with IFM′ loss (7) computed on the second downsampling

layer setting α = 0.6 in (8) was chosen. The threshold δ in (4) for

our proposed majority vote is set to 0.1 according to Tab. 4. All

numbers for the majority vote are based on the results in Tab. 6.

adaptive and thus hard-to-attack student DNN. Experiments

on the Cityscapes dataset show that by incorporating this

loss, the adaptive student is able to maintain an about 20%

higher (absolute) mean intersection-over-union (mIoU) on

perturbed data compared to previous works. In the end, our

proposed error detection and correction scheme virtually al-

ways delivers the performance of the best non-attacked net-

work, resulting in an mIoU of about 50% even under strong

attacks (instead of 1...2%), while keeping the performance

on clean data at about original level (ca. 75.7%).
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van der Maaten. Countering Adversarial Images using Input

Transformations. In Proc. of ICLR, pages 1–12, Vancouver,

BC, Canada, Apr. 2018.

[26] Puneet Gupta and Esa Rahtu. CIIDefence: Defeating Ad-

versarial Attacks by Fusing Class-Specific Image Inpainting

and Image Denoising. In Proc. of ICCV, pages 6708–6717,

Seoul, Korea, Oct. 2019.

[27] Richard W. Hamming. Error Detecting and Error Correcting

Codes. The Bell System Technical Journal, 29(2):147–160,

Apr. 1950.

[28] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.

Spatial Pyramid Pooling in Deep Convolutional Networks

for Visual Recognition. IEEE Transactions on Pattern Anal-

ysis and Machine Intelligence (TPAMI), 37(9):1904–1916,

Sept. 2015.

[29] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.

Deep Residual Learning for Image Recognition. In Proc. of

CVPR, pages 770–778, Las Vegas, NV, USA, June 2016.

[30] Tong He, Chunhua Shen, Zhi Tian, Dong Gong, Changming

Sun, and Youliang Yan. Knowledge Adaptation for Efficient

Semantic Segmentation. In Proc. of CVPR, pages 578–587,

Long Beach, CA, USA, June 2019.

[31] Zhezhi He, Adnan S. Rakin, and Deliang Fan. Parametric

Noise Injection: Trainable Randomness to Improve Deep

Neural Network Robustness Against Adversarial Attack. In

Proc. of CVPR, pages 588–597, Long Beach, CA, USA, June

2019.



[32] Geoffrey Hinton, Oriol Vinyals, and Jeff Dean. Distilling

Knowledge in a Neural Network. In Proc. of NIPS - Work-
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