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1. Detailed network design

In this section, we present a detailed architectural de-
sign of the proposed network. We use the ResNet-50 as
our backbone network and PyTorch for implementation pur-
pose. In Table 1, we show the layer-wise network design
of our proposed Class-conditional Domain Discriminator
(CCDD) and the live/spoof classifier (LSC). Note that, the
ResNet-50 backbone inputs a 224 x 224 image and outputs
a 2048 dimensional feature vector which is passed as the in-
put to both the CCDD and LSC. The FC31 and FC32 layers
(i.e. the live and spoof heads) of CCDD output 3 softmax
probability scores for the 3 source domains. The FC2 (or
final) layer of the LSC outputs 2 softmax probability scores
for the 2 class labels - “live” and “spoof™.

The shape of the input tensor to the LSTM network is
[T x B x 2048] where T is the sequence length and B is
the SGD mini-batch size. We set 7" and B to 8 and 2 re-
spectively. For each time step ¢, the LSTM outputs 256
dimensional feature vector, where ¢ = 1,2,...,8. These 8
feature vectors are concatenated to a single feature vector of
dim. 2048 which is then passed as input to the LSC.

2. Additional experimental details

We use four domain generalization datasets as in [9]
which are created from the following publicly available
face anti-spoofing datasets: Oulu-NPU [1] (O for short),
CASIA-MFSD [13] (C for short), Idiap Replay-Attack [2]
(I for short), and MSU-MFSD [12] (M for short). In Ta-
ble 2, we present the training, validation and test set details
for each of these four datasets. CASIA-MFSD and MSU-
MEFESD don’t have validation sets and following the standard
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practice, we use a subset of the training set as the valida-
tion set for both of these datasets. At inference time, we
receive the predictions from both image- and video-based
live/spoof classifiers (see Fig.3 in the main paper). As a
final output, we select the one which gives the best per-
formance on the validation set. We initialize the ResNet-
50 backbone with ImageNet [4] pretrained weights. Please
note, it is fair to compare our proposed video-based ap-
proach with the image-based baselines as all the datasets
considered in this work are video-based, and thus, at the
time of evaluation, the final classifcation score is generated
per video, i.e. both image- and video-based methods follow
the same standard video-based evaluation.

3. Experimental results with smaller backbone

In this section, we present our experimental results with a
smaller backbone (i.e. ResNet-18) compared to the ResNet-
50 used in the main paper. We replace the ResNet-50 back-
bone in our proposed framework with ResNet-18 and train
the model. In Table 3, we show that even if our proposed
framework uses a weaker backbone network, it shows con-
sistent improvements on the four challenging domain gen-
eralization test sets. Note that, /& C&M — O has the small-
est training set among these four domain generalization
datasets (Table 2). For this smaller dataset, our proposed
framework achieves better performance with a ResNet-18
backbone.

4. Assessing the model’s generalizability

To assess the model’s generalization ability, we increase
the number of source domains. By doing so, we allow the



Table 1. The architectural details of the proposed network.

CCDD (Class-conditional Domain Discriminator) Live/Spoof Classifier
Layer Input Dim.  Output Dim. Layer Input Dim.  Output Dim.
FCI 2048 1024 FCI 2048 512
ReLU ReLU
Dropout Dropout
FC2 1024 1024 FC2 512 2 (num. class labels)
ReLU
Dropout
FC31 (Live Head) 1024 3 (num. source domains)
FC32 (Spoof Head) 1024 3 (num. source domains)

Table 2. Domain generalization training, validation and test sets used in this work.

Dataset Name | Training Set [ Validation Set [ Test Set
0&C&I—M Training sets from Oulu-NPU, Validation sets from Oulu-NPU, MSU-MESD test set
CASIA-MFSD and Idiap Replay-Attack. CASIA-MFESD and Idiap Replay-Attack.
O&M&I—C Training sets from Oulu-NPU, Validation sets from Oulu-NPU, CASIA-MFESD test set
MSU-MFSD and Idiap Replay-Attack. MSU-MFSD and Idiap Replay-Attack.

0&C&M—1 Training sets from Oulu-NPU, Validation sets from Oulu-NPU, Idiap Replay-Attack test set
CASIA-MFSD and MSU-MFSD. CASIA-MFSD and MSU-MFSD.

1&C&M—0 Training sets from Idiap Replay-Attack, Validation sets from Idiap Replay-Attack, Oulu-NPU test set
CASIA-MFSD and MSU-MFSD. CASIA-MFSD and MSU-MFSD.

Table 3. Face anti-spoofing performance (HTER %) improvements with smaller backbone network (ResNet-18).

[[ O&C&I=M [ O&M&I—C | O&C&M—I | I&C&M—0

Model
ResNet-18 backbone 27.5
Our model (uses ResNet-18 backbone) 22.5

31.67
28.52

21.63
20.38

14.83
12.78

Table 4. Assessing the model’s generalizability on three domain generalization test sets.

Model | S&O&I&R —C HTER(%) | S&O&C&R —I1HTER(%) | S&C&I&R —O ACER(%)
ResNet-50 175 20.6 10.27
Our IB Network 14.0 14.7 8.05

network to see live and spoof examples with large variations
in subjects, environmental conditions, attack instruments,
video capturing devices, etc. One may argue that in this case
the improvements merely come by adding more data. To
ensure this is not the case, we also compare results against
the ResNet baseline on the same data. As shown in Ta-
ble 4, our imaged based network (DIB) achieves consistent
improvements over the ResNet baseline, on three different
domain generalization test settings. Note that, for the exper-
iments in this section we used — only for training purposes
— two more datasets, i.e. SiW (S for short) [7] and Idiap
replay-mobile (R for short) [3]. Although, further improve-
ments can be achieved by adding the video based network
(LSTM and DVB), here we demonstrate improvements only
in image-based FAS and exclude the video-based case. Fol-
lowing [7], when testing on Oulu-NPU dataset, we use the
ACER metric and report results (in Table 4) by averaging
the ACERs over the four test protocols.

5. Domain adaptation experiments

In this section, we compare the face anti-spoofing perfor-
mance of our proposed approach with the existing domain
adaptation based FAS methods [6, 10, 11]. For these ex-
periments, we follow standard unsupervised domain adap-

tation training setting, i.e. the network is trained using ex-
amples from a single source domain (with ground-truth la-
bels) and unlabelled training examples from the target do-
main. To align with the domain adaptation training setup,
we use the default domain discriminator (see Section 4.5,
Fig.5). The results are presented in Table 5. Out of four do-
main adaptation test sets, our proposed framework outper-
forms [0, 10, 11] on the three test sets, and shows compara-
ble results on the remaining one. These results demonstrate
that our proposed model can be exploited under both do-
main adaptation and domain generalization settings. Note
that, in this paper we are interested in the latter setting,
yet as we observe from these experimental results, our
model with small adaptations can achieve significant im-
provements for the former setting too.

Li et al. [6] have different strategies for domain adap-
tation and we select whatever gives out the best result for
their model and compare to ours in Table 5. Li et al. [5] ap-
proach is not comparable to ours because they assume that
different domains are just different camera models, which
is quite restricting. In our case they are different datasets,
allowing us to also address changes in spoofing mediums,
illumination and background.



Table 5. Comparison to the existing domain adaptation based face anti-spoofing methods on four domain adaptation test sets.

Method M—I I-M 1I-C C—I
HTER(%) | HTER(%) | HTER(%) | HTER(%)
Lietal. [0] 33.30 33.20 12.30 39.20
Tu et al. [10] 27.50 25.83 - -
Tuetal. [11] 25.80 23.50 23.50 21.40
Our full model 9.38 12.91 16.11 11.38
(a) O&C&I-M

ResNet 50 Proposed Model Proposed Model
Visualizing 3 source Visualizing only Visualizing 3 source
and 1 target domains 3 source domains and 1 target domains
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Figure 1. A t-SNE Visualization of the learned CNN features coming from ResNet-50 baseline and from our proposed network.
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Figure 2. Class activation map visualization of the proposed network. For each column i.e. live, print attack and video replay attack, the
original input images and their associated network class activation maps are shown.

6. t-SNE Visualization of the learned CNN fea-
tures

We compared the t-SNE visualization (Section 4.4, Fig.4
in the main) of the CNN activations coming from the
ResNet-50 baseline vs our proposed model which were
trained and tested according to the domain generalization
setup - O&C&M—I (see Table 2). In Fig. 1, we present a t-
SNE visualization for the ResNet-50 vs our proposed model
trained on the remaining three domain generalization train-
ing sets - O&C&I—M, O&M &I—C and I&C&M—O (see
Table 2). Each row in Fig. 1 represents a domain general-
ization train/test setup (see Table 2). The plots in the first
column (in Fig. 1) are generated using ResNet-50 baseline
model. Whereas, the plots in the second and third columns
(in Fig. 1) are generated using our proposed model. For the

sake of better visualization, however, we have deactivated
the visualization of the target domain in the second column.

Similar observations can be made as in Fig.4 in the main
paper. The t-SNE plots in the second and third columns
show that our model (1) learns more discriminative features
for live and spoof images (second column); (2) aligns well
the target domains live and spoof features with the source
domains’ live and spoof features. In contrast, the ResNet-
50 features show relatively weaker generalization ability on
the target domain, as shown in Fig. 1 (first column).

7. Class activation map visualization

Similar to Section 4.6 in the main paper, here we present
some additional class activation maps for the “live”, “print
attack” and “replay attack” samples from the four face anti-

spoofing datasets. Fig. 2 shows the class activation maps



which are generated using Grad-CAM [&]. Similar observa-
tions can be made (as in Section 4.6 in the main paper) from
these activation maps, i.e. for “live” samples, the network
activations are high around the facial regions. For “print at-
tacks”, the network activations are high in the background
regions (except Oulu-NPU), i.e. the network learns to clas-
sify print attacks by detecting the small artifacts often ap-
pears on the surface of the paper material (on which the
face image was printed). The high resolution print attacks
of Oulu-NPU might force the network to look at both fa-
cial regions as well as the background. For “video replay
attack”, the network tries to gather information both from
the facial regions and background. The important clues to
classify a replay attack might include the moire patterns ap-
pears in the CRT displays, the unique texture of the display
screen frame etc.
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