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1. Relative contributions of superpixel and at-
tention mask.

Superpixel and attention mask are indeed leveraged for
robustness and effectiveness respectively. Specifically, for
the superpixel component, benefited by its local smooth
property, the adversarial samples get better robustness to-
ward steganalysis based detection and image processing
based defense. For the saliency map, with its guidance, we
can generate adversarial samples more effectively and get
a better adversary. Compared with SAI-FGM, if we only
use the superpixel part, due to a constrained space, its ad-
versary will decrease a bit. If we only use the saliency map,
it degrades to a pixel-wise perturbation with decreased ro-
bustness.

To verify it, we follow the same setting in Sec.4 and set
0 = 8. Here we compare SAI-FGM with I-FGM extend by
the superpixel part(SI-FGM) and attentional part(AI-FGM).
Besides the adversarial attack ability, we also evaluate the
robustness to adversarial detection and robustness to input
preprocessing method. For input preprocessing methods,
we use resizing(resizing factor v = 2) and TVM for evalua-
tion. As shown in Table.1, we find that AI-FGM has a better
adversary, but its robustness is limited. SI-FGM has better
robustness, but its adversarial attack ability, especially its
black-box attack ability is poor.

2. More black-box attack result.

Here we show more results of our SAI-FGM on Ima-
geNet dataset. We compare our SAI-FGM with I-FGM [4].
Adversarial samples of both methods are generated by at-
tacking Inception-v3 [5] model with the same setting in
Sec.4.1. The column “Inc-v3” is white-box attack results
while another three “Res18”, “Res152”, “SqNetl1_0 rep-
resent black-box attack results on model ResNetl8 [2],

*Dongdong Chen is the corresponding author.

Attack | Inc-v3* [Inc-v4 | DR | Resize | TVM
SI-FGM | 99.60 | 36.95 | 85.40 [ 92.48 [93.30
AT-FGM | 99.90 | 49.15 [97.09 | 71.66 | 83.95
SAI-FGM | 99.75 | 48.05 | 87.20 | 92.51 [ 94.95

Table 1. The attack success rate (%), detection rate(DR), attack
success rate after resizing and TVM.* indicates the white-box at-
tacks.

Attack | Inc-v3* | Res18 | Res152 | VGG16 | SgNet1.0

I-FGM 99.80 | 28.75 | 27.05 | 36.15 33.10
SAI-FGM | 100.00 | 67.10 | 61.45 | 68.00 72.65

Table 2. The attack success rate (%) of adversarial attack on the
ImageNet [1] dataset.* indicates the white-box attacks.

ResNet152 [2], SqueezeNetl _0 [3] respectively. Due to the
input size of above models is different with inception-v3,
we resize the generated adversarial samples to correct size
and feed them into the target black-box model.

Results in Table 2 show that when attacking models with
different architecture, our SAI-FGM still keeps a relatively
high success rate. While comparing with Table.1 in the
main paper, the performance of I-FGM further decreases
a bit. We think such good performance is benefited by the
robustness of our SAI-FGM that the resize operation almost
not influence its adversary.

3. Implement Detail.

Scale operation and Crop operation. Given a threshold e
and a noise r, the scale operation is continuous and realized
by: Scale.{r} =r- m Similarly, with the attention map
mx and noise r, the crop operation is also continuous and
realized by Cropm«(r) = m* - r.

Initialization noise vector n. n is randomly sampled with
uniform distribution in [—€/2, €/2].
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Figure 1. Some visual results about the adversarial samples generated by our SAI-FGM with § = 4 (left) and § = 8 (right) respectively.
For each column, we show the original image(left), the attention mask(middle) and adversarial samples(right) respectively.

4. More visual results.

Here we show more visual results about our SAI-FGM
with different perturbation. In Fig.1, we show the results
with 6 = 4 (left) and § = 8 (right) respectively. For
each column, we show the original image(left), the attention
mask(middle) and adversarial samples(right) respectively.
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